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ct. "1Jtlb61'Utl b'Vl'Ufl'J~mb'U'Um~~~'U 

ct.(9) eJ'U31'~t ~tJ-a::mfl 'U 1au1af'l11~~'Uf'l.:~tJ~eJ~.fi'm VJf'l1 'U 1~aa1-aa'UL Vlfl un. VJVI. 
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'lJ'j~fl1?1fle:J~u~'lf1m'jflm~'V'l1 VJCJ 

b~e:J~ 'U 1mJ1CJm1:wlT'Ufl~'lJ!;le:J~ilmVJfl1 'W1!;1~611'j61'UbVl?l fle:J~u~'lf1fl1'jflm~'V'l1 VJCJ 

'Y'l . ?l . \vctct~ 

b ~e:J1 ~m'j-rm~1fl11:wlT'Ufl~'lJ!;le:J~il CJ611'j61'UbVJ?J'(jeJ~ ne:J~u~'lf1fl1'jfle:J~~'V'l1 VJCJ b'iJ'U 1 LJe:1~1~ 
bvt:W1~61:w ~'lJ'j~~VJ6m'V'lbb!;l~'lJ'j~~VJ6e.m bb!;l~~m1:wlT'Ufl~'lJ!;leJ~nCJ 1~CJfhu~~~vt~flfl1T~,'U~1'U"1JeJ~fl1'j-rmn 

"' 
m 1:w~LJ fl1'j-r n~1m 1:w bl nl'i' e:J~ mLJ t;l1'U bb!;l ~ fl1 'j-r n~1Ml1'V'lfl1 1:W'V'l ~e:J:w1-li ~1'U 1?1 e:J'j~LJ'U 611'j61'U b Vl?! 

" 
~'UVl-r'V'l6611'j61'Ub VJ?J bb!;l~.Um~!;l ~1fi'~ 1 'U m'j'lJ5u~Jl1'jn~ a'Ub tJ'U fl1'j!;l~m1:w b~ CJ~~1nm'j 1-li~1'Ub Vlfl1 'U 1!;1 ~ 
611'j61'U b Vl ?~ bb!;l~!;l~fl11:w b~ CJvt1CJI?i1~ 1 ~ bn ~~'U~1m vt\9l !;1~ w ~m1:wlT'Ufl~'lJ!;leJ~il CJ bb!;l~-r n~1 H~~m1:w611:1J1'jbi 
1'Um'j'lJ5u~Jl1'jn~ 1~e:J~1~1?im~e:J~ 'j'J:w~~61e:J~fl~ eJ~nLJnDvt:w1CJ bb!;l ~'j~ bD CJ'U~ bMCJ1.u'eJ~~1'Ub Vlfl1 'U 1!;1 ~ 
611'j61'UbVl?lbb!;1~~1'Uf11'j'lJ'j~fleJLJu'jm'j:IJVJ1~~ b~ flVJ'jeJ'W n~ nmu tu'lf1f11'jflm~'V'l1 VJCJ ~ fl11:W"il1btl'Ue:J~1~~ ~~~~1'1 e:J~ 

' v 

~'U 1CJmCJm 1:wlT'U fl~LJ !;1 e:J~.tl CJ'j~LJLJ 611'j61'U b Vl?l b ~mhvt'U~"/J e:JLJ b 'lf\91 bb!;l ~.Umhvt'U ~ 1 'U fl1'j-r n~1m 1:WD!;l e:J~il CJ 

'j~LJ611'j61'UbVJ?J1 ~ n um.bCJ~'U\91'j~ 191!;1e:J~~'Uen -li ~1'U'j~LJbVJfl1 'U ~~ 611'j61'UbVJ?J"1lm ne:J~u tu'lf1fl1'jfle:J~~ 'V'l1 VJCJ ~ ~rhVl'W~ 
" v 

'U 1CJ'U1CJ \91~-d 
(9) . fl1'j61~1~fl11:WlT'Ufl~'lJ!;leJ~JlCJ~1'U'U~Vl1'j~~fl1'j 

(9). (9) nmu ~'(j1 fl1'jfle:J~~'V'l1 Vl CJ ~ ~ 1 ~~'U 1CJ'U1 CJ~1'U fl11:WlT'Ufl~'lJ !;1 eJ~JlCJb Vlfl1 'U 1!;1 ~ 
611'j61'UbVl?l (Information Technology Security Policy) b~mhvt'U~Vi?!Vl1~bb!;l~ 1~f11'j6111LJ61~'Ufl1'j~1b'W'Ufl1'j 
~1'Ufl11:WlT'Ufl~'lJ!;leJ~.tl CJ~1vt-rLJ'j~LJLJ611'j61'UbVJ?J"1lm ne:J~u ~'1f1fl1'jfle:J~~'V'l1 VJ CJ 1 ~61e:J~fl~ e:J~ nLJ.Umhvt'U~ 
fl1'jLJ~vt1'j'j1'1ffl1'j flDVl:IJ1CJ bVJfl1 'W1!;1~ 611'j61'UbVJ?lbb!;l~flD'j~b-d CJLJ~ bM m.U mbb!;l~'lJ'j~m?JtieJ~ 1~btJ'UmCJ~ n~ru a m~'j 
bb!;l ~!;1 ~'U 1:w e:J'U:W'~1~ CJ er u ru'lf1 fl1'jVJvt1'j61~ 61 ~ 'j'J:IJ~ ~LJ'j~ m?l bb!;l ~ be..J CJ bb 'V'l ~ 1 ~rh~ ~'V'l!;l bb!;l~er bM m.U eJ~-r'tJVJ'j1'tJ 

, '\I v '\.1 , '\.1 

bb!;1~~e:JLJ5~'j'd:w~~611'U'j1'(ffl1'j 1 'U nmu ~'(f1f11'jflm~'V'l1 VlCJ 611:1J1'jbi~~vi'1'U 1CJmmu'U"1Je:l~\91'UbeJ~ 1~ 1~CJ bJi ~\?I e:1 

'U 1CJmCJm1:wlT'Ufl~'lJ!;leJ~.tl mVJfl1 'U 1!;1~611'j61'UbVJ?J ne:J~u ~'1f1f11'jfle:J~~'V'l1 VJCJ 

<9>.\v t:ruru'lf1fl1'jVJV!1'j61~61~ 1'U~1'U~t:rLJ~Vl1'j'j~\91'U61~ (Chief Executive Officer : CEO) 
\1 v \1 , d.9 \I '\1 

nmuru'lf1fl1'jnm~'V'l1VJCJ bU'Ut:r-rLJ~~'lfeJLJI?ie:Jfl11:Wb~CJ~ fl11:Wb~CJvt1CJ vt~eJB'U\91'j1CJ~bn~~'Umrlh~LJ'UfleJ:w'W1b\91eJ{ 
v " 

vt~eJ.u'eJ:w!;1611'j61'UbVJ?J bn~fl11:Wb~CJvt1CJ vt~e:Ja'Um1CJ1~ 61 bbnmri'mvt~e:JeTI~a'Ub~eJ~:w1~1nm1:wLJn'V'l~eJ~ !;l~b!;lCJ 
" I " 

vt~eJ~ 1~ 'Ufl1'j'lJ5 u~ m:w bb'U1'U 1CJLJ1CJ bb!;1 ~ bb 'U1'lJ5u~1 'U fl1'j-r n~1fl11:WlT'Ufl~'lJj;jeJ~.tl CJ b Vlfl1 'U 1!;1 ~ 611'j61'Ub VJ?J 

neJ~u ~'1f1f11'jfleJ~~'V'l1 VJCJ 

(9). g) b61'U16fl1'jVJ'\Il1'j nmuru'lf1fl1'jfleJ~~'V'l1VlCJ 1'U~1'U~er'U~Vl1'jb Vlfl1 'U 11;1~ 611'j61'UbVl?!J~\91'U61 ~ 
QJ d.S \1 '\1 

(Chief Information Officer : CIO) nmuru'lf1fl1'jflm~'V'l1VlCJ btl'Ut:r-rLJ~~'lfeJ'U~1'U611'j61'UbVl?l1'Ufl1'V'l'j1:1J'lfm 
v " 

ne:1~u ~'1f1fl1'jfleJ~~'V'l1 VJCJ 

(9).~ b~1m:IJfl1'j~eJ611'jVJ'\Il1'j nmu~'lf1fl1'jfleJ~~'V'l1VlCJ ~vt'l!1~-r'U~~'(je:JLJ1'Ufl1'j~hb'W'Ufl1'j 
~~vl1bb!;1~Vl'UVl1'U'lJ-rLJ'lJ'j ~'U 1CJLJ1CJ~ 1'Um1:wlT'Ufl~'lJ!;leJ~il CJ b Vlfl1 'U 11;1 ~ 611'j61'U b Vl?l 'j1:1J~~ bb 'U1'U 1CJLJ1CJ bb!;1~/vt~eJ 

' bb'U1'lJnLJ~~bMm.UeJ~1~bDuu~~'\J'UeJ~I£MJ bb!;1~fl1'j'lJ'j~fl1?~1~LJflmmbb!;1~t:rbMm.Um~~Vl:IJ~VJ'j1LJ 1~611:1J1'j~boU1~~ d.J , 'U , 'U 

b.u'1h bb!;1~5LJ~1911:Wbb'U1'UWmml,!;1~bb'U1'lJ5~fl11:wlT'Ufl~'lJj;jeJ~.tlmVJfl1'U1!;1~611'j61'UbVJ?J nmu~'lf1fl1'jfle:J~~'V'l1VJCJ 1~ 

I <9> .<9:: flru~'l'hn'U .. . 
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@l.cr Rru~vh:~1'U~w.J'W1f'lrumvm1~'U~V11~~~rn~mf'l-r~ n8'1Uru"l11m~n8'1l1'~ 1vm Vl111~ ~ ' .... ... 
rn~1~ fl1~lbf'l~1~~ bbfl~fl1~~~m~m111~ (IT 6) biJ'U~~~1~tu1Vl'UVl1'W'tHu\J~'I'W1CJ'U1CJf'I1111~'Wf'I'IUf18~JlCJ 

~ ~ ' 
bVlf'I1'W1f1~&11~&1'UbVlP1 nmuru"tl1rn~n8'1l1'~1Vlc.~ 1~\tl'Wthr<ilu'U8~b&11181~c.~VluVl1'W\J-ruu~'~8~1'~u8c.~tlfl~ @) R~'~ 

" , \J , 

VI~8~111~8'U~~ CJ~b 1f11~tl1VI'U~ 1~CJ n1~\J!ju&i,r'U 1 ~flTW'I~'If'l1111 b ~ CJ'I~8~8&1fl1~f'l1111 b~CJ'I~ CJ811-r'U 1~ 
Vl~8bi18i1m~b\J~CJ'WbbUf1'18~1'1ih!m=11fi''lJ~8&1.fl11~1~c.~~111"1J8'1VI'l.hCJ m~fi~ i8u'lfi''U n~'VI1l1CJ V1~8&1.fl1~bb1~~811 
Vl1'1b Vlf'I'Wf'l 1~CJ 1 ~F1'1i1'1~'1f'l1111b Vl111~&111 f'l1111b ~CJ'I~8 bbfl~\J~~~VlBt:mm~u'lfi''U 1 i 

lv. m~~~1f'I~'I&1~1'1G11'U~1"11fl1~ b~8-rn~1f'I1111Uf18~JlCJ&11~&1'UbVlP1 (Security Organization) 

b ~8 n1 ~'U~VI1~~~ m~mu f'l11 bbfl ~ n1VI'W~~\J bb 'U'U m~&i ~ ~'~ bbfl~ 1 otl'I1'W~~'U'U m~-rn~1f'I1111U f18~.!l CJ ' ~ 

&11~&1'Wb VlP11 'IXR~8'Uf'lf111bbfl~i1\J~~~VlBfl1~ ~'~.Q 
' 

\v.@) (il8'1tl1VI'W~'Dm11bbfl~m~'U1'Wfl1~~1'1 11'Wm~-rn~1f'I1111Uf18~.!lc.~~-a'~b~'W ~111~'1 
(il8'1\J~~&11'W'I1'U?i1'U~1"11m~~i1 ?l1'WbM mi 8'1~111 bb~'W'W 1c.~u1c.~-r n~1f'I1111Uf18~.!l CJ"IJ8'1 n8'1U '1J"I11m~nml1~ 1 VlCJ 

®. lv (il8'1~~~'1f'ltu~VI~8n~11~Yi1'11'UVI~ n b ~8'U~V11~bbfl~~~ fl1~f'I1111Uf18~Jl m11VI-r'U ' ~ 

&11 ~&1'U b Vl Pl"IJ 8'1?11 'U ~1"11 fl1 ~ 

1v . rn (il8'1rl1VI'U~VIU 1~ R1111-ru~ ~"118'U 1 'Wm~t?\'1b 'U'U'I1'UVl1'1~1'Wf'I1111Uf18~Jl CJ&11~&1'Wb Vlf!l 

"1Je:J'IG11'U~1"11fl1~ 118~1'1otl~b~'U 

lv . ~ (il8'1rl1VI'W~~VlBrn~1i'I1'W~~'U'U&11~&1'WbVlP1~'1~~uuiJ~~'\J'W~i18~bb~1bbfl~~~~'t11bi1111 ' ~ 

~v. t> (il8'~~~'Ub'VI~f'l1111"il1b u'U 1 'Wm~b i11 i'I1'U~~uu bVlf'l1 'U 1f1~&11~&1'UbVlP18~1'~-B'~ b~'U 
' ' 

lv .~ (ilmmu~11VI'll1CJ'I1'W.fi1CJ'W8n~\J!ju1\'11'W8~ 1 'W~11.! n'I1'W"IJ8'1?i1'W~1"11fl1~ 1 'Ufl1~ 1 otl'11'W 

~~'U'U&11~&1'WbVlPlbbfl~Vl-r~mm&11~&1'WbVlPl~'W 11~btl'W1\J8~1'1Uf18~.!lc.~ (~111~'11'W~'1J'1J1~Yi1Hnu'VI'll1CJ'I1'W,r'W 
~~(il8'1~~'Ui8rl1VI'U~ 1 'Ufl1~ 1 otl'I1'U 1-J8~1'1otl~b~'U) 

' 
rn. m~&1~1'1f'I1111~'Wf'I'IUf18~.!l CJ~1'Wf'I1'Uf'l11fl1~b i1~'~ bbfl~m~ 1 otl'11'W~'WVl-r~ ~&11~&1'Wb Vlf!l 

' 
rn.® (ilm'U~VI1~~~fi1~~'UVl-r~~&11~&1'UbVlP1 (Asset Manaoement) 1~m~'UU~~bflVl"IJ8'1i811fl 

~ ' ~ 

6'11~'Uf'l1111~1fi'ru'VI~m~1~'U.&'Wm111~'U"IJ8'1i811fl'V1~8&11~&1'Wb Vlf!l ~111~'1 m~~~'U f'l1111 b U'U b ~ 1"1J8'1VI~8~ ~ bbfl 
1U 'tl , \I \1 

rn .lv (il8'1i1111~~m~ bb'U1'U 1CJ'U1CJ bbfl~/VI~8 bb 'U1\J!ju1\1 'Um~-rn~1f'I1111~'Wf'I'IUf18~Jl CJ 

~1'Uf'ld'Uf'l11fl1~bi1~'1bbfl~fl1~ 1 i '11'U~'UVl-r~~&11~&1'UbVlP1 (Access Control Po lint) tl1VI'U~fl1~bi1~'1bbfl~f'ld'Uf'l11 ' ~; ' 
m~bi1~'~~'~~81 u-d 

rn. \v.@l i8n1VI'W~m~ 1 otl'I1'W~111m~fi~ 

rn .lv.lv m~n1VI'W~VIU1~f'l1111-r'U~~"I18'U"IJ8'1erlotl'11'U 
~ 

II ..::f ~ I 

rn .lv.rn fl1~f'ld'Uf'l11fl1~b"IJ1tl'lbf'I~8"1J1CJ 
' 

rn.\v.~ m~m'U~11fl1~bi1~'1~~'U'UU!j'U1\m~ 

rn. ~v.cr m~m'Uf'l11fl1~b i1~'11 \J~bbm11\J~~c.~niibbf1~&11~&1'Wb Vlf!l 
' ' 

rn .lv. b fl1~f'ld'Uf'l11fl1~b-rr1~'1~1nfl1~ 1 otl'I1'U~1nfl1CJ'U8n 
' 

rn . lv .~ fl1~f'ld'Uf'l11fl1~ 1 otl'11'U&11~&1'UbVlP1 
' 

.., 1""' /rn .lv.~ "'il~ Vll.l .. . 



- bn -

bn.~.~ ~~1~~mmrm bb'Ul'UbtJ'U1tJ bb6'1~/'Vl~a bb'UltJFiu~m1~~A1a~-b'm..J6'1~l'U'Uflfll:l d.J C!; cu , 

(Data Protection Policy or Privacy Policy) 1'Wrmu~~1btl'Ufl111l'U1l~ ~~bn'U 1-il' 'Vl~m~mb'V'l~oUa~l:l 
'IJ 

'Vl~aoUm vhr;;J~~~vl11 ~6'11~11m~'U~l'Uflfll:l 1~11b~tl\?11~'Vl~a b~tJeJa~ 
' ' 

cs:. fl116'1~1~fll1~~'Ufl~Ul:la~i1tJ~1'U'Uflmm 
' 

CS:.C9l l'i'a~rh'Vl'U~flru6'1~'U'1i bb6'1~'Vl111~m1~-r'U~~'lla'U"Um'Uflmm~1'Ub'Vlflb'Ub6'1~6'1116'1'Ub'Vll"f 
' ' 

cs:.~ l'i'a~~~a'U1~1~Al1~~1~tJnu~bbn'UAmm Al1~m~'Vl11n~ b~a6'1~1~fll1~tJl:la~i1tJ cu d.J , cu 

1 ~tl'U1~'U'U6'1116'1'Ub 'Vll"fbbl:l~ bfl~a~1tJ"Ua~~l'U11'1ffl11 ~~1l~~~fl11bb ~~ 1 ~'Vl11'U b~tll tl'U'U btl'U1tlfll1~~'Ufl~ 
tJl:la~.tlm'Vlflb 'U bl:l~6'1116'1'Ub 'Vll"f"Ua~~l'U11'1ffl11~ltJ 

cs:. bn l'i'mvh"n1ru1l:l~1'Vl~'Vl1~111mbl:l~~1btl'Um1\?11~n!J~1tJ 1'Umru~~m1~1~J'U 'Vl~al:l~biJ~ 
'UbtJ'U1tlfll1~tJ6'1a~i1tJ'Vl~a1~bDtJ'UUi)lliib~afll1~Ul:la~i1tJ"Ua~~l'U11'1ffl11 

cr. fll1~Ul:la~i1tJ'Vl1~~1'Ufl1tJ.fi1'V'lbbl:l~~~bbl~~a~ (Physical and Environmental Security) 

m \?11fl11 bb6'1~/'Vl~a bb 'UltJi]u~1 'Um1-rn~1m1~~'Ufl~tJl:la~i1 tJ'Vl1~ m tJ.fl1'V'l bbl:l ~6'1.fl1'V'lbbl~~a~ (Physical 

and environmental security) ~1'Vl-ru~,'U~fll'Ufl~bbl:l~6'1tn'U~~1~ru1'Um11~'U~fl116'1116'1'Ub'Vll"f l"f'U~oUa~l:l , ~ cu cu 

~'U~ fla~-wl b\?la1 6'1m'U~uiJu~~1'U 1 ~~ ~~a\?11~ bb 'UluiJ 11~1 'Ufl11m'U~~ fl11b .U1~~ bbl:l~ 1-il'~1'U6'1116'1'Ub 'VII"! 

(~'Ul n "U) 11~~~m1-r n~1fll1~~'U A~tJ6'1a~i1 m1 1'Vl-r'U1~'U'U6'1116'1'Ub 'VII"! bbl:l~atJ mru 1 'U m1 1 ~'U~ fl116'1116'1'U b 'VII"! 
' 

b . fl116'1~1~fll1~~'Ufl~Ul:la~i1tJ~1'Ufl11tJi)llii~1'U 
b.C9l l'i'a~~~1mn11 bb 'Ul'U btJ'U1tJ bb6'1~/'Vl~a bb 'UlUi)'U'1i1 'Ufl11-rn~1fll1~~'Ufl~Ul:la~i) tJ 

~1'Vl-r'Ufl11'U~'Vl11~~fl11~1'Ufl11~a6'111bbl:l~fl11Ui)'U'1i~1'U (Communications and Operations Management) 
.c:!:ll Q, ~ Q, ~ .<:::!, ~ 

"tlm1~'U'U bfl1a"U1tJfla~'V'll b\?lm 1~'U'Ufla~'V'll b\?lm 1~'Um1'Ufla~'V'll b\?1 a1 bbl:l~1~'U'U6'1116'1'U b 'VII"! 

b .~ ~m~~1\?11fl11 bb'Ul'UbtJ'U1tJ bb6'1~/'Vl~a bb'UlUi)'U'1i1'Um1-rn~1m1~~'Ufi~U6'1a~i1tJ 
~1'Vl-r'U fl11~ ~'Vl1'Vl~a~~ 1 ~i1m1~WJ'U1 bb6'1~fl11U11~-rn~11~'U'U bfl~a~1tJfla~'Wl b\?la1 1~'U'Ufla~'Wl b\?1 a1 

' 
1~'U'U~1'Ufla~'Wlb\?la1 bbl:l~1~'U'U6'1116'1'Ub'Vll"f (Information System Acquisition , Development and 

Maintenance) 

b .bn l'i'a~~m\?11fl11 bb'Ul'UbtJ'U1tJ bbl:l~/'Vl~a bb'UltJi)lli\1 'Um1-rn~1m1~~'Ufl~tJl:la~i1tJ 
~1'Vl-r'U fl11'U~'Vl11~ ~fl11b 'Vl\?1 m1ru ~1'Ufll1~~'Ufi~Ul:la~.tl tJ~1~.W~tJ1~6'1~fi (Information Security Incident 

' 
Management) fl116'1~1~fll1~~'Ufi~Ul:la~i1 tJ~1'Ufl11'U~'Vl11fll1~~a b ~a~ 1 'U m1tJi)lliifl11n\l 

v .c:::i o 6'11 o .:::!i 6' .:::t. fr'o .c:::i o Q.J' 

b . cs: \?! a~~1~'U'U 6'111a~ I"!'UtJ "Ua~6'16'111m'Vl1 ai"!'UtJ r1a~'V'll b\?1 a16'111a~ 'Vl b 'Vl~1~6'1~6'11'Vl1'U 
'IJ 'IJ 'IJ 

'VltlltJ~1'Ubb6'1~1 ~a ~1 'U 6'1.fl1 'V'l'V'l-r a ~1 i ~ 1'U v1 b 'Vl~ 1 ~ 6'1 ~~a .fl1 1 n \) 'Vl~ n"U a~ 'Vl'th tJ ~1 'U 11 ~~ ~ 'U btl 'lJ 1 tJ 
'IJ 

m1~11a~.Um.16'1 (Back-up Policy) b ~a1a~-r'U m1~1b tl'Ufl11\?11~.fl11n\l1 'Umru~1~6'11~11tl~1 b il'Ufl11 

~l tJ1~fl11'Vl1~B b~ n'Vl1atl m1'Vl~a 1 'U mru~1~'U'U'Vl~ n'Vl~al"f'U~oUa~l:l'Vl~ n'Vl~ ai"!'U~ fla~oWl b\?la1'Vl~ n 1~ 6'11m1tl 
'IJ 'IJ 'IJ 

1 ~'U~fl11 1 'U1~tJ~bll:l1~b'Vl~1~6'1~~afll1~b~tJ~~tJa~-r'U 1~"1lmbb~6'1~'VltlltJ~1'U b~a 1 ~6'11~11t11-iJ'~1'U6'1116'1'Ub'Vll"f 
1~m~tJn~a~1~~m~a~ 

b. cr ~a~~ ~fl11fl11'U~'Vl11fll1~~ m ~a~ 1 'U m1tJi)'IJ~ .fl11n\l"Ua~'Vltll tJ~1'U (Business 

Continuity Management : BCM) b~tJ~b-da'Vl1fl1a'Ufl~~ ~~.Q 



- ~-

b.c:t.C9l ~e:FJ~(;l'YhbttJ'Ubl11~t~11m1W'l~B11mruumo'U '\.J~~neJ'IJ~'JmttJ'U~m-r'Urn~~·hu'U.:l1'U 
' 

€1~1-:l~e:Jb~e:J.:l (Business Continuity Plan : BCP) blil~bltJ'U~flbO'U~1'U.:l1'Ub'Vlfl1'U1~~611~61'Ub'VlP! (fT Contingency Plan 

: ITCP) 1 'Umru~1~611111~~~1bU'Um~~'Jt~15m~'Vl1.:!~h~n'Vl~e:JunG11 ~611111~~ 1-ff.:!1'U611~61'Ub'VlP11~m11'\.Jn~ 
€1~1-:l~m ~m 1{;lt~~e:J.:!'IJ-r'Uu~.:!bbe.J'Ubt11~t~11m111~~B11mruun bo'U~.:!n~11 1 ~611111~~'\.J-r'IJ 1 m~B~1.:!b Vl111~6111 

' ' 
. . 

II' 0 IJ' q QJ ~ ~ Q.J' .0:::::.. 

b. ct . ~ 111 eJ.:! m Vl'U {;l Vl'U 1 'Vl bb~ ~ fl 1111 ~'IJ e.J Wll e:J'IJ '1J eJ .:l'IJ fl ~ 1 m6lJ.:! {;l bb~ ~'IJ e.J {;l 'll e:J'IJ 
' " 

~~'IJ'IJ 611~61'1..! b 'VlPI ~~'IJ'IJG11~el.:l bb~~ m~~ {;l'Yh bbe.J'U b\11 ~tl11~~el11 mruu n bO'U 1 'U mru~1~611111~~~1 b U'Un1~ 
' IJ' c:..<l::ll c:.. ~ or:::.. ~ 

{;l'J t!'J5m~'Vl1-:lm~ n'Vl~e:J'U n61 

b .cf. (;r1 ~ el.:l'Vl(;l61e:J'IJ61Jl1~fl'J111~~el11 1-ff.:!1'U'1Je:J.:j~~'IJ'IJ 611~61'1..! b 'VlP! ~~'IJ'IJ G11~el.:l bb~ ~ 

bttJ'Wb\11~ tJ1I~~eJ11mru u mo'We:J~ 1.:!61~1 b6111B ~111(1-:lm~'Vl'IJ'Vl'J'Ubb~~u-r'Uu~ .:lbbe.J'Ub\11~ t~11~~ B11mru u mo'U 1{;lt~fl1111~ 
' ' ' 

'1Jel.:lfl1~'1Jlj'IJ1i~ b Y1 tl.:l~€1~ e:J61Jl1~fl'J111 b~tl.:l~ t!€111-r'IJ 1~'1Je:J.:j bb~~~Vl'l.h t!.:l1'U €1~1-:l,j'e:J tJ (9) fl#.:l~e:Jtl 
1TJ. rn~\11 ~T'il61e:J'IJ bb~~m~'IJ~~ bil'Ue.J~ m~'IJ{j'U1i 111111'1..! 1t~m t1 bb~ ~-if eJ n 1Vl'U {;lfl'J 111~'1..! fl.:!U~ e:J(;li) t1 

ITJ.C9l ~eJ.:l'IJ~~biJ'Ufl'J111b~t!.:l~1'U611~61'Wb'VlP! (Information Security Risk Assessment) 

blil~'Vl'IJ'Vl'J'Urn~'\.J~~biJ'Um111~m~1'U611~61'Ub'VlPleJ~1.:!61~1b6'111eJ 111111~Bm~t~~nm~Vl'l11t~.:l1~n1Vl'U{;l Vl~e:J B~1-:l,j'e:JtJ 
tJ~~ ~ fl#.:! 1(;lt~eJ1.:!B.:!Vl~ mnrusnm~'IJ~~bil'Ufl1111b~t~.:!~ b Vl111~6111Vl~B~Vl'l11 t~.:!1'U~{;l'Yh~'U ~.:!fl~B'Ufl~11ih~ t1 

b~ tJ.:l~.:liJ "il~ t~Jl1 t1 1 'Ubb~~m tJ'Ue:Jn 111111m~'IJ'J'U.:l1'U~ G11 ~ qJ'llB.:lm~n"il'Vl~ n bb~ ~~'W'Vl-r~~ 611~61'Ub 'VlP!~ b~ m-if B.:! 

~TJ. ~ ~ e:J.:li11~'J"il61B'Um~'\.Jlju~l11111bb 'U'J'U 1t~'IJ1 t1 bb~~bb 'U'J'\.Jlju~~n1Vl'U{;l (Compliance) 

B~1.:!61~1b6111B ~'J11('i.:lrn~I11~'J"il61B'IJ~1'Wm111~'Ufl.:l'IJ~e:J(;li1t~~~'IJ'IJ611~61'Ub'VlPI~G11~qJ~Bm~'IJ{iu~m~n"il'Vl~n 
(Information System I Information Security Audit) 1(;ltJn1~1111'J"il61eJ'IJ'1Jel.:l~\11~'J"il61eJ'IJJl1t!1'U'Vl'l.ht!.:!1'U 

(Internal Auditor) ~.:l.Q"il~\11~'J"il61eJ'IJ"il1n~\11~'J"il61eJ'IJB61~~~1'Ufl'J111~'Ufl.:!U~eJ(;li1tJ"il1nfl1t!'Ue:Jn (External 
" 

Auditor) bu~1~ 1 'U mru~'<il1 b U'Ub vh,!'U b ~el 1 ~Vl'l.h tl.:l1'U 1~'Vl~1'1J('i.:j~~~'IJ m 111 b~ t!.:l bb~ ~~~~'Ufl'J111~'Ufl.:l 
'IJ~e:J(;li1 mn~61'Ub 'VlP!'lleJ.:!Vl'll'J tJ.:l1'U €1~1-:l,j'e:Jt!tl~~ (9) fl#.:l 

ITJ. rn ~e:J.:l'IJ~~ biJ'Ut11'UbeJ.:l~1'Ufl'J111~'Ufl.:l'IJ~ e:J(;li1 t!611~61'U b 'VlP! (Information Security 

Self - Assessment) '1Je:J.:!Vl'll'Jt!.:l1'U61~1b6111e:J\11111bb'U'J'IJ{j'U1i bb~~ 1 'Urn~-rm~1fl'J111~'Ufl.:!U~e:J(;li1 t1 bb~~m~'IJ'J'U.:l1'U 
~G11~tu\11111Jl1~fl"il'llm'Vl'll'J t!.:l1'U ~ el61Jl1~fl'J111 b~ tJ .:!~ tJ €111-r'IJ 1~'1J el.:!Vl'll'J tJ .:!1'U 1{;l tJ fl~el'U fl~11~'J-iJ Bel ~1-:l,j' eJ tJ 

~ ' 
111111n!J~~b-dt~'IJ~b~t~'Joife:J.:! B~1.:!,Je:Jt~tl~~ (9) fl#.:! 

~. m~'\.Jlju~m~l11111-ife:Jn1Vl'U{;l'Vl1.:!~1'Un!JVl111t~ f1'1i.:! 'U1t~'IJ1tJ bb~~~~bDt~'Um~-rm~n 
fl'J111U~eJ(;li1tJ611~61'Ub'VlP! ( Complia nee) 

b~el 1 ~~'J'Vl,J1.:!1'U611~61'Ub 'VlP! bb~~'U1tl'Vl'Vl1~~~~5~~11~ qJ f1'1l1.:!(1-:lm~'IJ{iu~ \11111-ife:Jn1Vl'U{;l 

'Vl1-:ln!JVl111 t~ b ~Btl €1.:! n'Um~~~ biJ {;l.;r Bn1Vl'U{;l'Vl1-:ln!JVlmt~ ~~ b -u t~'U'IJ{ju~ -if e:Jn 1Vl'U{;l1 'U~ qJqJ1 bb~ ~-ife:Jn1Vl'U{;l 
'Vl1.:!~1'Ufl1111~'Ufl.:!'IJ~e:J(;li1 t~~'U 11{;lt~ii bb 'U'J'U 1t~'IJ1t~ 1 ~~1bU'Um~ 1 ~61e:J(;lfl~m 1 ~bU'U 1 '\.Jm11~~~~1'1lu qJ~~ 
-h~'Jt!m~m~vhfl'J111~{;lb~mn'Ufle:J1l'Vhbt11e:J{ ~.Pl.~cfcfo bb~~1l1\11~~1'Um~-rm~1fl'J111U~eJ(;li1tJ 

"" 



- ct-

~. ~1~~~bB~~b~~b~h..1m~~'Ulfl vhmJ~~ml21 

-rrmb'U~tJ1bb~~bb'Ul'tJ5u1i1 'Wm~~1bu'Um~\Jl1~~1~~~ bB~~b ~~b&i~ i11\Jl~'tJ~~?t'~fi b ~€1 1 VI 

?l€J~fi~€J'lnu'U1~u1~fl1~~m~1fn1~~'Ufl'l'tJm:J~nmVJfi1'W1~~?11~?l'UbVl!21 fl€J'lUt1J"111fl1~fl€J'lVl'V'l1Vl~ btl'U~1mm~ 

bb~~bb'U'JV11'l1 'Ufl1~~ m~1m1~'tJ~e:J~n ~~1'U?l1~?l'Ub VJ!211 Vt€1~ '1 'U~~~ u~ii m1~~'Ufl'l'tJ~e:J~n ~?I'!?!~ 1 Vl.rr1~1"11m~ " " . 
~~uu?t1~?l'UbVll21'1J€l'l nmu~1m~ne:J-:JV1'V'l1Vl~ ~~~€lb~~'tJ5~ m~~'UlflYl1~'tJ~~ml21€l~1'~bfl~'~fl~~ 'VI1fl~1bu'Wm~ 

bbm'IJ'tJ~u'tJ~-:Jbb'Ul'tJD~~'U 11VI?t1~1~m~~btlwnfi~'Uln1~ 

~'Ulfl n 1"11D~1~ 

""'""~· 
(?l~'V1~1~ bfl1lJ~~) 

~'Ulfl 'IJ bb'Ul'tJ5u1i1'Wm~mu~~fl1~b-rr1Ci-:Jbb~~ 1-tl'-:J1'U?l1~?l'UbVl!21 

~'U'J fl fl bb'Ul'tJ5~1 'Ufl1~fi'J'U~~fl1~b -rr1Ci'l~~'U'U?l1~?l'Ub Vl!21 

~'Ul fl '~ bb'Ul'tJ5u1i1 'Ufl1~ 1-ff'l1'U~~uu?t1~?l'U b Vl!2lbb~ ~~~uu~1~€J'l'IJ€J'l?l1~?l'Ub Vl !21 

~'Ulfl \1 bb'Ul'tJ5u1i1'Wm~~~v11bb~'Ub\Jl~~~m1~'V'l~e:J~mru~m~'W 

~'Ulfl u bb'Ul'tJ5u1i1 'Ufl1~'U~'VI1~~~m~m1~ b~~'l~1'Ub Vlfl1 'U 1~~?11~?l'UbVl!21 

~'Ulfl "11 bb'Ul'tJ5~1'Um~?t~1'lfn1~im1~b .rr11\l 1 'Ufl1~ 1-tl~~'U'U?l1~?l'Ub Vl!21 



~n.n n n fi Til tn3J 

tl';i:::nm.J tl';i:::n1A un.'Vl'Vl. b~a-:~ 'L!Lt~'U1tlfl113J~'L!fl-:'ltlii'la~.nm 'Vlfll 'L!Lii'l~hl1';ia'L!b'Vlfl 

na-:~uru~1m';ina-:~\1~1'Vlt~ ~.A.kl<t'<t'~ 
Ql 

rhum3Jvfl -il1 'LI'LIL~'U1~fl113Jli''Ufl\ILJmwu1~ b'VlflL 'L!Lii'l~?f1d'?f'Ub'Vl~u'IJud'LJd'~ne:J'U~1 ~ 
(9) . "d~'U'U?t1d'?t'Ub'Vl~" 'Vlm~m13.111 d~'U'U~~md'ie:J3Jii'l~'l11bmb'Vlfl1 'U LE;!~"lle:J\Id'~'U'Ufle:J3J'Yi1b~e:J{ 

" bb!;l~b'Vlfl1 'U LE;l~"lle:J\Id'~'U'U~mnd' 3J1'111~ 1 'Umd'?t~1\l?t1d'?t'Ub'Vl~ b~e:J'I113J11-ifl 'Limd'11\lbb~'U md''U~'Vl1d' md'~w.J'LI1 
bb!;l~fl'J'Ufl3J ;\ILJd'~fle:J'U~'J~ 

' 
(9) . (9) "d~'U'Ufle:J3J'Vi'Jb\?le:J~ "Vl3J1~fl113J11 e:1LJmru '\ll~e:J"Il~e:JLJmru"llmfle:J3J'Yi1 bl?le:J~~ b ~e:J3Jmd'vl1\11'U 

' ' ' 
b-il1~1ml''LI1~~~mn1'Vl'U~f11i\l '1l~f11i\l 'Vl~e:J~\I~'U 1~bb!;l~bb'LI1'V11\ILJn'IJ~\11'LI1 ~e:JLJmru'Vl~e:J"Il~e:JLJmruv11'Vlii1~ q d.J , , , 

LJd'~mE;J~E;Jie:J3JE;JL~m)l?11 'Uml 
" 

(9). ~ "d'~'U'U bfl~e:J"li1~ "Vl3J1~fl113Jl1d'~'U'U~?f13J1d'() 1-r!. 'Uf11d'~~~ e:J~e:J?f1d''Vl~e:Jf11d'?i\lie:J3JE;j 
" 

bbE;J~?f1d'?f'Ub'Vlm~'Vll1\ld'~'U'Ub'VlflL'L!LE;J~?f1d'?f'L!b'V1~~1\11 "lle:J\Ie:J\I~m ~\11'Ud'~'U'U Intranet bb!;l~ d'~'U'U Internet 1~ 
4 C:.:: I .c:!:il I .c:.. a ..::::... Gd d I 

<9l.h<9l d'~'U'Ue:J'U'Vld'1 b 'U 1?1 'Vlm~m13J1 1 d'~'U'U bflde:J"ll 1~mE;J n'Vld'e:J'LI n?f 'VI b "11 e:J3JI?l m~'U'U 

fle:J3J'Yi1bl?le:J~~1\I 1 .m ~ 1 'U'Vl1h~\11'Ub -ff1~1 ml''U b tJ'Ubfl~e:J'Ih ~~~~~LJd'~?f\lrlb~e:Jmd'~~~e:J~e:J?f1d'bbE;J m LJ~ ~'U 
offe:J3JE;J bbE;J~?f1d'?f'Ub 'Vl~m~ 1 'U'Vlt.b~\11'\.J 

" ..::::0. (( c:-' I C:,l I ..:::.. C:0:: .C:.. IS'd d I 

(9).~ .~ d~'U'Ue:J'Ub 'Vle:Jd' b'U \?) 'Vl3.11~fl'J13Jd 1 d~'U'U bfld'e:J"ll 1~e:Jb!;l fl'Vld'e:J'Ufl?f'Vl b "lle:J3J\?1 e:Jd'~'U'U 

bfl~e:J-d1~fle:J3J'Yi1 b~ e:J{~1'~1 "lle:J\1'\Ilth ~\11'\.Jb i1n'U bfl~e:J"li1 ~B'Ub 'Vle:J{b iJ 1?1.;(1 LE;J n 

(9) . bf1 "?f1d'?f'Ub 'VI~ "Vl3J1~fl113Jl1 i e:J b Vl"il"il~\1~1~"il1f1i e:J3JE;J'I113J1~ 1'Lif11d'lJd'~3J'JE;J~E;l f11d'~~ 
" d~bu~'U 1~.ffe:J3JE;J;\Im"ile:J~1'Ud'LJ"lle:J\I~'Jb!;l"ll ie:1m13J '\ll~e:J.fl1'V'Jm1~n 1 ~btl'Ud'~'U'U~m i?t13J1d'm.ff11"il1~~1~ 

'U cu 'U \1 

bbE;J~?f13.11d'rl'l111lli-tiLJd'~L~"Il'U1'Umd''U~'Vl1d' f11d'11\lbb~'LI md'~~~'Ut"il bbE;J~~'U1 
~- "fle:J3J'Yi1b~e:J{" 'Vlm~m13J11 bfl~e:J\I~e:J 'Vl~e:Je:JLJmruBb~n'Vld'e:J'Dn~ ~~m13J?t13J1d'(l1'Umd' 

' 
~'Uoff e:J3Jm i1LJd'~3.11 E;J~E;J m3J 1 lJd'bbfld3J bbE;J ~ bb?f~\1 D'UYi n ?i\le:Je:Jni e:J3JE;J ;\I b tl'L!~E;J~1vi' "il1nmd'LJd'~3J'JE;J ~E;J~'U 

" " 1~~m"il~c;r m~ru~ btl'Ufle:J3J'Yi1 b~e:J{~\11~~ fle:J3J'Yi1 b~e:J{'V'Jn'V'J1 ~E;Je:J~"il'Ufle:J3J'Yi1 b~e:J{~'U 1 d'13J(i\l bb ViLJ b~\?1 
bbE;J~?tm{'V11 'VJ'U 

m. "~'Uvfl .ff\11'Ud'~'U'U?f1d'?f'Lib 'VI~" '\ll3.11~fld13Jl1 ~'LI~vfl .ff~~~\ld'~'U'Ufle:J3J'Vi1 bl?le:J{ d'~'U'U bfl~e:J-d1~ 
'Vl~m~'U'U?t1d'?t'Ub'Vl~~'U., '\ll~e:J~'U~b\?1~~3J.ffe:J3JE;j bn'Ue:JLJmrufle:J3J~'Jbl?ld ~'U~~btl'U~e:J\Ivl1\11'LI"IJe:J\I'Uflmm I 'U , , 

m\lfl e:J3J'Yi1 bl?le:J{ d'13J~\I~'U~H1~vi'1\11'U~~ fle:J3J'Yi1 b\?1 e:J{?i'J'U'Ufl fl!;l ~ ~~\ILJd'~"i11 H\' ~vi'1\11'U 
' 

cs:. "er'IJ\Il'luuru'1!1" 'Vl3J1~m13Jl1 er~ilrl1'U1"il bb!;l~'\ll1!1vfl 'Umd'LJnfld'e:J\ID\Il'l'U'IJru'1!1'Vl'll1 ~ 
\1 v 'U QJ 

ct. "m.ff\11'\.J" 'Vlm~fl113J11 i1d'1'1lmd' 'V'lirm1'Ud'1'1lmd' bb!;l~E;Jn~1\l"lle:J\Ine:J\IDru'1!1md'nmYi''V'J1'Vl~ 
" " v 

d'13J(i \I'U flflE;J.fl1~'Ue:J n~ b i13J1~1 b 'lJ'Umd'b~ m tl'Ud'~'U'U?f1d'?f'Ub 'Vl~"lle:J\Ifle:J\ID ru'1!1f11d'f1e:J\IYJ'V'l1 'VI~ ~1~ ~'Ue:J'U t:U11?1 
'I QJ q <u 

1 ~?t13J1d'm-il11 ~\11'\.Jd'~'U'U b'Vlfl1 'L!LE;! ~?t1d'?t'Lib'Vl~ 

b . "er ~ bb!;ld'~'U'U, '\ll3J1~fld13Jl1 b ~1wt'.h~ ~1$1~'U3Je:J'U'\Il3J1~"il1ner 0 \ll'l 'UD ru"ll11 ~~ 'Vlii1~ ~'U~ ~"lle:J'U 1 'Umd' 
'U'U 'U QJ .... 

~ bb!;ld'~'U'U\11'U?f1d'?f'L! b 'Vl~"lle:J\1'\Il'll'J ~'IT'LI1 

b'll. "er~ bbmfl~e:J·~h~, 'Vlm~fl113J11 b~1'Vl1!1~m~~'U3Je:J'U'\Il3J1~"il1ner'IJ\Il'l'U'IJ ru'1!11 ~ilwt:h~~'U~~'l!e:J'U 
'U 'U 'U v 

1 ~b t!'Uer~bb!;l bfl~e:J"li1~?11d'?f'Ub 'Vl~"lle:J\1'\Il'll'J~~'U., 
"" I 

I ".., ~ - ~~bbr;'L 



- ~-

~ . "~ ~ bb~;i1'UoU mJ~ "Vl~1tJfn1~.ri 1 b~1'VloW 1~~1~1'u~e:J'U'Vl~1 tJiil1fl~ tJ'I~utJ'ru'IJ1 1 ~:WV!'t! 1~ 
'U 'U 0.!1 'U 'U QJ 

1'u~~'l1e:J'U 1 ~btJ'U~~bb~;i1'UoUe:J~~ 
'U'U 0.!1 'U 

~. "~'VlTI"lle:J'Imi'I1'U" 'Vl~1tJ~-n~11 ~'VlTivi'1 hJ ~'VlTI~1b~1~ ~'VlTivh~~ bb~~~'VlTI5'U1~~b~tJ1oUe:J'I 
'U 

fl'lJ'j~'lJ'U6'f1'j6'f'U b 'Vl~ 'Vl~e:J b ~e:J fl1'j b oU1~'1 b oU11 oU6'f1'j6'f'Ub 'Vl~ bb~~~'U'Vl1'~ ~6'f1'j6'f'Ub 'Vl ~ 
@Jo . "~'U'Vl1'~~ "VlmtJfl11~11 .U e:J~~ 'j~'lJ'UoUe:J~~ bb~~'Vl-r~~~'U~1'Ub 'Vlfl1 'U 1~ ~6'f1'j6'f'Ub 'Vl~bb~~ 

'U 'U 

fl1'j~e:J6'f1'j 1~bbn bfl~e:J'Ifle:J~~1 b~e:J~ mJmtlh~uubfl~e:J~1tJ 6!.le:J~~ bb1~~ii~"ll~'VlB bb~~'V!mm1~~'~~'~1~n~1~ , 
~:t1fltu~11 'U'j~'lJ'U6'f1'j6'f'Ub 'Vl~ b tJ'U~'U , 

(9)(9) . "fl1'jb.U1~'1fl1'j 1-ff'I1'U6'f1'j6'f'Ub'Vl~" 'Vl~1tJm1~-i1 m1~611~1'jt~1 'Ufl1'jb.U1 hJ 8'Umlilvh 1 ~611~1'jt~ 

B1'U vh 61f1'1 bbm"ll 1.HutJ~'Ib'll~tJ'Ubb'll~-:~ ~1-:~i~1tJ'll'j~fl1'j1~1 'Vl~e:J1~-eJ1'U vh 61f1-:~ bbm"ll tl1'utl~'l 
btl~ tJ'Ubb'll~-:~ ~1-:~f~htJ'LJ'j~fl1'j 1~., ~1'Vl1'u.Ue:J~~fle:J~~1 b~e:J~ -lJe:J~~B b~ fl'VJ'je:JtJ m1 6'f1'j6'f'Ub'Vl~ 'j~'lJ'Ufle:J~~1 b~e:J~ 

'U I 'U 'U 

'j~'lJ'U6'f1'j6'f'U b 'Vl~ ~'11~tJ fl1'j b .U1~-:1~1 tJ15m'j'Vl1'1B b~ fl'Vl'je:JtJ m1 bb~~15fl1'j'VJ1'1fl1 tJm~ 
(9)~. "fl1'jfl1'lJfl~fl1'j1 i-:~1'U6'f1'j6'f'Ub 'Vl~" VIm tJfl11~11 fl1'je:J'Uru1~fl1'jfh'Vl'U~~'Vl5 'Vl~e:Jfl1'j~e:Ju , , ... 

eJ1'U11il1 ~ «b i '11'U b .U 1 ~-:~ 'Vl~e:J 1 i '11'U bfl~e:J~1 tJ'Vl~e:J'j~'lJ'U6'f1'j6'f'U b 'Vl~ ~'I'Vl1'1B b~ fl'Vl'je:JtJ n61 bb~ ~'Vl1'1 rn tJfl1~ 
'U 

'j'"J~~'~ fl1'je:J'4 qj1~ b "li'U11LT'U~1'Vl1'u~ flfl~mtJ'Ue:Jn ~~e:J~Iil'Um'OJ n 1'Vl'U~-u mJlJ'tJ~ b~ tJ'dnu fl1'jb .U1~-:~1~ tJiJ"Ile:Ju 

bmH~1tJm~ 

®rn. "lil~'Vl~1tJB b~ fl'Vl'je:JtJ nt1" 'Vl~1tJfl11~11 'j~uu~u flfl~ 1-111 'UmTruci-:~-lJe:Jfl11~'j~'Vl11-:~n'U1~tJ~1'U , 
bfl~e:J'Ifle:J~~1 b~d bb~~'j~'lJ'U bfl~e:J~1tJ~ b ~e:J~ 1tJ-:~~-:~n'U oUe:J~~~~'~Iil~ b tJ'U 1~~-:1~18 fl~'j fl1~tl1tJfl1~m1Yln 

'U 

m~bfl~e:J'U 1 'Vl1 bb~~ b~tJ'I~~ci'l611~1'jtJci'1~116'f1'j 1 tJEJ'-:~~1''Ufl'Ub~tJ1 'Vl~e:J'VlmtJfl'Um~ 
'U 'U 

(9)(( . "'tJ ru~ «t .ffu~ fl1'j "Vl~1tJfl11~11 'j1tJ~ e:J~:W ~'VlB1-ff-:~1'Ubfl~e:J'Ifle:J~~1 b~e:J~'Vl~e:J 1 iu~ fl1'j 1 'U'j~uu 
... 'U 'U 

bfl~e:J~1 tJ"lle:J'I'Vlth tJ 

®ct. "'j~6'f~1'U" 'Vl~1tJfl11~11 ~18n~'j 'Vl~e:J8n"~J'j~ 'Vl~e:J~1b~"ll m.ffbtJ'Ubfl~miie:J1'Um'jm11il61e:Ju~'UEJ''U 
~1'Uflfl~ b ~e:Jfl1'Ufl~fl1'jb i1~-:~-lre:J~~ bb~~'j~uu<U'e:J~~ 1 'Ufl1'j1'fl~1fl11~~'Ufl-:~tl~e:J~.n' tJ"lle:J'Iie:J~~ bb~~'j~uu 

" 'l 'U 'U 'U 

b'Vlfl1 'U 1~ ~6'f1'j6'f'Ub 'Vl~ 

®b. "fl1'j~6'flilU~'UEJ'U~1~'U" 'Vl~1tJfn1~11 ~'U~e:J'Ufl1'j1'fl~1fl11~tl~e:J~.n'tJ1 'Ufl1'jboU11 i'j~'lJ'U 
'U 

btl'U~'U~e:J'U 1 'Ufl1'j~6'f'OJU~1~'U"lle:J'Im i-:~1'Uvi'11 'llbbiK1 lil~btJ'Ufl1'j~6'flil'Ub~tJ 1-ff~e:Jm i (Username) bb~~'j~6'f~1'U 
'U 'U 'U 'U 

(Password) 

(9)~. "1 'LJ'jbbm~tJ'j~6'f'1~~1tJ" 'Vl~1tJfl11~111 'LJ'jbbm~fle:J~~1b~e:J~'I1~r11i'~ bb~~'Vl~e:J<U'e:J~~B b~ fl'Vl'je:JtJ nt1 
, 'U 

~1~1''Ufl1'je:Je:Jflbb 'U'U~'U~1~i11~tJtJ'j~6'f'lrl b ~e:J n e:Jfld'U'Vl~e:J61f1'1fn1~ b~tJ'Vl1tJ hl111~ tJm'I'Vl~e:J 1~tJeJ e:J~ , 
bbfl'j~'lJ'Ufle:J~~'db~e:J~ 'Vl~e:J'j~'lJ'Ubfl~e:J~1tJ b-d'U b1'61fle:J~~1b~e:J~ (Computer Virus) 'V!~e:J61'll1mn~ (Spyware) 

'Vl~e:J'Vl'Ue:J'U (Worm) 'Vl~m~h1'Vl'j~'U (Trojan horse) 'Vl~e:J~'IJ~'I (Phishing) 'Vl~e:J'OJ~'Vl~1tJ~fl1ezl (Mass Mailing) btJ'U~'U 

(9)~. "~e:JtJ'UVifl~fl~1" 'Vl~1tJfl11~rJ1 ~e:J~ib~fl'VJ'je:JtJ nt1m -111 'Ufl1'jtJ'UVifl'Vl~e:J~~bn'U-lJe:J~~~611~1'jtl 
'U 

~fl~11~ 1~bbn Flash Drive 'Vl~e:J Handy Drive 'Vl~e:J Thumb Drive 'V!~e:J External Hard Disk 'Vl~e:J 

Floppy Disk btl'U~'U 

(9)~ . "1 vH1e:1~~" 'VlmtJfl11~-h b'Vlfl1 'U 1~~De:J'In'Ufl1'j'lJfl'jflliJ1fl'Uflfl~fl1tJ'Ue:Jfl b~e:J 1~1 ~~~hJ1~ 
.. .. , 'U 

1'ue:J'4 ~1~ b -ir1~11.ff-!Je:J~mb~~'Vl1'~mm 1 'Ubfl~e:J~1tJ 1~tJmlil1-ff~-:~~1~~bb1~bb~~6!.le:J~~bb1TI 'Ufl1'j1'fl~1fl11~tl~e:J~.n' tJ 
~o . "fl11~~'Ufl'l'll~e:J~.n' tJ~1'U6'f1'j6'f'Ub 'Vl~" 'Vl~1 tJfl11~11 f11'j1'fl~11l~'lfl11~tl~e:J~.n' tJ~1'Ufl1'j 

1'n~1m1~~'U (confidentiality) fl11~~fl~e:J'Ifl'j'lJtl1'U (integrity) bb~~fl11~~fe:J~ 1-ff'I1'U"lle:J'I-lJe:J~~ (availability) 



- '"' -

(authenticity) fld11!~'\Je-J~ (accountability) m~~11!U{jbi:ftifld11!~'\Je-J~ (non-repudiation) bb6'l~fld1UU1b~'El~'El 

(reliability) 

~<9>. "b VH?lfl1~tU~1'Ufl111l~'Ufl~'IJ6'l'EJ~.n' CJ" 'V1111 CJfl111!';h b 'VII?lfl1~ru~ bn~~'Ufl'\J~~'IJ'Ui:f1~i:f'Ub 'VlPl 
' ' 

"ll'El~'VI,J 1 CJ'VI~B b 'VI\?1 rn~ru ~i:f ~61 CJ11:u ~ b u 'U :u ~ ei B'U ~~iie.J 6'l m~'Vl'IJ ~ Bm 11l~'U fl~'IJ 61 B ~.n CJ ~ 1'U i:f1 ~i:f'U b 'Vl P1 
' ' 

1~CJe.J6'l~bn~~'Um:uvh1~bn~m~'VI~~"lJ~~nl?iBm~m'Um~'VI~B.rr'UI?lB'Um~'\.Jl)t'J~~1'U~1~t1Jm~6'l~bil~l?iBn{)'VI111CJ 
~~bDCJ'IJ-iJBt'J~~'\J'VI~B-iJm11'VI'U~I?i1~ 1 m~v111i1m~~m~rubb6'l~~Bb~CJ~b~B1lb~CJ~~~1B~1~b'VI~m~ru~h'Um11l~'Ufl~ 

'IJ6'JB~.n'CJ b"li'U 1 'IJ~bbm1l'IJ~~i:f~fi~1CJ m~~'\J:u~e)'El'U 1 'U61!B'VJ~ bn~~~'\Jm1'U'VI~mn~~bn~m off~1'Ufl1~bb~~b~B'U 
' 

~~- "i:ftn'Um~ru~1'Ufl111l~'Ufl~'IJ6'JB~.n' uvlbJ~~'IJ~~i:f~fl'VI~'El bJm:ufl1~f1~" 'VI111CJm11111b'VI~'Un~~m 

'VI~'El b 'VI~6'l~biJ~~1'Um11l~'Ufl~'IJ6'lB~.n'CJ ~~m:uv111 ~~~'IJ'Ui:f1~i:f'Ub 'VlPl~t1Jb~CJ rn~'\.Jl)t'J~~1'U ~11l~~rn~ 1 ~ 

'U~rn~l?i1~ 6"\ bb~b~CJ~'\J1~~1'U'VI~m~~'VI1!~ :U1f1fl1~fln'\Jmn'VI~'El h11~'Vl1~"li'El~ 1 'VI1 bb6'l~fl111l~'Ufl~'IJ6'JB~.n'CJ I cu , , 

~6'l . 'Vl . ~vv 

(i'lb"ll!Ji bbEJ1Jbbfld) 

lilf1 . i:fi:f.'Vl'VI1~ 



~t.nn "ll bb'U1tllJ~1'UnT~A1'UfJl.ln1-ab'li'1il{lbb~~1.ij{j1'1Jfi11-afil'Ub'Vlfl 

tl-a~nvu tl-a~mA un. 'Vl'Vl . b~v{i 'U 1~u1~A11a.J~'UA{Itl~vflfim 'VIA 1 'U 1~afi11"afil'Ub 'VIA 

nv{!Uty'tf1m-anv{I~'W1 'VI~ 'W.A.lrl~~~ 

(9). b~v 1 ~iJ bb'UltJi:l'IJ&i bb~~~1~eanT~rll'U~a.Jbb~~'IJmn'U b~vmea-rm~1rll1~lY'Ur~~tJ~vfl.fl CJ ~ b~ m.rrv~ 
n'Umeab .rr11 i~1'U 'VI~vmeab .rr1~~~v~m'Ur~a.Jea~'U'Urlv~Yll b~v{ vtJ mru brl~v-d1 CJ bb~~ea~'U'U b 'Vlr~1 'W 1~ ~ 

' ' 
611ea61'Ub 'Vlf'lbfl CJoW"iJ1eaW1~1l.Jrll1l.J~1rl ru"1m·:mumru ea~'U'U b 'Vlrlb 'U 1~ ~611ea61'U b 'Vlf'l orr f)l.J~ ~~ b U'U~'U'Vl-r'W ~~iJ f'11 

" ' 'IJ 

bb~~m"il"'i'1b U'W~v~-rmnm1~~'U 1fiCJ~1~eamead "il~iJ~m'J~ri''U 1 in 'Urn i~1'U ~~iJ~l'Ub~ CJl.rrv{ln'Umea 1-rr~1'U 
'IJ 

ea~'U'Ub 'Vlr~1 'U 1~~611ea61'Ub 'Vlf'lbb~~mea~v611ea '1lv~ nv~'IJqJ'IJ1meanv~~'W 1 VJCJ 

®. b~v1~~-r'U~fi'IJf)'Ubb~~~i1~l'Ub~CJl-rrf)~ 1~bbn ~'U~'VI1ea mi~1'U ~flbb~ea~'U'U bb~~'Urlrl~.f\1CJ'Uf)f1 
'U \1 'U 'U 'U'U , 

~ui:i~~1'U1~n'U nm'IJqJ'IJ1meanv~~'W1'VlCJ 1~-r'Uib-rr11"ilbb~~611~.nea()ui:i'IJ&i ~1l.Jbb'Ul'Vl1~~n1'VI'U~1~mr~~~r~-r~ 
bb~~~ea~'VIirn~~m1~~1ri'qJ'1lv~mea-rmnr~l1a.JlY'Wr~~tJ~v~.nCJ ~~1~n1'VI'U~bb'Ul'Vl1~ui:i~ ~~d 

®.C9l meam'Urla.Jn1eab.rr1(i~bb~~1i~1'U611ea61'Ub'Vlf'l (Access Control) 
' 

®. (9) . (9) ~ ~vh'IJ ru~~'U'Vl-r'W ~'VI~v'Vl ~ b i1 CJ'U~'U 'Vl-r'W ~ mea"'11 bb 'U n mia.J'Vl-r'W m m'1l v~ea~'U'U'VI~f:l 
" ' 

meavh~1'U 1 ~n1'VI'U~f1~a.Jrn i~1'Ubb~~~'Vl~'1Jf)~f1~a.Jrn i~1'U 
q 'U , 'U 

®.C9l.®.C9l(C9l) B1'UB~1~b~c.Jl 

®.C9l .®.C9l(®) 61~1~-rrf)~~ 
'IJ 

®.C9l .®.C9l(rn) Dv'U.rrvl.l~ 
'IJ 

®.C9l .hC9lk) bbm'1J 

®.C9l .®.C9l(<i:) B'4lliJ 

®.C9l .®.C9l(b) hJ:W~'Vl~ 

®.C9l .®.® n1'VI'U~bnru't1meaea~:r'U~'Vl~ a.Jvue)1'U1"il 1 ~bU'U 1 uma.Jmea'U~'VI1ea~~mea mea 

b-rr1~~'1Jv~eJti~1'U (User Access Management) ~n1'VI'W~H 
®.(9). hrn m i~1'U~~f)~f11eab-rr11 iea~'U'U611ea61'Ub 'Vlf'1'1Jf)~ nm'1Jru'IJ1n1eanv~~'W 1 'VlCJ 

'IJ " 

"il~~v~1~-r'Umeafl"il1earu1v'Uru1~"il1n ~eJ1'UlCJmeaf'l'U~b'Vlrlb'Ub~~611ea61'Ub'Vlf'l'Vl'VI1ea m~mea~v611ea'Vl'VI1ea 'VI~v~~ 
, v 'U 'U 'U 

1~-r'Ul.JfJ'U'VI~1CJ 

®.C9l .Q1 .fr'U~ v'Uu n'IJ&\ b ~-vmea~~bn'U.rrv~~ meabb tl~uea~ b.f\'Vl'1Jv~.rr e:1~~ bb~~ mea~~~1~'U 6-J 'IJ 'IJ 

r111~~1ri' ru'VI~e:J~1~'U.ff'Um1~~'U'1Je:J~.rrv~~ 1 i bb 'Ul'Vl1~m~ea~ b i1 CJ'Ul1~l CJ mea-rmnm 1a.J~'U'1J v~'Vl1~ ea1'1J mea 
" 'IJ 

'W . P~ . ®<:r~~ ~~ea~b\1 CJ'U~~n~1lbU'Ua.J1~eamea~~~ba CJ~ eav'Ur~e:J'U ~v11bU'Ubb'Ul'Vl1~~ b'VIm~61a.J 1 'Umea~ ~meabvn611ea 
~h~nVJeaviJn~ bb~~ 1 'Umea-rn~1m1~u~v~Jl'CJ'1Jf:l~ bv n611ea8 b~n'Vleae:JiJ n~ 1~CJ 1~n1'VI'U~ m~'Ul'Umea bb~~ 
meaa.J15~me:Jn611ea~~1ri'qJ 11 ~~d 

I®.C9l.Q1.(9) ~~bbtl~ .. . 



h<9l.m.<9l(<9l) .rrm.J(I~'U Vl~e:J .rrm.J(I?f1'HfUbVl1"1~1'Uf11';l'U~V!1';l Vl~1~~~ 
'IJ 'IJ 

.rre:J~(I~~ bu~ bt:J ~ 1 ~bbn~~1~-r'Ue:J'Utu1~ bb~1 b vh,!'U bb(l~\1~ h1 bU~bt:J ~ bbn'Uflfl(l.fl1 ~'U e:1 fl Vl1 fl.rre:J~(itifl b tJ~bt:J ~ 
'U 'U , QJ , '\J '\1 

~~Vl~~Vl~m ~ ~~'U1~?i'd'U 1 ~n'U ~~hn~-r'U e:J'Uru1~m\lne:J 1 ~di~fl'd1~b~~Vl1~ bbn fle:J~u ru"IJ1fl1';Jfle:J~Vl''V'l1 Vl ~ 
'U q QJ QJ 

®.<9l .m.<9l(<9l .<9l) 'U 1~'U1~ 

®. <9> . m. <9>( <9l. ®) .rr e:J~(I ~Vl51"11?1~{ 
'IJ ' 

h<9l.m.<9l(<9l.m) .rre:J~(Ifl1~~'V'l(l 
'IJ 

®.<9l .m.<9l(<9l .CS::) .rre:J~(I~'Uth~~1ru fl1';lb~'U bb(l~fl1';JUru:a 
'IJ ~ 

®.<9l.m.<9l(®) .rre:J~(I1 otl.fl1~ 1 'U Vl~e:J oUe:J~(I?f1';l?I'Ub Vli"1~1'U fl1';l~ ~fl1';lbb(l ~ 
'IJ 'IJ 

tJ~u-~~1'U Vl~1~(i~ .rre.J~mhV!-r'U1-rl 'Ufl1';l~1b iJ'U.fl1';ln\l.fl1~1 'U"lle.J~ fle:J~u~"IJ1fl1';Jfle.J~Vl''V'l1 Vl~ ~~?11m';ltl 
tlfl bu~ bt:J ~ bbn'Uflfl(i.fl1~'Ue.Jfl~1~-r'Ue.J'Uru1~ ~~.n.rre:J~(I1 i.fl1~ 1 'U\1~~ e:1~t1 fl bu~ bt:J ~ b ~e.Jfl1';J~1 b iJ'U.fl1';ln\l"lle.J~ 
'U , "QJ 'U 'U 

fle:J~D~"Il1fl1';lflmV1'V'l1Vl~ bvh,!'U 

h<9l.m.<9l(h®) ie.J~(Ifl{] ';l~bU~'U fl{]Vl~1~ 

h<9l . m.<9l(® . m) ie.J~(I fl1';J~~t>ie.J~e.J?I1';l.fl1 ~ 1 'U fle:J~Utu"IJ1fl1';l 
'IJ ~ 

®.<9l .m.<9l(®.<f) .rre:J~(I~~m~m';l1otl~1~~'UtJ';J~~1ru 
'IJ 

®.<9> . m.<9l(®. b) ie.J~(I';l1~~1'Ut:J(Ifl1';JtJ~'U1i~1'U 

®.<9l.m.<9l(m) oUe:J~m tJ~ bt:J ~ 1~ Vl~e:J oUe.J~(I ?11';l?I'U b Vll"f~1'U fl1';J1 ~'U ~fl1';l 
'IJ 'IJ 

Vlm~(i~ ie:J~(I~?I1~1';lmtJ~bt:J~ bbn'Uflfl(lvi''d 1 tJ1~~ hJne.J 1 ~bn~fl'd1~b~~Vl1mbn fle.J~uru"IJ1fl1';Jfle:J~Vl''V'l1 Vl~ 
'IJ ' ~ 

h<9l.m.® ~~bbU~~1~'Ufl'd1~611firu Vl~e:J~1~U~'Ufl'd1~~'U"lle:J~.rre:J~(I e:Je:JflbtJ'U cs:: ';l~~'U ~e:J 
~ 'IJ 

®.<9l.m.®(<9l) ie:J~(I~'U~?I~ Vl~1~(i~ Vl1flbU~bt:J~~~Vl~~Vl~e:Jb'~~~'U1~?i'd'U 
'IJ ' 

\l~nB1~bn~m1~b~~Vl1~B~1~~1~bb';l~~?l~ 
' 

h<9l.m.®(®) ie:J~(I~'Umfl Vl~1~(i~ V!1flbU~bt:J~~~Vl~~Vl~m~~~'U1~?h'U 
'IJ 

\l~ne.J 1 ~bn~m1~b~~Vl1~e:J~1~~1~ bb ';l~ 

®.<9l .m.®(m) .rre:J~(I~'U Vl~1 ~~~ Vl1 m tJ~ bt:J ~~~VI~ ~Vl~m ~ ~~'U1~?11'U 
'IJ 



- m -

"' h<9>.m.m(<9>) ~~~'U~'t.J~TVl-r'U ~'U~Vn~ Vl~1 ~(i'-:J m~ b i1(i-:J bu'Vn~n~~ 
~ ' 

minu~1~-r'U~'Vlt ie:J~~~ih~~'U.ff'Um~bi1(i-:Jd 1~bbn ie:J~~ 1-b'.m~ 1 'Ubb~~-rre:J~ml'U ~bi1(i-:J 1~bu~1~~~ cu \1 '\J 'U \J 

1~-r'U~'Vltb vh,!'U 

~ . <9>.m.m(~) ~~~'U.ff'U~1Vl-r'Umi-:J1'U~1 hl Vlm~(i-:J m~bi1(i-:J1~'Vlnn~~ 
~ ' ' m i-:J1'U ie:J~~~ih~~'U.ff'Wm~b i1(i-:J.Q 1~bbn ie:J~~ btl~b~ ~ 1~ 

~ ~ ~ 

h<9>.m.m(m) ~~~'U.ff'U~1Vl-r'U~~bb~~~'U'UVl~e:J~~1~-r'U~eJ'UV!m~ Vl~1~(i'-:J 
~~ ~ 

n-mi1(i-:J 1~ bu~1~~i1~'Vlt1 'Um~~~m~~~'U'U?f1~?f'Ub'Vll'l ie:J~~~i1~~~'U.ff'Um~bi1(i'-:Jd 1~ bbn ie:J~~ 1 im~ 1 'W 
~ ~ ~ 

~b'IJ'Uie:J~~I"i1fle:J'UfJnm ~.ff'U ( Confiouration) 'I.Je:J-:J~~'U'U?f1~?f'Ub 'Vl\'1~1-:J ., ~-:J bi1(i-:J1~bu~1~~~ bb~~~'U'U cu cu :::, I cu cu 
"' 

?!1~?!'\.Jb'Vl\'1 bYhLJ'U 

h<9> . m .~ ~~bbm~'U'U ~e:J-:J~~~-:J~~'U'UU'WVimb~~~~m~m~1i-:J1'U~~'U'U?f1~?f'Ub'Vll'l 
~~ 

'I.Je:J-:J'Vltld~-:J1'U bb~~m1':ilm1m~~~bil~m1~tl~e:J~Ji'~~i1~m~'U'U?f1~?f'Ub'Vll'l 
~ . @) . m.<f ~vmm~'U'U ~e:J-:JU'WVim1~~~bB~~m~bi1~-:J~~'U'U?f1~?f'Ub'Vll'l bb~~m~bbm'IJ 

~~ 

b tJ~~'Ubbtl~-:J~'Vlt~1-:J 1 b~m U'UVl~nJJ1'U 1 'Wm~~~1':il?feJ'U 
'"' iJ i.l Q.l c:f I i.l ..:::11 Q.J 

~.<9> . m .b ~~bb~~~'U'U ~eJ-:J'U'W'Vlnm~~1'Ub'IJ1 - eJeJn?fm'W'Vl~-:J'I.JeJ-:J~~'U'U?f1~?f'Ub'Vll'l 
~~ 

b~mU'WVl~mi'l'U 1 'Um~m1':il?feJ'U ... 
h<9>.m.m~ m~n1Vl'U~b1mm~bi1(i'-:J~~'U'U?t1~?t'Wb'Vll'l BeJmU'W ~ ~~'U'U ~e:J 

~ . <9> . m . mi(<9>) ~~'U'U-:J1'U'U~m~ E - Service (Front Office) ~1Vl-r'Umob'-:J1'U 
~ 

m~'WeJn ?!1~1~mi1~-:J1~~~eJ~nm 

h<9> . m . mi(~) ~~'U'U-:J1'Wm~1'W (Back Office) ~1Vl-r'Umi-:J1'Wm~1'W ?!1~1~fl 
~ 

b i1(i-:J 1~ m~~Vlt11~-:J1'Url1Vl'U~ 1 ~ 
0 0 I .o::::lil lief 

h<9>.m.~ m~m'Vl'U~':il1'U1'U"IJ€l-:J'Vl1-:J'Vl?f1~1~m'IJ1m 

~ . <9>.m . ~(<9>) ~~~€!~1~~'\.JbeJ-:J (bi1~-:J1~'Wb1m~1"11n1~) 

h<9> . m . ~(~) b'Vl~Pl~vl Vl~e:J b'Vl~?f1~ (bi1~-:J1~'Wbdm~1"11n1~) 

~ . <9> . m . ~(m) VlLJ-:J~eJ Vl~e:J u'UVinieJfl11~ (bi1~-:J1~'Wnm~1"11n1~) 

h<9> . m.~(~) ~~'U'UB'U'Vl~1bU~ (b i1(i-:J 1~'Vln-d1-:J nm) 
' 

h<9> . m.~(<f) ~~'U'UB'Ub 'Vl€l4b iJ~ (b i1(i-:J 1~'Vln-d1-:Jbd~1) 
' 

~ . <9> . m . ~(b) ~~'U'U':il~Vlm~Bb~n'Vl~e:JiJn~ (bi1~-:J 1~'Vln"li1-:Jb1m) 
' 

h<9> . m . ~(mi) bl'U 166~ (bi1(i'-:J1~'Vln"li1-:Jbdm) 
' 

h<9> . m . ~(~) m~tl~~"IJ~'Vl1-:J1n~ (bi1~-:J1~'Wnm~1"11n1~ bb~~ 1'W-d1-:Jnm 
' 

~ . @) . ~ m~'U~Vl1~~'Vlt'I.Jmm i-:J1'U 1 'Um~ 1 i-:J1'U~~'U'U t~~i1ie:Jn1Vl'U~m~ 1i-:J1'Umum~n':il 
~ 

b~e:Jfi1'Ufl~n1~bi1(i'-:J?f1~?f'Ub'Vll'l (Mission Requirements for Access Control) ~-:Jd 



- cs: -

~ . @) . es:. @)(@)) n~:w·h·n"1lrm 'V'lUfl\11'W~1"11fl1~bb!;'l~!;'lfl~\~ 1~bbn ~~uu?11~m~ru 
' u 

~:ib~nvmrum1 ~~'U'Ufl1~~~fl1~?f1~?f'Wb'Vl!31 (MIS : Management Information System) ~~'U'Ubfl~e:J'IhtJH?f1tJ 

~~uu~'W'Vl~1 b il~ ~~uu~'Wb 'Vle:J{b il~ ~~'U'U"il~'Vl:W1tJ~b~fl'Vl~e:J'Wm1 btJ'W~'W 

~.@).es: . @)(~) n~:W'Uflfl!;'l'V'lm~e:J'W 1~bbtl www.rtarf.mi.th 
' ' 

h@).es:.~ ~~bbm~uu?t1~?t'Ub'Vl!3l~e:J\In1'Vl'W~1~m-1l\11'U 1i'I1'U~~uu?t1~?t'Ub'Vl!311~bb~b~tJ\I 
uu u 

h@).cs:.bn ~~ bbm~uu?t1~?f'Wb 'Vl!3l~e:J\11 ~~'Vl5bu'V'l1~rl1'Vl-ru m~tJi)u&l\11'W 1 'WV!'l!1~ 
bU.'V'l1~"11e:J\Im -11'11'\.J bb!;'l ~~e:J\11~-rufl11:w b ~'W"Ile:J'U"il1 n~u\lrl'uuru"111e:J ~1\1 b tJ'Wm tJ~ m~ruer m~~ 

u u "' 

h@).cs:.es: 1 'Wmru~i1m1:wlil'1 b tJ'W~e:J\11 ~~'Vl5'Vh!31~n'Uffii'I1'W b~e:J1 ~i1~'Vl5?t \l ?t~ 
u u ' 

m -1l\11'WL1'W"il~~ e:J\11~Hufl11:w b ~'W"1le:Ju bb!;'l ~e:J'W~&l"il1n~u\lrl'uu ru"l11 1~tJi1 n1~rl1'Vl'W ~~~ tJ~ b 1m m~ 1 -11'11'\.J 
\.1 .. 'U v 

bb!;'l~~~~u m~ 1 -11'11'\.J~'WVi bne:J~'U ~~tJ~ b 1m~\lfl~ 11'Vl~e:J~'U"il1fl~1 bb wu\1 bb!;'l~i1m~n1'Vl'U~~'Vl5Yi b!31~~1~-ru 
11b-1i'1fi\11~fi'~~~~u 1~ 1~D1\I bb!;'l~~e:J\In1'Vl'U~ 1 ~~~?tm -1l\11'U~1\I"il1nm -11'11'\.Jm:wtJn&l 

u u 

~ . @) . cs:. cr ~~ bbm~uu?t1~?t'Wb 'Vl!3ln1'Vl'W~uru:a~e:Jm -1i'bbtJ nn'Wb tJ'W~1tJ'Uflfl(;'l n~11~ e:J 
\J 'U v \J , 

bJn1'Vl'W~uru:a~e:Jm otl\11'W~.J'1"1i'e:J'Wn'W bb!;'l ~~e:J'J1uru:am otl\11'Wb tJ'Wn1~~~'U bb~~ ~'WE1'Wiii'1~'W"Ile:J\I m otl\11'\.J~e:J 1 tJ 
v 'tl v '\) , 'U 

h @). cs:. tJ ~~ bbm~uu?t1~?t'Wb'Vl!311il'1n~m~ 1 otl\11'\.JU ru:a~e:Jm otl\11'\.Jbbuun~:w~\lil n1~ 1 otl\11'\.J 
'U 'U v \1 , 

~1:wn'W n~11~e:J e:J'W ru1~ 1m otl\11'\.J 1~n~e:J~e:Ji1 b 'Vl~ v.J!;1m1:w"il1 b tJ'W 1 'Wm~ 1 -1i''I1'WwhL1'Wbb!;'l~m otl\11'\.JU ru:a bb uun~:w 
'I Q.l 'I 'U Q.l 'I 

~f)\1-r'U ~~"lle:J'U fl1~ 1 otl\11'U~1:Wrl'U 

h@).es:.llli ~~ bbm~uu ?f1~?f'Wb 'Vl !31~ m1lJe:J'Uru1 ~ 1 ~~~e:J\I"IJB 1 i~~'U'U\11'W?f1~?f'W b 'Vl !31 
\1 'U .. v 'U 

b i11 -tl~~'U'U"il'Wfll1"il~ 1~-rue:J'Wmibb~1 bvhL1'W 
' 

h @). CS:. ~ m i \11'\.J~ f)\l!;'l\I'U1:W-r'U'Vl~1'U~'Vl5 bb!;'l~V!'t! 1~ b~ mnum~ 1 otl\11'U~~'U'U?f1~?f'Ub'Vl!31 
u 

b tJ'Um tJ~ m~ruern~~bb!;'l ~~eJ\ItJi)u"'&l ~1:We:J ~1\1 bfl~\lfl-r~ 

h~ fl1~'U~'Vl1~~~fl1~fl1~bi1fi\l"lle:J\IeJlotl\11'W (User Access Management) 

b ~f) n1'V!'U ~ b tJ'U:w1 ~ ~n1~n1~ b i1fi\l~~uu b 'Vl fl1 'U 1(;1 ~ ?f1~?f'U b 'Vl!31"1Je:J\I m -11'11'\.J m ~u fl fl(;'l~ 
u ' 

1lJi1Vl't!1~~b~mie:J'I1 'Wfl1~vl1\11'Wbi1fi\I~~'U'Ub 'Vlflb 'W b!;'l~?f1~?f'W b 'Vl!3lbb!;'l~ bfl~e:J'IhwntJ 1 'W 1~tJ 1lJhWue:J'Uru1~ 
' "' 

~1:w~\llil1n~~'Vl51 'Wm~1 otl\11'U~~uub'Vlfl1 'U 1(;1 ~?f1~?f'Ub 'Vl!31 b ~f) 1 ~?f1:w1~fl~~1"il?te:Ju&J~~1:wi'i?t"ilulii'1uflfl~ 
u ' 

~ b-rr11 otl\11'\.J~~uu b 'Vlfl1 'U 1(;1 ~?11~?1'\.Jb 'Vl!31 bb!;'l~m~~e:J?f1~"1Jf)\l fle:J\IUttJ"111fl1~nm~'V'l1 'VltJ 1~tJn1'Vl'U~ bb 'U1tJl)u&1 

1 'W n1~mu fl:Wfl1~ b i1 fi'l ~~uu ?f1~?f'W b 'Vl!31 bu'V'l1 ~ ~~1~-ru e:J'W ru1~ bb!;'l ~ ~ 1'\.J n1~ !I flB'U ~:w'Vl~ fl?f ~ ~fl1~?f~1\l 
, \1 'I v 'U 

fl11:W~~~'V!U fl b~e:J\Im1:W~'Wfl\ltJ!;'le:J~.fi' tJ?f1~?f'W b 'Vl!31 b ~mJ e:J\Irl'W m~ b -1i'1fi\l"il1 n~~\11lJ1~-ru e:J'W ru1~ ~\ld 
u '"' 

~ .~ . @) m~?f~1\lm1:w~~~'Vl-unb~e:J\Ifl11:w~'Ufl\ltJ(;1e:J~.ntJ?f1~?f'Ub'Vl!31 
h ~ . @) .@) ~ e:J\Irl 1'\ll'W~'Vl~ fl?f ~~m~tl ne:Ju~:w b~ tJ1n'U m~?f~1\lfl11:W~~~'V!u m~e:J\Ifl11:W 

u 

~'Ufl\ltJ!;'leJ~il tJ?f1~?f'U b 'Vl!31 

h~. @) .~ t1 n e:Ju~:w1 ~fl11:w ~ fl1 1:w b .rr1 h nu m -tl \11'\.J b ~f) 1 ~ b n~fl1 1:w ~ ~~'Vl-u n u u 

fld1:W b ·1h 1 "ilfi\ln tJ bb!;'l~(;.J(;'l m~'Vl'U~ bfl~"il1 flfl1~ 1 -1l\11'U~~'U'U?f1~?f'U b 'Vl!3lb~ tJ 1lJ~~~~~~1\I'Vl~e:J~ b vh 1lJfi\lfl1~tU 
u 



- ct-

l!:l.l!:l.l!:l fl111;1-:J'Vl~bU ~'W0-tl-nu (User Registration) fl1'VI'W~1~i1-fr'W~e:J'Wm1tl~u~\i.=hvt-r'Um1 
(;1-:J'Vl~bU~'W0i-:J1'W~tJ~~-:J1'W1wJb~eJ1~i1~'Vl5~1-:J 11'Wm11-tl'-:J1'W~1l-lrn1l-l~1bU'W ~-:J.Q 

I!J.I!J.I!J.® ~~'Vl1 bb 'U'Uvle:J~l.J"lle:J 1-tl'-:J1'W1~'\J'\J611161'Wb 'Vl~ bb(;l~en otl-:!1'W me:JnoUe:Jl.J(;j(;j-:) 1 'W 
'U 'U 

bb 'U'Uvle:J~l.J b ~e:J m1"il61e:J'\J~'Vl5bb(;1~~1 b 'll'Wm1~1l.J-rr'W~e:J'W fl11(;1-:J'Vl~ b ,j ~'Wen otl-:!1'W 
'U 

I!J.I!J.I!J.I!J 1~'\J~e:JtJfll~en otl-:J1'Wbb~ n n'W b u'W11 ~'\Jflfl(;j hl~1ie:1'W n'U 
, g~ 'll , 

l!:l.l!:l.l!:l.Gn ~1n~m11-tl'-:J1'WUqJ~0-tl'-:J1'Wbb'U'Ufl~l-lm~1~trqJ"Ih1~~m~mn'W bb(;l~eJ'4qJ1~ 

l!:l .l!:l.l!:l. ~ ~11"il61e:J'\Jbb(;l~l.Je:J'\J'VIl.J1~~'Vl51 'Wfl11b .U 15-:J~ b 'VIl-l1~61l-l~ e:J'VI,J 1~ fl11l-l-r'\J~ ~"lle:J'\J 
I!J.I!:l.l!:l.ct mT'il61eJ'\JU ru~en otl-:!1'W 1~~ 1lJ1~~1 b ti'W fl111;1-:!'Vl~ b u ~'Wen otl-:!1'Wl-l1 ri e:J'W 

v 'U 'U 

l!:l.l!:l.l!:l. n ~~'Vl1 bb€;1~ bb "il m e:1 n6111'VI~e:J~-:)~ bb61 ~-:) b U'U€;11~~ m~ruel'm~11 ~ bbri0 -ti-:J1'W 

b~mb&1~-:J5-:J~'Vl5 bb(;l~'VI,J 1~rn1l-l-r'\J~~"Ile:J'\J"lle:J-:Jen -ti-:J1'W 1 'Wm1boU15-:J1~'\J'\Jb'Vlfl1 'W 1(;1~&11161'Wb'Vl~ 11l-l~-:Jn1'VI'W~ 1 ~ 
'U 

0 otl-:!1'Wvh fl11(;1-:J'W1l-l 1 'Wbe:Jfl&111~-:Jn~11'VI~-:J"il1 nm~'Vl1m1l-l b .U11 "il bb~1 
hhl!:l .m~ 'Vl1u'WVi n bb€;1~~~ bn'UoUe:Jl-l€;1 m1"lle:Je:J'Wm1 b oU'11-tl1~'1J'IJ611161'Wb 'Vl~ 

'U ' 

l!:l.hl!:l.~ fl11e:J'Wru1~ 1 ~ b oU1G-:J1~'1J'IJ611161'W b 'Vl~"il~~m 1~-r'IJ fl11~"il11f1!1e:J'W ru1 ~"il1 n , ~ , v 

~a1'U1~m1~'W~ b'Vlfl1 'W 1(;1~6111&1'Wb'Vl~'Vl'VI11 ml.lm1~e:J6111'Vl'VI11 bvhtT'W 

l!:l.l!:l.l!:l.~ m1~m~ n biJ nt~e:J'W m1e:J'W ru1~ 1 ~ boU1G-:!1~'1J'IJ6111&1'Wb'Vl~bb(;l~fl11~~e:Je:Jfl"il1fl 
' v 

'Vl~bu~'W"llmen-tl-:J1'W brie:Jme:Je:Jn btJ~~'W~1bb'VIt.i-:J 1e:J'W~1~ i'W&1~m1~1-:J 
'U ' 

hhh (9)0 m11;1-:J'Vl~ b u ~'Wen -ti-:J1'W ~~ bbr;11~'1J'IJ ~e:J-:Jvhm1m1"il61e:J'IJ'VI~e:J'Vl'\J'Vl1'W 
'U 'U'U 

'!Jru~en otl-:J1'W~-:J'VIl-l~ b ~mje:J-:Jn'Wm1 b oU1G-:J1~'1J'IJ b 'Vlfl1 'W 1~~611161'Wb 'Vl~ 1~ E.J 1lJ1~-r'UeJ'Wru1~ 
v 'll , v 

I!J.I!J.Gn ~e:J-:J'IJ~'VI11~~fl11~'Vl5"1Je:J-:J0 otl-:!1'W (User Management) 1~mb61~-:J11E.J~~ bBE.J~~ 
bM m n 'IJ m1m'U fll.J bb€;1~~ 1n ~~'Vl5 b ~ e:1 1 ~ &11l.J11m .U 15-:J bb€;1~ 1-tl'-:J1'W1~'1J'IJ611161'Wb 'Vl~ bb~ (;j~"IJU ~~1l.Jfl11l.J b 'VIl.J1~&1l.J 

' ~ ~ ~ .c:tt. .c::tt. 0 .c::~t. .c:tt. .c:tt. Q .o:::::~od ..J d II Q.l' II ~ Q.l ,!( 
'Vl-:J'W11l.lt~-:J&1'Vlu"il1b V'I1~61'VluV'Ib~'l3 bb~~&1'Vlue:J'W 1 'Vlbflm"lle:J-:Jfl'Ufl11b"ll1ti-:J ~-:J'W 

hl!:l.Gn.(9) ~~bbr;11~'1J'IJ ~mn1'VI'W~~'Vl5m11-tl'1~'1J'Ub 'Vlfl1 'W 1(;1 ~&11161'Wb 'Vl~ 1~~ 1 ~~'Vl5 

b~V'I1 ~ m1tJ ~'IJ~-:!1'W 1 'W'VI,J 1~ bb€;1 ~ ~ m'Vl'IJ'Vl1'W ~'Vl5 ~-:! n ~ 11 e:1 ~1-:!61~1 b61l-l e:1 

l!:l.l!:l. Gn.l!:l ~~ bbr;11~'1J'IJ ~e:J-:Jrl1'VI'Wm~~'IJ~'Vl51 'Wfl11b oU1G-:J~ b 'VIl-l1~61l.l6'11VI-r'IJ1~'1J'IJ 
'U'U 

b 'Vlfl1 'W 1(;1 ~611161'Wb 'Vl~ ~1l-l'VI,J1~-r'IJ~~"Ile:J'\J bbr;1~ml-lm1l-l~1btl'W 1 'Um11-tl'-:J1'W 

l!:l .l!:l. Gn. Gn ~ ~ bbr;11~'1J'IJ ~ e:J-:Jl-le:J'IJ'VIl.J1E.J~'Vl51 ~i1 fl11l-l61e:J~fl~ mn 'IJ'W 1E.J'IJ1E.Jfl1'1Jfll-lm1b .U 15-:J 
'U'U ' 

I!J .I!J.Gn.~ ~~ bb€;11~'\J'\J ~e:J-:)~~ bfl'IJ be:Jfl6111fl11l.Je:J'\J'VIl.J1~~'Vl51 ~bbnen otl-:!1'W 
'U'U 'U 

l!:l.l!:l.Gn.ct mrui1m1l.l~1b u'U~e:J-:) 1 ~~'Vl5~b~'l3n'IJ en -ti-:J1'W~i1~'Vl5&1-:J61~ ~ e:J-:Jn1'VI'W~ 
'U 'U ' 

1!1J V 111 Q.l .c::::l d l.l Q.l I c!li ll 0 1 II 

1~ E.J ~ b'J 1;11 fl11 "11-:!1'W bb~ ~1~-:J'IJ fl11 "11-:J1'W'Vl'W'Vl bl.J e:JV'I'W 1~ E.J ~ b 1 (;11~-:) fl ~ 11 'VI1e:JV'I'W"il1 fl ~1 bb 'VI'W-:J bb~ ~ ~ e:J-:J 

n1'VI'W~~'Vl5~ b~'l3m~-r'IJ 11 b oU1G-:J l~1~~'1J 1~D'1-:J bb€;1~~ e:J-:Jrl1'VI'W~ 1 ~1'1X61en otl-:!1'W~1-:J"il1m'IX61en -ti-:J1'W ~ 1l-l\J n~ 
'U 'U 

I!J.I!J.~ fl11'1J~'VI11~~fl111'1X&1~1'W6'11VI-r'IJ0-ti-:J1'W (User Password Management) 1~~~~'Vl1 

m~'IJ1'W fl11'1J ~'VI11~ ~ fl111'1X&1 ~ 1'W 6'11'VI-r'IJ en otl-:J 1'W eJ ~ 1-:J-r ~ fll.J ~-:Jd 
'U ' 

l!:l . l!:l .~. (9) i1m1 b tJ~ ~'W1'1X61~1'W 1 ~i1m1l.l~'Wfl-:JU1;1 e:J~.tl ~ 

/I!J.I!J.~.I!J fl111-tl ... 



- b-

"' ' QJQJI V i.J I iJ'd IQJ 

hh((.m m~~~~Vl6'1t:n'U"If""Jm11 ~e:J~tnfl~e:Jfl1~bm bbrt~~e:J~~fl11~bb~ fl~1~fl'U 

bbrt~e:J'4~1~1~ eJl-tl~1'Ub~e:Jn'Vl~m tJ~~'U~~6'1~1'U 1~~h~~'Ube:J~ bbrt~iJ~'U~e:J'Utliju&l b ~e:J~'UCJ'U~~6'1~1'U 1 Vl~ 
hh((.(( ~e:J~~~~en.Juru~m-tl~1'U 'j~6'1~1'Ui'"Jfl'j111~nurni~1'U~1~1~m'j~tJ"e:J~il~ 

"' '\J '\J 

1~~Vl~ m~ ~~m~ 1-du flfl(;'I~'U ()11-d'~m116'11'j~~~e:J~ 1~61le:J~tl~~.wn1 ~ b~~'U~e:J~ V!~e:J~~~~Vlm ~B b~ n'Vl~e:JiJ n~ 
' 

1 'Ufn'j~ ~?i~~~6'1~1'U 1 ~nurn -d'~1'U 1~~~~~ bbrt~m -d~1'U~e:J~vhm~"~~m.U11-d'~1'U~~uu~1'Ufl~~bb ~mbrt~vhm~ 
'\J '\J 

b tl~~'U~~6'1~1'UVl'U'Vl Vl~~~1n1~-ru~~6'1~1'U-B'1fl~11 
hh((.ct ~eJ~vl1fl1~(;'1~'U1~~'UiJ''Um~1~-ru~~6'1~1'U b~e:J1Je:J~n'Ufl1~bU~bt:WoUe:J~rt 

'\J 

QJ I i.l.c:!:il 

'j'Vf6'1~1'U~eJ~~'U~1fl~eJ'U 
'\J 

h~ . (( .b fl1'jbtl~~'U'j~?f~1'U~m~'j1~6'1e:Juuru~~mTI-tl~1'U bb(;'l~'j~?f~1'Uu~~u'U 
"' '\J ' 

1 ~tlfl~e:J~tleJ'U~~~eJ'Utu1~ 1 ~btl~~'U~~6'11 Vl~ 
'\J ' "' 

~ .he(.~ 1'UmruiJm1~'<il1btJ'U~e:J~1~~'Vl5~bl"l~n'Urnod~1'U~iJ~'Vl56'1~6'1~ m-d'~1'U 
'U 'U "i 'U 

,Y'U ~~~e:J~hi'-rum1~b~'U"Ile:Ju bbrt~e:J'U:U'&l~1neru~fi'uuru"ll1~e:J~Vl'l.b~~1'Ub~1~e:J~~~uu 1~tJ~e:J~n1Vl'U~ 
' '\J "' 

~~ ~~ b 1m 1-d'~1'U bbrt~~~ ~u m~ 1-d'~1'UVl'UVi bd e:J~'U ~~ ~ ~ b 1 rt 1 ~'Vl5~ bl"1~~1~-ru11 b oU11~Ci~~~ ~u 1~ 1~iJ1~ 
bb(;'l~~e:J~n1Vl'U~ 1 ~'j~?frn od\l1'U~1~~1m~6'1rn -tl~1'U~1~tJn&1 

'\J '\J 

~ -~ . (( . ~ ~m 1~ bb6'1~~-ueJ~"'j~6'1~1'U~eJ~m i~1'U'U'UV!LJ1~eJ 1 'l.J'j~Vf11~~m i~1'UJ'U 
'\J '\J '\J 

n1~~1?i.Ue:J~"~e:JnB'U 1~bb6'1~~btJ'Ubfl~eJ~Vl~1~~e:Jn~'U (*) 'U'UV!LJ1~e:J 
'\J 

~ -~-((.~ n1Vl'U~'<il1'U1'Uflf~~~e:J~1~mi~1'U1?1~~6'1~1'U~~~m~H1l~bn'U m flf~ 
'\J 

~-~.cr m~'Vl'U'Vl1'U~'Vl5m~boU1Ci~mi~1'U (Review of User Access Rishts) ~e:J~iJm~'U1'U 
'\J 

m~'Vl'U'Vl1'U~'Vl5 m~boU1Ci~~mm-d'~1'U~~uu6'11~6'1'Ub'Vll"lbbrt~tJ-rutJ~~uru:Srni~1'U tJ"~ @ flf~ Vl~mdmtJ~~'Ubbtlm 
'U '\ v 'U 

1~~(;'11eJeJfl btl~~'U\?\'1bb'Vl'l1~ leJ'U EJ1~ i'U6'1~fl1'j~1~ ~~d 
' 

~.her. @ er~biZI'j~'lJ~1btJ'Um~um'U~'Vl5m'jb.U1ei~~eJ~m-ti~1'U@ flf-vt~ btJ'UeJ~1\l.Ue:J~ 
'\J'\J '\J 

h her.~ er~ bb(;'l'j~'lJ'U'Vl'U'Vl1'U~'Vl5ci'1Vl-r'Uer~iJ~'Vl51 'l.J'j~~'U?I~ 1~~~'Vl51 'U~~~uer ~ bbrt 
'U'U 'U 'U 'U'U 

'j~uu~e:J~'Vlum'U~1~m1~~~~1nn-J1rn i~1'Uvf1 1 tJ 
'\J 

~-~ . cr . m er~bb(;'l'j~uu'Vlum'U~'Vl5~1~'je:Jm~~~nm~n1Vl'U~HV!~mde:J~e:J~btl~~'Ubbtlm 
'\J'\J 

' "' .c:!:il 0 I 0 I V I .c:!:il .c:, il 

~1flf11'jb(;'le:J'Umbb Vl'U~ "~~1 bb'Vl'U~ tn~Vl'UlCJ~1'U 'VI'je:J?f'U?f~m'j~1\l\l1'U 
' 

h~.ct. (( er~b1Zt'j~uu~e:J~n1Vl'U~1~v11m'ju'UVinm'jbtl~~'Ubbtl"~~e:Juru~rn-d'~1'U~iJ~'Vl5 
'U'U v 'U 

1 'l.J'j~~'U?I~ b ~e:J 1 otll, 'Ufl1'j'VJ'\J'Vl1'U 1 'U.fl1~Vl~~ 
'\J 

~-h b m~b~fltle:J'U~'Vl5m'jboU1ei~~e:J~m i~1'U 
'\J 

h ~ - b.@ er~ bbrt ~~uu ~1 b tJ'U f11'j b ~ ntle:J'U~'Vl5m i~1'U~~'U6'1.fl1~ fl1'j b iJ'U,r n Pi n~1 
'\J'\J '\J 

bbrt ~'Uflm m~e:J~ ne:J~uru"ll1fl1'jfle:J~Vi'~ 1 'VltJ ~m1'Ufnriibn'(;mumm1"1lfl1'j 
' "' ' 

~.h b.~ lJ ~ bbm~'U'U~ mn1Vl'U~ 1 ~tleJ~tleJ'U~'Vl5fl1'jboU1Ci~'j~'lJ'Ub'Vlfll 'Ul(;'l~ ?f1'j?f'Ub'Vll"l 
'\J'\J 

1~CJVi''UVi bde:J m od\l1'UJ'Uvi1m'jm eJeJfl'VI~eJ b tJ~ CJ'U\?\'1 bb V!'l1~~1'U 
'\J 



- ~-

hm fl1'HhVt'U~VItJ1~fl11lJ-r'U~~·lHJ'U"IJB\Imi.nu (User Responsib ilities) b~Brr'J'Ufll-l bb~~ 
~ ' 

rhvt'U~l-11~1nTamTtJ1h:J~\11'U"I.lmm i \11'U 1 ~ b iJ 'U 1 'tJ~1l-lvttJ 1~ ~1~-r'UlJB'Uvtl-11tJ~ b~ m-rr a \In 'U-rr alJ~?f116'f'Ub VJI'll d.J ~ ~ 

bb~~'IJ\I~'U 1 in'U~m i'I1'U1~'U'Ub Vlfl1 'U 1~~?f11?f'Ub Vll'll"l.la\1 na'I'IJru"l11m1na\IVI~ 1 VltJ b~mJa\ln'Um1 b .rr1~'~ 
~ v 

-rral-1~ 1~tJ'Uflfl~~'Ubb~~bU~be.w.rralJ~?l116'f'Ub Vll'll1~tJ hJ1~-r'Ua'Uru1~ :W.rra'tJniNi ~\I.Q 
'tl q 'U , v d.J 

~.m. C9l 15m1'tJ5'U1im11i'I1'U1vt?f~1'U (Password Use) 6"11vt-r'U~i\11'U b~a1~?t1l-111fltl1VI'U~ 
1vt?l~1'Ufl111i'I1'U1vt?f~1'U bb~~fl11b'tJ~tJ'U1vt?l~1'U~:Wflru.fl1~ ~\I.Q 

' 
~.m.C9l. C9l m i \11'U ~ B\lb 'tJ~ tJ'U1vt?f~1'Ui1fl111~1~-r'U 1~tJVl'UYl fl~ \lbb 1n~vhm1~ BflB'U 

~ 

hm.C9l.m mi\11'U ~tl\ltl1VI'U~1vt?l~1'U1 ~:W~1Bm~1~1'U1'Ul-11flfll1vt~m vhn'U 
~ 

c;t ~1B'n~1 1~tJe.J?t:wn'U1~vt11\1~1Bfl~1~btl'U~1~:wyj'tJn~ ~1b~"l.l bb~~~t1J~n~rub.rr1~hEJn'W 
~.bf1 . (9).cg:: m i'I1'U ~a \I hJn1vt'U~1Vi'?l~1'U611'U'Uflfl~~1n~avt~a'U1lJ?ffl~"I.Jtl\I~'Uba\l 

~ ' ' 
vt~a'U fl fl~ 1 'U fl1tl'U fl-r1vt~B'U flfl~~:W m 1l-161l-l~'Ul51 n~:a~ O'U ~'U vt~a ~1 flrl1Pl~vl~'tJ 11 nn1 'U~ ~'U1'U ml-1 , , dJ , 

hm.C9l.<f mi\11'U ~tl\IVI~flb~tJ\Ifl11~\11Vf?f~1'U~'tJ1~fltl'U~1tJ 
~ 

~.m. C9l . tt(~) n~:w"l.la\1~1Bfl"l.l1~Vlbvt:Wa'Un'U ~1a~1\l (9)(9)(9), aaa 
' 

~. m.C9l.b mi\11'\.J ~m1l-11 i1vt?te..h'U611'U'U fl r1 ~ 6"11vt-r'U m 11 i bb VJl-1-rr al-l~ ~1l-l n'U 
~ ' ~ 

~ I Cll I ..::::r. ~ tJ r1 r1 ~a 'U e.J 1 'U bfl1B"I.l1tJ fle:Jl-1~1 b~ a1 

~. bf1 . (9).~ m i'I1'U ~a \I bn'U-rn~11Vf?f~1'U~\I"I.Jtl\I~'Uba\l bb~~"I.Jtl\lfl~l-1 1 i\ U'Ufl1 1lJ~'U 
~ ' 

hm.C9l.c;t mi\11'U ~a\lhJ~ ~VI~tl'\J'UVi fl1vt?l~1'U~1'U'Uflfl~ 1 1i, 'U?ltl1'U~~~ 1 tJ 
~ ' 

~tlfl1'j~\l bfl~ b ~'U"I.Jtl\I'Uflfl~~'U Vl~tlbfl'U 11l'U1~fl~1b~tl~ 
' 
~.m. C9l.~ m i\11'\.J ~a\lhJ tl1VI'U~ 1 ~Vllfl11D'UVifl vt~mh EJ~11vt?l~1'U611'U'Ufl fl~ 

~ ' 
~.m.C9).(9)o mi\11'U ~a\11l-11i1vt?t~1'U"IJB\I~'Ubtl\1~1l-ln'U~~'U 

~ ~ 

hm.C9) . (9)(9) m i'I1'U ~ tl\1 b 'tJ~ tJ'I.J'jVf?f~1'UVl'UVl b~tlVl11'Ul11Vf?f~1'U"I.Jtl\I~'Utl1~tlfl 
~ ~ 

bU~be.JtJ vt~a:W~~'U~1\I~ 
~ ~ 

~.bf1.(9).(9)~ mru~:Wm1:W~1 b tlw~i' tl\I'Utl fl'jVf?f~1'Ubbn~~'U b ~ tl\1~1fl\11'U Vl~\1~1 fl 
~ 

~1b ii'U m1b~ tJ'U~a EJ 1 ~vhm1 btl~ EJ'U1vt?t~1'U 1~ EJV!'UV! 

~. bf1.(9).(9)bf1 m i\11'\.J ~a\I~\11Vf?l~1'U~:Wfl11:wm1 bn'Un11.ff'U~1~n1VI'U~ 11 
~ 

~.bf1.(9). (9)cg:: m i\11'\.J ~m~\l'jVf?f~1'U~:W b Vlfli1fl~~1tJ~am1~~~1 
~ 

~.m . C9l.C9ltr mi\11'U ~mb'tJ~tJ'U1vt?f~1'U~1l-11B'U1~tJ~nm~rhvt'U~ 
~ 

~.bf1.(9).(9) b m i'I1'U ~a\lbtl~tJ'I.J'jVf?f~1'U 1~tJ 1:w1 i1Vi'?l~1'Ub~lJ~ bfltJ~\IlJ1bb~1 bb~~~m 
~ 



- ~-

hm.~ m";iueJ-:Hl''WmJmru 1 'W'1Jru~~hJi1rn i'I1'WeJ'IJmru 1 ~n1Vl'W~bb'U1uihJ'~~ b'Vlm~~uJ 
, 'U " d.J 

b~eJUeJ'In'WhJ1 ~rnlJi1~'VI5?11l.n";itn i1~'1BU mru'IJeJ'I fleJ'IUru'1J1 fl1";jfleJ'I~~ 1 'VI~ 1 'U'1Jru~~1lJi1~~ bb61 ~'1\1 
'U , QJ '\J'U 

hm.~ . C9l ~el'l?l-r1'1fl11~~";i~Vlirfl1 ~bfl~f\11~ bi1 h 1 'U~1~";ifl1";iUtl'lfl'U 

~ . m .h~ ~eJ'In1Vl'U~ 1 ~rn otl'I1'WBBfl"il1m~uu b 'VIfl1 'U 161 ~?11";i?I'Ub 'VIf"11 'U~1'W~ b tl'U 
~ . 

";i~'U'U'I1'U bfl~el'lflel~~1b~dm i'I1'U Vl~mfl~eJ'IfleJ~~1b~eJ{bbuu~n~11~~~'UV1 bdm?l~"ili'U'I1'U 
hm.~.m rn otl'I1'W ~eJ'I~BneJ'IJmru~~1fi'rubdeJ 1lJ1m otl'I1'W 

~ ' ... 
hm.hCS: rn i '11'U u el'l fl'U ~~'U b -rr 11 i bfl ~ el'l flel~~1 b~ eJ { Vl~el ";i~'U 'U b 'VIfl1 'U 161 ~ 

~ ~ 

?11";i?I'Ub 'VIf"f'IJB'I~'U 1~ ~ 1~";i'\X?1~1'U 1 ~(lfl~el'l flel'Ub i11 otl'I1'U bfl~tl'lfl el~~1 b~ eJ{ 
~ 

~.m . hc:r n1Vl'W~ 1 ~~'~~Bn'Vl,J1"ilmfl~B'IfleJ~~1b~eJ{ Vl~'l"il1n1lJ1m i'I1'Ub tl'Wn611 

1lJ bfl'U mo 'U1Vl bb61~~B'11~";i'\X?1~1'U 1 ~(lfl~eJ'I~'I"il~?l1~1";itlbU~Vl,j'1"ileJ 1~ 
~ 

h bn . r;n m";iulJu~ ~1~'U 1~u1 ~fl1'U~ ~ fl1";j blJ~'I~'U'VI-r~~ ?l1";i?I'Ub'VIf"f~ 1fi' f:1J 1 n 'U~~blJu61eJ~.n ~ 
(Clear Desk and Clear Screen Policy) 1~~~eJ'Ifld'U~~1lJ1~~'U'VI-r~~?l1";i?I'Ub'VIf"fU";i~b.fl'VI beJfl?l1";i~eJU'UVifl 
-rrel~61flel~~1 b~eJ{ Vl~el?l1";i?I'Ub 'VIf"f e1~1 'U.fl11~ b~~'l~tlrn";ib -rr1~'11~~~~'11lJi1~'VI5 bb61~~B'In1Vl'U~ 1 ~m otl'I1'U 

'U 'U 'U 'U 

eJBfl"il1m~uu?l1";i?I'Ub'VIf"fbdeJ11'1b 1'W"il1flfl1";j 1 otl'I1'U ~.:Jd 
hm. m. C9l m";in1Vl'W~~1~";im";iu mn'W~'W'VI-r~~'IJm nmu 1:1J"Il1m";inm~~ 1'VI~ bb61~fl1u~~ 

1~ 1 ~~'~Vl~eJ'IJ~eJ~~'W'VI-r~~?l1";i?I'Wb'VIf"1~~1fi'ru 1 ~eJ~ 1 'W?Im'Wrn";iru~1lJu61eJ~.il~ fl";jeJtJf\61~ ~'~d 
v ~ ' 

h m. m. C9l( C9l) fl1";j~ ~ fl1";j'lJ 1 b 1 ru~ eJ~";jeJ'lJ 

~ . bn . bn . C9l(~) f11";jfld'lJfl~f11";ibi1 - e:Jelfl 
' 

~ .m . m . C9l(m) fl1";i~~'U1fl1";ifl1";i b i1~'1fl1";i~'l~~ ~.ilrusr\1~ ~'U flfl61.fl1 ~'U eJ fl 
' 

~ . m.m . C9l(cs:) rn";i11'1eJumru 
' 

h bn. bn . C9l( c:t) ";i~'U'U bb61~ BU mru?liJ'U?I'U'U n1";i'Vll'I1'U 
' ' 

~ .m . m .~ rn";iueJ.:Jn'U~B'~i1m1~?1eJ~fl~eJ'~nub~eJ'~~1'~ 1 ~'~d 
~ . r;n . r;n . ~( C9l) bb 'U 1 'VI1 'I fl1 ";i ~ ~ Vl ~ 1 ~ V!lJ 6'11 ";i ?I 'U b 'VI f"1 bb 61 ~ fl1 ";i ~ ~ fl1 ";i il 'U 

~ 

~ .m . m.~(~) fl{]Vl~1~ ";i~bti~u ieJu.:Jfi'u 'Vl~BieJn1'Vl'W~B'W 1 
~ .m . m .~(m) l~'Uf5";i";i~tl'lflm 

hm.m.m fl1'Vl'U~'1JeJ'Ub'1J~'1JeJ'If11";iU8'1fl'U ~'1\1 
hm.m.m(C9l) VJ flfl'U~ B'l~";i~'Vlir mb61~ulJu~ fl1";j 1~ 1 b~eJUB'In'U~'U'VI-r~~'IJeJ'I 

h m. m. m( m) ~~ bnuieJ~61~1fi'ru 1 'W?Im'W~~i1fl11~u61 e1~.il ~ 
~ ... 

hm.m.m(CS:) ~elflbfl~tl'lfleJ~~1b~eJ{ bdeJ 1~1otl'I1'U 
~ . m.m . m(c:r) umn'Wbfl~B'I1 'VI";i?l1";i bdeJ 1lJi1m oti.:J1'W 

~ 



- ~-

~ . m.m. m(b) ilB~n'U~V!~B'U~b 1ruvi1 m 'Urnd-r'U~~ bBfl611d 1 th~ru~ 
'\J 

~ .m . m . m(llll) {1 B~ fl'U1~1.Je¥~'U1 'li'm.J fld tU fl ~ eJ ~ ~~-0'~ bfl~B~~1b'U1 
'\J ' 

bBfl611d bfl~B~61bbfl'UbBfl611d 1 ~ tl bJ1 ~-r'U B 'U ru 1 ~ 

~tJ bb 'U'Uflldvhmtl~B 
.... q .... 
'U'U'Vlfl"lJBlJ~ 

'\J 

611lJ1dtltJ1 ""'" 15fl1d 

.d .... q 0 

61eJ'U'U'Vlfl ·'Vl1mtl 

fl~'UlJ11i 

1wJ1~ 
d~tl~bdm 

0 

fl1d'Vl1mtl 

"""" 15fl1d 

1~611lJ1dtl 
0 

'Vl1mtl 

' 0 ... .... q 

'U161B'U'U'Vlfl 

fl~'UlJ11i 

1Vl~1~ 
d~tl~bdm 

0 

fl1d'Vl1mtl 

' "' 
~ .m . m.m(~) ~ eJ ~ tJ1 b eJ fl611 del eJ fl ~ 1 fl b fl ~ eJ ~Vi lJ '14 Vi' 'U Vi~ Vi lJ '14 ~ 1 'U b 61 ~ ~ 

hm.m .~ flld'Vllmtl~B'IJ'UVin.rrBlJmb~~~h~fl'VldB'Dm1 
'\J 

~ . m. m .~( <9l) er-r'U ~ ~"lleJ'U-rreJlJ~ ~ b~ fl'VldeJ'Dm1 b tJ'Uervhm tl-rreJlJ~ 
'U 'U 'U 'U 

~ . m. m. ~(~) rl1V!'U~15 mdvhmtl.rr BlJ ~~ b~ fl'VldeJU m1'U'U~ m:r 'U'Vi n.rr BlJ ~ ~ ~.n 
'\J '\J 

tJ d~ b.fl'Vl ~ mJ'U Vi n.rr BlJ~ 
'\J 

CD/DVD Flash Drive b 'VlUU'UVi n.rrBlJ~ Hard Drive 
'\J 

- Format Format Format l~tlflld 

b ~tl'UVl'U.rrmJmtl'U 
'\J 

0 

~1'U1'UV!mtl 1deJ'U 

vh ~ 1 m1 B 'U 111 vhmtlnB'UtJ1 vhmtlrleJ'UtJ1 vhmtlnB'UtJ1 

n~'UlJ11 m V!~ n~'UlJ11m'Vl~ n~'Um1m'Vl~ n~'UlJ11m'Vl~ 

m ... 'Vl'U 'U~"lltl V! m ... 'Vl'U 'U~"lltl V! m ... 'Vl'U 'U~"lltl V! m ... 'Vl'U 'U~"lJ V! 
' ' ' ' 

"" ... "" ... "" ... "" b61tl'V!1tl Vldel bt:.J1 b61tl'V!1tl V!del bt:.J1 b61tl'V!1tl V!del b[:..Jl b61tl'V!1tl 

0 0 0 

'Vl1mtl 'Vl1mtl 'Vl1mtl 

btl'U-rfl~1 HB~1~ btl'U-rfl~1 HB~1~ btl'U-rfl~1 HB~1~ bn'U-rn~1 He1~1~ 

1J eJ tl <9l tJ V!~B 1J Btl <9l tJ V!~B 1J eJ tl <9l tJ V!~B 1J Btl <9l tJ V!~B 
.d .d .d .d 

~1lJ'Vlfl~V!lJ1tl ~1lJ'Vlfl~V!lJ1tl ~1lJ'Vlfl~V!lJ1tl mlJ'Vlfl~V!lJ1tl 

0 0 0 0 

fll'V!'U~ fll'V!'U~ fll'V!'U~ fl1V!'U~ 

fl1d-rfl~1fld1lJ~'U'Vl1~d1"1lfl1d Vol. 1'1. ~ct~~ 

~ .~ fl1dfld'UfllJfl1db.rr1i'i~bfl~B'Ihtl (Network Access Control) b~BUB~n'Ufl1db.rr1ii~'U~fl1d 
' 

'Vl1~bfl~B~1tl b~tl 1lJ1~-r'UeJ'UflJ1~ ~~.n 
' "' 

®. ~. (9). (9) ~ B~rl1V!'U~d~'U'U611d61'Ub 'Vli'l~ ~ B~vl1fl1dfl1'UfllJ flldb .rr1ii~ 1~m~'U bfl~B~ 1 tl 
' ' 

V!~eJ'U~fl1d~el'UflJ1~ 1 ~vl1fl1d 1 i~1'U 1~ 
'"' 

/®.~. (9) . (Jl ~~b~ ... 



- (9)0 -

l!:J .c(. (9) . rn ~~ bb~~~uu bfl~e:J'Ih CJ ~ e:J'l rhvn.1~ m~ 1 otl'l1'U~~uu ?11~?1'\.J b Yl~~;;11 f1ru 1~ CJiJ 
~~ v 

~~UUfle:J11oW1b~e:J{ 1tJ~bbm11th~CJfl~ :U~'Vl111CJ~b~flYl~e:JtJfl~ ~~UUbfl~e:J'IJ1CJH?I1CJ ~~UU~'UbYldbil~ 1~CJ1,.r~YlTI 
' 

bU'W1~m~tJl)u~'l1'U 1 'U'Vl't!1~ bb~~~ B'll~1'um111 b ~'U'Ile:Ju:u1 n~u'l f1uu qJ'Il1"1Jmwth ~N1'U b ~1"1Je:J'l~~uu b tl'U 

mc.J~mmh)m~~ ~111~'l~e:J'lYlUYl1'U~YlTI~'lfl~11U~~ (9) fl#'l 

l!:J .c(.(9) .c( ~ ~ bb~ bfl~e:J'Ih CJ ~ e:J'l~ ~ 1 ,.ri] m~u'UVi n m~1 otl'l1'U"IJ e:J'l rn off 'l1'U ~~ e:J ~:U'U 
~~ ~ 

m~b~1~~-r'lm~ 1 otl'l1'U 1111 ,.rm, otl'l1'U~1'l~~ biJ~fl1111tJ~e:J~.nCJ bb~~~YlTim~ 1 otl'l1'U"1Je:J'lrn otl'l1'U~'U ., 
~ ~ I 

l!:J.c(.(9).<t m~1 otl'l1'U~'U b YJe:J{ b il ~:u~ ~e:J'lfl nu'UVi nm~1 otl'l1'UH b tl'U nm ~o -J''U 
~ 

l!:J.c(.l!:J m~~WJ'U~1Uflfl~;;11Vl-rurn otl'l1'U~e:J~fl1 CJ'Ue:J n fle:J'lUtu'll1fl1~fle:J'lYJ'W 1 YJCJ (User 
, \1 \I v 

Authentication for External Connection) ~miloffe:JtJl)u~ V!~e:Jm~U1'Um~1,.rv11m~~'UEJ'U~1~flflm1e:J'U~ 
:U~e:J'U ru1~ 1 ,.rm, otl'l1'U~e:J ~fl1CJ'U e:Jfl fle:J'lUtu'll1n1~fle:J'lYl'W 1 Yl CJ b i11 otl'l1'Ubfl~e:J'IJ1 CJ bb~~~~UU?f1~?f'Ub Yl~"IJe:J'l 

, v \1 'V v 

ne:J'lUqJ'Il1m~nB-:JYi'-w1 YlCJ 1~ ~'l.Q 
l!:J.c(.l!:J .<9> rnotl'l1'U~:U~bi11otl'l1'U~~UU~e:J'lbb?l~'l~1~'U (Identification) ~1CJ~e:Jrnotl'l1'UYlflfl#'l 

~ ~ ' 
l!:J.c(.l!:J.l!:J ~~11il?fe:JU rn otl'l1'UYlflfl#'l rle:J'U~:U ~e:J'Utu1~ 1 ,.rb otl1fi'l~~UUotle:J11~ 1~ CJiJ 

'U , , QJ '\J 

lTifl1~~'UEJ'U~1Uflfl~ (Authentication) b~mb?f~'ll1bU'Urn otl'l1'U~1:U~'l 1~c.Jm~ 1 <ff~~?f~1'U m~ 1 off?tm{YJm{~ ' ~ 

'Vl~e:Jm~1-ff User Token ffi<ffbYlfl1'U1~~ PKI 

l!:J.c(.l!:J.rn fl1~bi1~~~UU?f1~?f'UbYl~"IJe:J'l fle:J'lUtu'll1fl1~fle:J'lYJ'W1YlCJ :U1m~UU~'UbYle:J{bil~ 
~ v 

l!:J .c(.l!:J.c( m~bi1~~~uu:u1m~m~1n~b~e:Jb~11fl1111l.J~e:J~nc.J:u~~B'lilm~~~1:U?te:Ju 
~ 

b~e:JoW?t:UoJ~'J~'U"IJB'lrn otl'l1'Ubb~~~miJm~1 otl'l1'U 1 tJ~1~fle:J~ ~iJm~bi1~~?tie:J11~ 1~bbrl SSL VPN 
~ ~ ~ 

l!:J.c(.rn m~~~~~tJmruU'Ubfl~e:J'IJ1CJ (Equipment Identification in Network) ~millTim~ 

'Vl~e:J m~U1'Un1~~?11111~m~ue:JtJ mruU'Ubfl~e:J'IJ1 CJ 1~ 1~CJ?f1111~fl1 otlfl1~~~umJ mruU'Ubfl~e:J'I11CJ b U'U m~ , , , q 

l!:J.c(.rn.(9) 1Tim~'W?t:ut1~1~'UYlflfl#'l~e:J'ln1'Vl'U~'Vl111m~"IJbfl~e:J'IJ1CJ (IP Address) 1,.rnu 
~ ' 

e:Jl.J mrubfl~e:J'IJ1CJ 1~ ., ~ b ~e:J11~e:Je:J ~nu~~uu bfl~B'I11 CJ b ~ e:J 1 ,.r?t1m~m~ufi'le:Jl.J mrubfl~B'I11 CJ~1,1'U 1~B~1'l , I cu , , 

t~n~e:J'l1 'Un~ru~hJ?t1111~t~1 otl'\1!111 CJ b~"1Jbfl~e:J'I11 CJ 1 'Ufl1~~~ufi'le:Jl.Jn~rubfl~e:J'IJ1CJ 1~ m otl'Vl111CJ b~"IJe:JtJ n~ru 'U , , q 

(MAC Address) 1 'Ufl1~~~ufi-:Je:Jl.Jmrubfl~e:J'IJ1mbYl'U 
' ' 

l!:J .c(.rn .l!:J fl1Ufl11fl1~ 1 otl'l1'Ue:J~1'l b 'Vl111~?111 
' 

l!:J.c(.rn .rn "il1n~rnoff'l1'U~?f1m~mi11-ffBtJmru'1~ 
~ ' 

l!:J .c(.c( fl1~Ue:J'ltl'U'We:J{~~1-ff;;11V!-ru~~1:U?fe:JUbb~~tJ-ru bb~'l~~uu (Remote Diagnostic 

and Configuration Port Protection) ~e:J'lfl1UfJ11fl1~b i1fi'lv·m{~ffi off;;11'Vl-ru~~1:U?fe:JU bb~~tJ-ru bb~'l~~uu 
~ ~ 
V ~ ~ d I V ~ 

Yl'ln1~b "IJ1fl'lYl1'lfl1CJfl1'W bb~~Yl1'lbfl~e:J"IJ1CJ ~'l'U 

®.<:(.<:(.(9) ue:J'ln'U'Iie:J'lYl1'lffiit11~'l-rm~n~~uu~1'UYl1'lbfl~B'I11CJ 
' 

h c(.c(.l!:J tJ~ m~ 1 off 'l1'UV!~e:Jfl1Ufl11fl1~b i1fi'l'We:J{ ~m off;;11V!-ru~~1:U?fe:JU bb~~tJ-ru bb~'l 
' 

~~uu1m<ff'l1'U1~B~1'l"il1n~~~CJ~nmwh~"il1btl'U 1~CJ~e:J'l1~-rum~e:J'Uru1~:u1n~-ru~~'lle:Jubtl'Umc.J~n~ru-5n~~ 
' v ~ 



- 1:9)(9) -

hc(.c(. rn ~'a'J'l ~eJ'UV'leJ~~.yi'b_jiJ fl1'~ 1-tl'~1'U eJ ~1~~~1 b6UJ'el 

hc(.<t n1'j"bbD~bbtJnbl"l~eJ~1tJ (Segregation in Network) ~eJ~'Vhn1'j"bbD~bbtJnbl"l~eJ~1tJ 

~1VI~'Un~:wm-tl~1'U 1~mbu~-eJ-eJm.Ut.~ ~ bl"l~eJ~1tJ ~eJ 
' 'IJ 

~.c(. <t.~ bl"l~eJ~1tJ~1VI~'Umi~1wl1tJ'Uelfl 
'IJ 

he(. b n1'j"ffi'lJI"l:Ufl1'j"b~eJ:W~m'l1~bl"l~~1tJ (Network Connection Control) ~mffi'UI"llJfl1'j"boV1Ci~ 
' ' 

VI~ eJ 1-tl ~1'Ubl"l~ el~ 1 tJYi1-tl ~'"J:Wfl 'UVI~m ~ el:U~ m~wh~ fl'U 1 ~~e1~r16l eJ~ fl 'U bb 'U'"JU5 'IJ~ n1'j"\"l'"J'U ~:W n1'j" b oV 1fi ~ ~ ~-n 
~ . c(.b.C9> 1-tl Monitoring Tools b~eJ~'j"'"J'l~eJ'lJfl1'j"b~eJ:W~eJ'Vl1~'j"~'lJ'Ubl"l~eJ~1tJ 
he(. b.~ ih~fl1'j"~TI'l~'Uer'Um~~1w~~'Ubf'l~~1tJ biZ1~'j"~~'Ubl"l~mf'I~'"Jb~eJ~bblJ~1tJ 

'IJ' ' 

~ . c(. b.rn f'I'"J'Uf'I:W 1:w1 ~'V11n1'j"btJ~ 1 ~'U~n1'j"bf'l~eJ~1tJ 1~tJ 'hJ1~~'UeJ'Uru1~ 
' '"' 

he(.~ fl1'j"ffi'lJ~lJfl1'j"~~~'U'Vl1~bl"l~eJ~1tJ (Network Routing Cor:~trol) ~ml"l'"J'U~lJfl1'j"~~b61'U'Vl1~ 

'U'Ubl"l~eJ~1tJ b~el 1 ~fl1'j"b~eJ:W~eJ"'..eJ~I"leJ:W~'"J b~el~ bb~~fl1'j"~ ~~ 1'UVI~el 1 Vl6'1bl tJ'U"'..eJ~oV eJ:W~VI~eJ~1'j"~'Ub'Vll"l~eJ~I"l6l el~ 
'IJ 

fl'Ubb'U'"J'\.Jn'U1\m'j"f'ld'lJf'I:Wfl1'j"boV1n~VI~eJfl1'j"U'j"~tJn~1-tl~1'U~1:W.fl1'j"f\'1 ~~.Q' 
':.1 ' ' 

he(.~ . @) l"ld'UI"l:W1:w1~'V11fl1'j"btJ~b~tJfl1'j"1i'VI:w1m~"'..bf'l~eJ~1tJ (IP Address Plan) 
' 

~.c(.~ .~ rl1VI'U~ 1 ~'V11fl1'j"bbU~~VI:W1tJb~"'..bfl~eJ~1tJ b~8bbtJflbfl~eJ~1tJ ~eJtJ 
hc(.~.rn er ~ bb~'j"~'U'U bfl~ el~ 1 tJ~ el~rl1VI'U~~1'j"1~ fl1'j" 1 otl b61'U'Vl1~'U'U 'j"~'lJ'U bfl~ B~ 1 tJ 

'IJ'IJ 

(Network Routing Table) 'U'U~'\.Jmru~~b61'U'Vl1~ (Router) Vl~eJ ~tJmrum~'l1tJG1~~1ru.Uenj~ (Switch Layer 3) 

b~eJ'IJ~ri''Um -tl ~1'U 1 ~~1:W1'j"tJ1 i b61t.~'Vl1~bl"l~eJ~1m ~e1:w~ ml"l~eJ~1tJ'\.JmtJ'Vl1~~ 1t.~'lim'V11~vi n1VI'U~ H Vl~m) 1n ~~'Vl5 
'IJ 

1 'Ufl1'j" 1-tl'U~n1'j"bfl~eJ~1tJYit~~'UeJ'Uru1~ wh~t.! 
'"' 

~ . c(.~ . c( er~bb~'j"~'lJ'Ubl"l~eJ~1tJ~eJ~rl1VI'U~ 1 ~iJm'j"1otl-eJ'l.Jmru 1 vJ~'"JeJmi b~m>n'Ufl:W 
'\.I'll , 'I 

... "' ' 
b~'U'Vl1~'U'U 'j"~'lJ'U bfl'j"eJ"'J1 tJ 

h c(.~ .<t er ~ bbm~'U'U bfl~ eJ~1tJ~ e1~1il1n ~fl1'j" 1 i b61 t.!'Vl1~'Ut.!';i~'U'U bfl~eJ~ 1tJ'l1n-eJtJ mru 
'IJ'IJ ' 

fleJ:W~'"J b~eJ~vi1-tl~1'U 1 tJ ir~ bl"l~eJ~ bb~~1tJvi1 ~'U~fl1'j"~1~ 11~ tJ n1'j"b ~eJ:w~m .U1~bl"l~eJ~ bb~~1 tJvi1 ~'U ~fl1'j" 
b ~eJ'U~VI1'j"~~fl1'j"'j"~'lJ'U 1 ~rl1VI'U~ buV'l1~"1l~VIlJ1 tJ b~"'.. bl"l~el~1 tJ"'..eJ~ er ~ bb~';i~'U'U~1'j"~'Ub 'Vll"lb 'Vh~'U.yi~1:W1';itl 

' 'IJ'IJ 

b otl1i'i~bfl~eJ~bblJ~1tJ 1 ~'U~fl1';i~'U 1~ 
~ . c(.~ n1'j"fl'"J'UfllJfl1'j"botl11-tl'~1'U';i~'U'U'l1fl.fl1tJ'Uelfl ~~.n 

' 
~ . c(.~.C9> fl1';iboV1~';i~'U'U'l1m~tJ~1n~ (Remote Access) ~';i~'U'U~1'j"~'Ub'Vll"lbb~~ 

'IJ 'IJ 

bl"l~eJ~1tJ"'..eJ~ n-eJ~'IJru"tl1m'j"n-eJ~Vi'V'l1 'VltJ ~ -eJ~n1V1'U~:w1mm';i~m~1m1:wtJ~-eJ~n tJYi b ~:w~'U'l1n:w1~';i\i1'Ufl1'j" 
"' ~ 

boV1~'j"~'lJ'U.fl1tJ 1 'U 
'IJ 

he(.~ .~ fl1';iboV1~'j"~'lJ'U'l1m~tJ~1n~ (Remote Access) ~m'V11fl1';i~';i'"J'l~eJ'Ub~eJ~~'l'l1 
'IJ 'IJ 

~'"J~'U"'..eJ~m i~1t.1 1~tl 1 i';ivr~~1'U Vl~eJ1fim';ibotl1';ivt~ 
'IJ 

hc(.~ . rn 1fim';i1~ 1 nm:wvi~1:W1';itlbotl1~';i~'U'U~1'j"~'Ub 'Vll"lbb~~bfl~eJ~1tJ1~'11fl 
'j"~tJ~ 1n~ ~eJ~1~~'Ufl1';ieJ'U~~'l1fl errl1'U'"JtJfl1';il"l'U~b 'Vlflb 'U 1~~~1';i~'Ub'Vll"l'Vl'V11'j" fl'j"lJfl1';j~eJ~1'j"'Vl'V11';i tlel'U 

' 'IJ 'IJ 

bb~ ~'V\'1 fl1';i fl'"J'U 1"1 :WeJ ~ 1~ b oV:U~'d ~n eJ'U'I11:w11i bb~ ~ m i ~1'U ~ eJ~U n 'IJ~ ~1:WoV eJ rl1VI'U ~"1.1 eJ~ fl1';i b -if 1 ~ ';i~'U'U~1';i~'Ub 'Vll"l 
, 'tl d..J 'U 

el~1~bl"l~~fl~~ 



1:::'U b 'Vf~e..Jfi'Vf~e:Jm1~"il1 L tl'U 1 'Uf111~1 L ii'W\ITWfl'U n e:J\ID tu"111 m1n e:J\I~'V'l 1vm e:J ~1\1 b ~ CJ \I'V'le:J bbfi::: ~ e:J \11~-r'U ' ' ., 
e:J'Ullii"ii1n ~B1'U1 CJf111Pl'U~ L'Vlfl1 'U 1f1~611161'Ub 'Vll'il'Vl'Vf11 m~m1~e:J6111'Vl'Vf11 €1~1\lb tl 'U'V11\If111 ' ~ ~ 

®.~.~ . <t ~e:J\Ifld'Ufl~'V'le:J1~ (Port) ffim'Um1LoU1~1:::'U'Ue:J~1 \I-r~n~ m1L<U'1~1:::'U'U 
, '\J , '\J 

1~tln11 1 'V11Pl'V'lYi boU1m~'U ~ e:J\1~ bbfibbfi:::~ ~m1 1~CJ~ ~ Lbm:::'U'U Lbfl:::i6m1'VflJ'UboU1~e:J \11~-r'Ue:J'Uir~ e:J~ 1\1Cl n~ e:J\1 
\1 cu '\J , , \1 

®.~. ~. ~o:> m1e:J'Uru1~ 1~rnoU\11'ULoU1~1:::'Uu"ii1m:::CJ::: 1nfl~e:J\Ie:J~'U'U~'U\i1'U'lle:J\Im1~"il1Ltl 'U 
, QJ '\J 'U '\J d.ll 

Lvh~'U Lbfi:::~e:J\1 hlLiJ~'V'l€11~-ffi oU~\ILm 11t~CJ 1lJ"il1Ltl'U "lie:J\I'Vl1\l~\ln~11~e:J\IIPi'~m1 b~e:JlJ \?l e:J Li1B1lJ1~ oU\11'U bb~1 
Lbfi:::"ii:::LtJ~ 1 Vilotll~\?lmde:Jvhm1~€l\l'lle:J~"il1Ltl'UL'Vh~'U 

®.ct f111fld'U~lJf111boU1(i\11:::'U'Ui.Jij'tJ~m1 (Operating System Access Control) b~e:J1~ 
0 oU\11'U 1~-r'U'Vl11'U (i\I'V!u1~ bbfi :::m1lJ-r'U ~ ~"lle:J'U 1 'U m1 1 i1:::'Uu i.J ij'IJ~ m1 11lJ~\Ivhm1lJ L .U11 "ii~ f1 e:1 ~ "ii'U 
'\J D'tJ1i~1lJe:l~ 1\1 bfl~\lfl-r~ el'U "iJ::: b tl'U f111U €1\1 n'U'Vl-r'V'l CJ1 m bbfi :::oU€llJ fi'IJ €1\I'Vf'l.b CJ\11'U 1 ~lJfl11~~'U fl11lJ(l n~ €1\1 
~ ~ ~ 

Lbfl:::iifl11lJY-l~e:JlJ 1i'I1'Ue:J~ L61lJe:J 1~CJiJLb 'U1i.Jij'U1i ~'~d 
hct.C9l ~~bbf11:::'U'U (System Administrator) ~€l\l~~~\11i.J1bbn1lJ"li1CJ'U~'Vf11~~ f11 1 

~~ 

(Domain Control) b ~e:J'U~'Vf11~~f111bfl~€l\lfle:J~Yl1 b~e:J{'Vlmfl~e:J\I'lle:J\1 ne:J\1Dtu"111f111ne:J\I~'V'l1vm bbfi ::: ' ., 
n1'Vf'U ~ ~e:J rn oU\11'U bbfi :::1~1;1~1'U 1 ~n'U rn oU\11'U1:::'U'Ui.J n'\J~ m1'll e:J\I bfl~e:J\Ifle:JlJYl1 b~ e:J{'ll e:J\1 ne:J\1Dtu "111 m 1 

'\J '\J ~ v 

ne:J\I~'V'l 1 'Vl CJ 

h ct.® n1'Vf'U~.fr'U~e:J'UmTuij'tJ~ b~€lf111boU11 oU\11'U~~'Ufl\li.Jfle:J~.!l CJ f111boU1(i\11:::'U'Ui.Jij'tJ~ m1 

"ii:::~e:J\Ifl1'U ~~ 1~ CJ Lb61 ~'~i6m1~'UE!'U 1P1'1~'U~~'Ufl\li.Jfle:J~.!l CJ 1~CJiJ Lb 'U1i.Jij~ ~'~.Q 
®.ct.®.C9l ~m~~1lJ"l~1:::'U'Ubb61~\111CJfi::: baCJ~~11"1ty 'Vf~e:Jm1lJ~~Y-lf11~\?l1 \l 1 'll e:J \1 

I d i,.l I c;t ~ 
1:::'U'U ne:J'U'Vl"ii::: b 'll1611:::'U'U"ii::: b611"i161lJ'U1tu 

~ ~ 

®.ct.®.® 1:::'U'U 611lJ11Cl CJ ~ m1 b ~e:JlJ\?l mfl~e:J\Ii.Jf11 CJ'Vl1\11~ b~ e:JY-l'U11ii fl1 1lJY-l CJ 1 CJ1lJ 
' 

m~b~11~61~1'U"ii1 n bfl~e:J\1'\.Jm CJ'Vl1\l 

®.ct.®.rn "il1n~1:::CJ:::b 1m~1'Vf-r'U 1m 'Uf111De:J\In'U1~61~1'U 

®.ct.®.~ "il1n~n11b~e:J~\?le:J1~CJ~1\1~1:::'Uui.Jij'U1im1~1'U'Vl1\l Command Line b~€l\l"ii1n 
m"i161~1\lfl11lJ b~CJ'Vf1CJ 1 ~n'U1:::'U'U 1~ 

®.ct.rn 1:::Um'l:::~'UEJ'U~1~'U'lle:J\IrnoU\11'U (User Identification and Authenticat ion) ~e:J\Ifl1'Vf'U~ ' ~ 

1 ~iJ 0 i \11'U bbfi::: b~ e:J n 1 i.fr'U ~€l'U'Vl1\l b 'Vlfliifl1 'U m 1~'UEJ'U IP11 ~'U~ b 'V!m:::61m ~e:J1e:J\I-r'U m1n~ 1TeJ1\111 L tl 'U 

rnotl\11'U~1:::'U(i\1 1~CJiJbb'U1i.Jn'U1i ~\I.Q 
~ ' ~ 

®.ct.rn.C9l rni\11'U ~B\Ili~Brni\11'Ubbf1:::1~61~1'U ~1'Vf-r'Ub<U'11oU'\11'U1:::'U'U611161'Ub'VlP~'lJ€l\l 
~ ~ 

ne:J\1Dty"111f111ne:J\I~'V'l 1 'VlCJ 

®.ct. rn. ® 'Vf1n€l'Utu1~ 1 Vil otl~e:Jrn oU\11'U bbf1:::1~61~1'U~1lJn'U ~e:l\I;'U€l~n'Ufld1lJ"il1btl'U 
, Q.l '\.1 '\J 

'Vl1\l ~ 1'U f111i.Jij~\11'U 'Vf~e:l~1'Ub 'Vlfliifl 

hct.rn.rn 611~11Cl1oUp;j'\Jmrum'U~lJfl11lJi.Jfle:J~JlCJ 61~11'Vlm{~ (RFID : Radio Frequency 

Ident ification) 'Vf~€lbfl~€l\lehuf11CJYlu~~d1iim~~b~~1~ 



- (9)bn -

~.<t.~ fl1':i'U~'V!1':i:il'~fl1':i':i~61~1'U (Password Management System) 

~.<t.~.(9) ~ ~ bb~':i~'U'U611':i61'Ub VII"!~ €l~fl1'V!'U~ 1 \~'erl otl~1'U~~'U1lJ 1 'Ub€lfl611':ib~€l bb61~~~VITI 
"" " 

Lb~~'VIih~m1:w~'U~~"lle:J'U"I.le:J~mi~1'lJb'Ufl1':ibi15~':i~'U'U611':i61'ULVII"l"l.lrn'VI1l1cm'U 
" 

~.<r.~.~ m':i:we:Juuru~m i~1'U1 ~n'Um i~1'Ufl~~bb ';jfl 1 ~n1'V!'U~':i~61~1'U~'Jm11 
" " " 

lil1nm':i?i:w 1 ~n'Um -tl~1'U ~e:Jm i~1'U 1~~'U':i~61~1'Ubb~'J 1 ~ b u~ CJ'U':i~61~1'U,r'Ub u'U':i~61~1'U"IJ€l~l'l'Ub€l~~ b u'U 1 um:w 
' " " 

bb 'U'J'lJ~~ fl1':i 1 i~1'U':i~61~1'U€l~ 1~'lJ~e:J~.tl CJ 

®.<r.~.m n1':i?i~:w€l'U':i'tX61~1'U 1 ~n'Um i~1'U~€l~b iJ'U 1 ue:J~1~u~e:J~.ti'CJ 1 'VI'1 i1~m':i 
" 

16'16!m~tl ~t-J\1 n'VI~e:Jm~~1'1~rn{'Ue:J'U lil1fl,r'U~ ~6'1 ~:we:J'U 1 ~m i~1'U 1~CJI'l':i~ 
" 

~.<r.~.~ mi~1'U~€l~l'l€l'U~'Ucr'Um':i1~~'\J';i~61~1'U 
" 

~.<r.~.<r Lde:Jiirn i~1'U':i~'U'U611':i61'U b Vll"l"IJ€l~'VI1l1 CJ~1'Ume:Je:Jn 'V!~e:J1:Wii'VIu1~m ';j 
" 

~'U~~"ll€1'\.J 1 'U':i~'U'U~"I.l€l~VIfi1 'Un1':i 1 otl~1'U 1 ~'VI1.J'JCJ~1'Ubb ~~~~bb~':i~'U'U611':i61'Ub VII"!Vl'UVi b ~€1 bU~ CJ'U~VITin1':i 
"" 

()€J~()€l'U~VIfi"IJ€l~~~m€l€lfl €l€lfllil1m~'U'UVi''UVim~~'Ubb~~ 
" 

~.<r.~. b ~ ~ bb~':i~'U'U611':i61'Ub Vll"l:il ~'Y11':i~'U'U~ bt €11 ~ m i ~1'U611:W1';i() b u~ CJ'U':i~61~ 1'U 
"" " 

"l.le:J~I'l'Ub€1~ 1~ 1~CJfl1'V!'U~ 1 ~bU~ CJ'U':i~61~1'UVIfl C9lc:io l'U 
' 

~.<t.~.G'll ~~bb~':i~'U'U611':i61'UbVII"l~'tl~fl1'V!'U~ 1 m6'f':i~61~1'U~~Ylm~ 1m:iJbfl'U m !01~~ 
"" 

mrurni~1'UVluW':i~61~~bfl'U bn !01~~ ';j~'\J'U~€J~';j~~'Ufl1':i1otl~1'U rni~m'¥11b~€l~"IJ€l':i~611'VI:Wiil1fl~~ bbm~'U'U 
" " "" 

h<t.<t fl1':i1otl~1'U1U':ibbfl1:W€11':iflU':i~1CJ"lltJ (Use of System Utilities) ~€l~~1tl~bb~~fl1'Ufl:W 

fl1':i 1 -tl~1'U 1 'lJ':iLLm:wm':it~'lJ':i~ 1CJ"lltJ~ 1'V!~'U 1 'lJ':ibbn':i:Wfl€l:W'Vl1bl'le:J{~ ~1~ ty b ~ €l~lil1flfl1':i 1 i ~1'U 1 U':ibbm:wm':it~U':i~ 1CJ"lltJ 

'U1~"1Ju~611:w1':iti'Y111 ~m m:Wu~e:J~.ti'CJ 1 ~~1bU'Ufl1':i ~~d 
" 

h<t.<t.C9l ~1 n~~VITifl1':i b i1i'i~ bb~~ fl1'V!'U~~VITI€l ~1~~~ ~:w 1 'U fl1':i€l'4 ty11'11 'V!L i 
1 U':ibbfl1:W€l':i':it~'lJ':i~ 1CJ"lltJ 

~.<t.<t.m :il~Ln'U 1 'lJ':ibbm:We:J':i':it~'lJ':i~ 1CJ"ll'W1 11 'U~€l.fl1CJ'Ue:Jn t;111:w'1 i~1'UbU'U'lJ':i~~1 
~.<t.<t.~ :il'~bnuu'U'Vinm':ib~CJn1 i~1'U 1 'lJ':i LLm:wL'V!~1d 
~.<t.<t. <t ()€J~()€l'U 1 U':ibbfl1lJ€J';j';i()U';i~ 1CJ"llum:W~1 b U'U€l€lfllil1 m~'U'U 
~.<t. <t. b ~1:W~~~~1'lJ':ibbn':i:W~~~bil~~"l.l~VI~ ~rn1m'lJ':ibbfl1:W~flfl~rnii~"ll~VI~ b'Vh,j'U 

" 
~.<t. b fl1':i'V!:W~nm 1 otl~1'U':i~'U'U611':i61'UbVII"l (Session Time-Out) bde:J';h~b1''Uiil1flfl1':i 1 otl~1'U 

1'U':i~CJ~b1m'VItl~1~~~fl1':i1-tl'~1'U':i~'U'U611':i61'UbVII"l,Y'U (Session Time - Out) i'ibb'U'JU~'U~ ~~d 
~.<r. b . (9) fl1'V!'U~'V!~ mmu6f1 fl1':iCJ ~ fl1':i 1 i~1'U':i~'U'U611':i61'UbVII"!Ld e:J11~b 1'Wiil1flfl1':i 1 -tl~1'U 

' 
biJ'Unm 1:Wbn'U mo 'U1Vi 'V!1flbU'U':i~'U'U~iifl11lJb~CJ~'V!~Bm1:W~1~ru61~ 1 ~fl1'V!'U~':i~CJ~bd~1CJ~m':i1 otl~1'U 

"" ' 
':i~'U'UbdB11~b1''Wiil1flfl1':i1i~1'W1~~'U~~'VI~mtl'Ub1m1:WLn'U C9l<t 'W1Vi 1'11:Wm1:Wb'VI:W1~61:wb~m.Je:J~n'Wm':ibi15~ 
ie:J:w~~1~ru 1~CJ 1:W1~~'Ue:J'Uru1!'1 

'V QJ 't IU 

"'1' /h<t.b.~ m :w ... 



- (9)~ -

h<t'.b.m bfl~B-:JD(;11~'Vl1-!l~~.re:mlu-rr'U~~i1fl1111b~~ ·H'1-:J ~B-:Jrl1~'U~~~~~bd(;1 11~ 
'U 'U 

v!1m~tl~bfl~B-:J 1~mr~ 1 'U~~~-:Jiil1n.ffi111-if-:J1'UbU'U~~~~ b 1mm11~n1~'U~ 
' 

h<t'.t"'ll m~~1tl~~~~~b1mfl1~b~m.J~m~'U'U?f1~?f'Ub'Vl~ (Imitation of Connection Time) 

~B-:J~1tl'~~~~~nm 1 'Ufl1~b~B11~m ~B 1 ~iJfl1111~'Ufl-:JD(;leJ~.n' ~mn~'U ~1w~\J~~'U'U?f1~?f'Ub'Vl~ ~~B 1 tJ~ bbm11 
' ' .r::::ll.r::::ll .r::::ll ~ .:;:::,! 0 QJ 

'Vl11 m 111 b?f ~ -:J~~B11fl1 111 ?11 fl ru ?f -:J 
"'" 

h<t'.t"'li.C9l n1~'U~~~ n bnruen1 'U m~~1nm~ ~~ b 1(;11fl1~ b ~e1 11 ~ B~~'U'U?f1~?f 'U b 'Vl ~ 
~1~~u~~uu?t1~?f'Ub 'Vl~~~mbBvfvj~bfl-1l'U~i1fl1111b~~,:j ~~Bi1m111~1ri'ru?f-:J b~B 1 ~m -if-:J1'U?t1111~t11 i-:J1'U 1~ 

"'" 'U 

'U1'U~~~ .rn~1 'U~~~~nm~n1~'U~ 1m i-:J1'U 1~ Q1 -&d 111-:J ~eJfl1~b~eJ11~eJ~~-!!fl#-!! bb(;l~~mn1~'U~ 1 mi-:J1'U 

1~buvn~ 1 'U"Ii1-:Jnmm~vl1-:J1'U"I.IB-:J neJ-!!Dt1J"111fl1~neJ-:JVl'V-l 1 'Vl~ ~111'\.Jn&h vhJ'U 

~.<t'.t"'ll.~ n1~'U~"Ii1-:Jbdm~1~~'Ufl1~b~B11~m~uubfl~B"ll1~1il1mfl~B-:JtJm~'Vl1-:J iil~~B-:J 
~lil1~ru1~-!!~~~um111b~~-!!"I.IB-!!~~-!!"I.IB-!!bfl~B-:J'\.J(;11~'Vl1-!!~1~ 

h<t'.t"'ll.m rl1~'U~ 1 ~~~'U'U?f1~?f'Ub'Vl~~ij fl1111~1rl tu?f-!1 bb(;l~/~~eJ ~~'IJ'IJ-!I1'U~1 -if-:J1'U 
"'" 

1tJ?fm'U~~i1m111b~~-:J1'U~?f1u1~ru~ ~~B-rr'U~m~'UBn~1'l!m1'U ~m~1n~"li1-:J~~~~b1mm~b~B111?iB 
~-b m~m'U~11fl1~b -if1~-:J 1 D~bbm11D~~ ~m1~~elbbeJ'V-l'V-l~ bfli'Ubb(;l~?f1~?f'Ub 'Vl~ (Application 

and Information Access control) ~B-!Ifl1'Ufl11 ~-:Jd 
' 

~-b .C9l fl1~~1tl~fl1~b-if1~-!l?f1~?f'Ub'Vl~ (Information Access Restriction) 

~-b.C9l.C9l ~~bbm~uu?f1~?f'Ub 'Vl~~mn1~'U~ 1 ~m i-:J1'U 1 ~lJtJ nu~ ~-:Jd 
~~ ~ ~ 

h b .C9l.C9l(C9l) m~(;l-:J'Vl~b -u ~'Urn .U-!!1'U 1 ~lJ 
'U 

~-b. C9l . C9l(~) m~u~~1~~'Vl5"l.lmm i-:J1'U 1 'I.Jn1~ 1 i-:J1'U~~uu 
'U 

~-b .C9l.C9l(m) m~u~~1~~~m~~~?t~1'U~1~~um i-:J1'U 
'U 

~-b .C9l.C9lk) m~'Vl'U'Vl'd'U~'Vl5m~b -rr1~-!!"l.JeJ-:Jm i-:J1'U 
'U 

~.b. C9) . ~ m~b-if 1~-:J 1 tJ~bbn~tJ~~~ n~ ~ 1'U'Vl1-:J~~uu bfl~ eJ"ll1~"1.1B-:J nB-:JD ru"IJ1m~neJ~ 'V-l 1 'Vl~ ' ... 
~~bbm~uu~B~n1~'U~ 1 ~i1m~~?tlil'l1~1~'Um .u~1'U~D(;leJ~.n~ 1\il~ 1 i~Bm -if bb(;l~~~?t~1'U 
"" \1 \1 \J 

~- b .C9l.m fn~b -if1~-!! 1 U~bbm11D~~~ n~ ~ 1'U'Vl1~~~'U'Ubfl~B"ll1~?f1Li1~ru~ 1m -if"liB~'Vl1~ 
' 

'j~'IJ'Ubfl~B"ll1~~1'U'Uflflm?fiJeJ'U (VPN) bb~~~eJ~iJmT~?flil'l1~1~'Um-if-:J1'U~tl~B~.n'tJl~~1-if~Bm-if bb~~'j~?f~1'U 
~ \1 \1 \1 

hb.C9l .~ ~~bb(;l'j~'IJ'U?f1'j?f'Ub'Vl~~m~~nmm'j1i~1'Ubfl~eJ-:J(;ln"ll1~ li1mfl~eJ-:J(;l n"ll1~J'U 
\1\1 \1 \1 

hJ1~i1fl1'j1-if~1'UbU'U~~~~b1(;11 mo 'U1Vl 

~.b. C9l.<r ~~bbm~uu?f1~?f'Ub 'Vl~~B-:Jn1~'U~ 1 ~~~uu?f1~?f'Ub 'Vl~lihn~~~ ~~ b 1m 
'U'U 

fn'jb ~e1111?i B~1~~'1Jm'j1 -if ~1'U b~B 1 ~rn i-:J1'U?f1111~t11 -if ~1'U 1~'U1'U~?f~tn~1 'U~~ ~~ b'dm~ n1~'U~ bvhJ'U 
'U ' 

1~~n1~'U~1~ 1-if~1'U1~ ~ i1 111~ l?ieJfn'jb~B111?iB C9) fl#-:J ~~.nlil~~B-:Ji1m~~~u bb(;l~~?tlil'l1~1~'Ub~m-if11-if~1'U1~lJ 
' 'U 

/ hb.C9l.b ~~bb(;l ... 



... lALrl.II\L~1 ):nJ~·~·G\/ 
f' 1'1 I'! 

~r1._0,11Bll.~~n,k~~L,Cb1!1.L~m!t~~L,tblb~t 
• l~11~rl.B~lell~L~B~~IJ11}B~1l~lbBI.el!UW~B_e.t~B~ r1.f;:1L~IbLllel~lbii\B~1 u.n.1.5·~·G) 

n. 
~ t l~foLUrl.f;} 1~M. 11 filt"'l1foLU,l,4~1JibB,Q-~1m~ 1 

n. • 
,t.4Uo t~ t L,tb~}B ~1 l~lbBI.elUL~!JibB,Q-UBIJ~~UBrl.filLl.f!Jlellellb~ t,rtt~~~fo~,lt~fo G)·~·~·G) 

n. .... 
£1A~ll.~lbL~~B~UlJL~rl.L~fo~LiblbW11fof1, 1 lbB~~lfo~~IJ11 ftt B~ll\rl.L~_e. t lbB~M.M.Ll.f~ , 

n. • 
n, 1., filBL~rl.L~_e. tf\ t L,tb~~~ !UWfbB~IJ11}B~1 t_t~.rtBI.el~BR.IbBkM.IbLllellbB~~lfo~ ®·~·~"G) 

!J.~tB~~~ ~,Cl.~~~B~~n.B~lel1foL~B~!UW~B~IJ11}B~1l~rtBI.el!UWfbBib~lbllelfoLU ~-~·G) J'l I I I 

rl.Wibf,.foLUB~l t~~!ellA m~foL~Iblb~fo~BR. 
n.n. 

rl.L~ _e. t lbB~M.M.Ll.f~lbB~~lfo~ibkii\L~_e. ~B!J~B~lel1 !J~B ~!ellA m~foL~Iblb~fo!J11 ~ J: ;:gJ "G)·~ "G) 

,1,4t "UBrl.filLl.f 

UL~rl.L~~,Cl.~[bfoLUrl.L~, B~ll\ "~n.B~lel1foL~B~!UW~B rl.L~, rl.L~ril~l~l2L,Qo mfoLibL~~ t (8U!>JJOMa)a l_ pue 

§uqndWO) Cl)!qOV\J) r.JlAtM.,0>~BUfoLULll.fu,Cl.~BU UBrl.filLl.fUL~ lL~U~~n,n,~r,n,~~B,Q-W~1~rl.L~~~~foLU~t:!11 ~n,G~lel1 
" " " 1'\1\ 

foL~B~!UW~B~t:!11 }B~1l~lbBI.el!UW~Biblellbllel~B~!ellAm~r,L~Iblb~fo!J11~J: ;:!>"G)·~·G) 

fillAtM.,0>~BU 

" "" foLULll.flilb~BU B~~~IUI.elL~IbLllellblA!ellAm~r,L~Iblb~fo~BR.~BfoL~Iblb~foLIA~~ ~·G)·~·G) 
l"b I l"b 0 F=7f" 0 0 l"b 

n.,ttL!Amtr.JLLf 
... 

• filL~B~lel1,e.tfoLU~LM.n1~l2L,Q-1foLLl~1JL~foLU ))eMaJ!::J lblb~forl.L~~B~filL~ft11~B~lel1111JB~~~f,LU ULI!1.~L~Uril111blellbllel 
• filL~ft11~B~lel1 !J~ t ~~ril~l ~l2L,Qo 1foLUrl. tfoLU£~~1J11~LlA~Bp.~n.I!1.L1J~B~~IJ11 rl.,tbL\A1 lb~U~LM.mn.L~_e. t lJfoLibL~ 

' ... 
~ t ~r1.1!1.L1J ril~l ~ rl.~!ellAm~foL~Iblb~WL~UBBrl.lUibfofoLUB~t.t~~n,n,~Wfil11 G)"G)·~·G) 

• {:)00 )!V\J) foLII\lA~Ut_!.BfolAU~1~rur,r,n,r,L~Iblb~f,~IJ11 ~fU,Vfolelrl.L~Ibll,~f, fULrt~r,~mn.L~n,n,~r, r1.~!}1!1.~~J1mt_1foLU 
... 

rl.L~Iblb~f, lL~foLl.lrl.L,l,4rl.L~Iblb~fo IJM.~~L1Jrl.L~Iblb~fo ()!eV\J )!V\J) foLII\lA~LlA~U t_!.BfolAU ~1 ~~~Rf,~t n,n,~r, fill,l,411BU~f,~~ 

foLU~~foLUB~1!ellAm~r,L~Iblb~f, ~11,1,4t rl.WibfofoLUB~l~lblb~foB~filLfo~fu,Cl.L),A~~ ®"G)·~·G) 

m~ foLUrl.n1L~~B~ It=' l"b '="' 0 n,; 
... 

" "" r.JlAtM._0,~BUfoLULll.IU,Cl.~BU B~~~IU~L~IbLllel~~IJ111blA~W!Jt"'l~ rl.WibfofoLUB~t.t~~n,n,g G)·~·G) 

lb~lbLllelLRUkLfufu ~n, t lbLrl.~IJUBrl.fil Ll.fU L~rl.LW ,tl.M.~ t ~r1.1!1.L1J (~ )f!il"®·~ "G) 

fillA t M._0,~BUfoLULll.fu,Cl.~BU !ellA m~foL~~!Jl n, llellA 1 ril,V~BIJ~~lelrl.~lbLllel 

filLibrill rl.lbL~~,Cl.~~~IJ11 lbLfolAibkUBrl.filLl.fUL~rl.L~U,tbM.~ t~~11 (G\)f!il"®·~ "G) 

UBrl.filLl.fUL~rl.L~Url.M.~BR. ~ ~~ ,.. ' 
n. • n. 

n.Lmt_!.1L~foLUt:!11 ~lb~L1JfilBI.elB~1rl.L~Iblellbllel J: ~L,Cbii\L~1 ~~t~n.I!1.L1J (® )JW"® -~"G) 

• • !}~~ !ellA m~foL~~IJ11 ~Ufil~f,~lbW11fo~ l~~L,Qo 1foLUiblellbllelfoLUrl. t foLUfo~Lib~r1.1!1.L1J 
... 

~ ~L~~B~mtfoLUrl.t_!.1L~B~1 (aJJnOS:).nQ) UBrl.filLl.fUL~rl.LW,tl.M.~L~foLUrl.WW JW·®·~·G) 
•• UfoUibfoLUibB~~lfo~foLU 

n. n. c 
n,n,~f,rl,L~~ t LrtLEo 1folelt L~lbB~~lf,~B~, rl.L~~ WN~fl.ll,ll,~f,~l2LE-1f,LU!JrtBEo11~1~ w Cl)!::J oOl r1.f;1 80l +!Pnv 

1\ 1.. (\ (\(\ 
11 ~1~ ~foLUril~l t:! lbB Eorl.L~ ~ tfoLUibfoW ~uM.IJ lbB EoU 11n. ,Cl.~B ~!ellA m~f,L~Iblb~f,t:!11 ~ J: ~.®.~.G) 

-;:gl®-



- C9lb -

~ -b. {;fl .cr b ~1V1'\J1~~~tJ~~"Il€ltJ 1 'Um~~tJ~'WI"i'eJ.:~ m1~?f€ltJ?f.fi1'V-lfl11&.J'V-l~m..J 1 -H.:~1'W 
'lJeJ.:~mJn~rufleJ&.~vhbl'l€l~bbfl~eJtlmru~eJ?t1~bfl~€l'U~~~tJ~'U~1tJ 

' ' 
hb.{;fl.cr Vl1ntl~1f1!J';hm1&.~b~tJVI1tJ~bn~~'WtY'W bn~~1nfl11&.~tl~~m'VleJ~1'~~1mb~.:~ 

'lJ€1.:~~'1111 tJ1 -H ~'!111 tJ1 -HI"i'eJ.:~~tJ~~"Il€ltJ~€lm1&.Jb~tJVI1tJ~bn~~'U 
'U 'U 

~-b .tr m~tJlj'U~'I1'W~1f1.fl1tJ'W€lf1 (T eleworking) 

~.b.tr.C9l n1VI'W~f11~b .rr1~.:1 hhbbm&.~tl~~tJ n~ m'l~?f1~?f'Wb 'Vll"l'lJ€1'1 neJ.:~'IJru"IJ1 m~ 
' v 

f1€l'I~'V-l1 'VltJ 1~ ~ 'lieJ'I'Vl1'1 ~€) 

~1f1.fl1tJ'W€lf1 1~~tJl'l~'l 1~bbtl ~~VI&.J1tJBb~f1'Vl~eJ'Dn~ bbfl~~~tJtJbitJ 1111lii'lJ€l'l f1€l'IU11J"Il1m~neJ.:~~Y-l1 'VltJ 

h b.tr. C9l(~) m~b oU1~'1~ 1'W 1 tl~bbm&.Jtl~~tJ n~ bbfl~?f1~?f'Wb'Vll"l~ 1'W~~tJtJ VPN 
' 

~-b.cr.~ m i.:~1'U 1~~tJ~'VlTif11~b .rr11 i.:~1'U~~tJtJ?f1~?f'Ub'Vl1"1~1n.fl1tJ'U€lf1~1'W'IieJ.:~'Vl1'1 
'U 

1 'Worrel h b.cr.C9l(C9l) ?f1&.11';im-rr11 i.:~1'W 1m~tJm';j1 i~mn ibbfl~';j~?f~1'U'lJ€l'll'l'Wbm 
'U 

hb.tr.{;fl 1 'U mru~m i'I1'U b 'iJ'U'V-l1.J f1'11'U~1 f1.fl1 tJ'U €l f1VI~€ltJ flflfl.fl1 tJ'U €l nl"i' €l'l1~~tJ 
'U ' 

m~eJ'U~~ ~1n ~e) 1'U1tJf11~1"1'W~ b 'VlflL 'U Lfl~ ?f1~?f'Ub'Vll"l'Vl'V11~ m&.~m~~ eJ?f1~'VlVI1~ Vl~€1~ ~1~~tJl.l€ltJVI&.J1tJ 
Cj '\J 'U '\J 

neJ'UboD'11-H.:~1'U ~.:~?t1&.J1~m-D'1t -H.:~1'U 1~~tJm~ 1 -H~mn oHbbfl~~Vi'?t~1'U~l'l'UbeJ.:~1~~tJ 
'U 

~.b.cr.cr ~~bbfl~~tJtJ?f1~?f'Wb'Vll"l l"i'mn1VI'W~~'VlTim~b-D'1f;1.:~1 tl~bbm&.~tl~~tJn~ bbfl~ 
'U'U ' 

?t1~?f'Ub 'Vll"11 ~m -H.:~1'Wb -D'1~.:~1~ b ~ tJ'ItJ~m~~1~~tJeJ'W ru1l'1 b vhtY'W 
'U 'v 

h b .cr.cr eJtlmru fl€ll.J~1 bl'l€1~~ b ~eJl.l~m .rr1ntJ 1 tJ';j bbm&.Jtl~~tJ n~ bbfl~~~tJtJ?t1';i?t'Ub 'Vll"l 
' ' 

~ 1'W'IieJ.:~'Vl1.:~m~tJ5tJ'11.:~1'W~1nmtJ'UeJnmfi m 1'1 eJ.:~1~~tJm~~ ~~ .:~1 tl~bbm&.Ju eJ'In'W b~?t~1~ ~tJm~tl~tJtl1 .:~eJ~ b?f&.~eJ 
~-~ f11~fl1tJfll.lf11~boU1i;1.:~~~tJtJbfl~€l~1tJH?f1tJ (Wireless LAN Access Control) b~€ln1VI'U~ 

' 
l.J1l'l~;i1'Un1~fl1tJfll.Jf11~boU1i;1'1~~tJtJ bfl~€l~1tJ 1 ~?11 tJ'lJ€1'1 nmuru"IJ1 f11~f1€l'I~'V-l1 'VltJ L~tJ f11~fl1VI'U~~'VlTI'lJ€l'l 

~ ' v 

0 m 'Uf11~b .rr1f;1.:~~~tJtJ 1 ~b Vll.J1~?fl.Jl'l1&.JVI.U1~fl11&.J~tJ~~"Il€ltJ 1 'Wm~tJll'I1~.:~1'U ~1&.J~'I'VltJ'Vl1'U~'VlTif11~b .rr1~.:~ 
eJ~1.:~?t,J1 b?f&.JeJ ~.:~dm .u~~tJtJ 1'1 eJ'I~1'Wm~~?t~t1 ~1l'l'U~~ .:~~1 m~tJtJ111~~tJeJ'W ru1l'l ~1 n ~ ~ bbm~tJtJ b ~ eJ ?1~1.:~ 

'U \1 q Q.l 'U'U 

m1l.liT'W fl'ltl"' eJ~i1 tJ'lJ€1'1 m~ 1 -H.:~1'U ~~tJtJ bfl~€1~1 tJ 1 ~?11 tJ b ~ €1?1~1 '1 m 1&.~iT'W fl.:Jtl"' eJ ~.n tJ'lJ €1'1 m~ 1 i.:~1'U ~~tJtJ 
bfl~€l~1tJ 1 ~?f1tJ bb"'~bb'U1'Vl1'1tllltJ'111 'Uf11~fl1tJ~l.Jf11~boU1i;1'1~~tJtJbfl~el~1tJ 1 ~?f1tJ ~'I~ 

~-~. (9) ~1 i.:~1'U ~ ~ eJ'I m ~ b i1 i;1.:~ ~~tJ tJ bfl~eJ'lJ'1 tJ 1 1'?11 tJ'lJ eJ'I n eJ'ID ru"ll1 m~ n eJ'I~'V-l1 'Vl tJ 
'U v 

~~l"i'eJ.:~vi'1f11~fl'I'Vl~ b ,J tJ'UfltJ~ ~ bbfl~~tJtJ bbfl ~l"i'eJ.:~1~~tJ~~1~ru1eJ'U ru1l'l~1f1~eJ1'U1 tJ m~l"l'U~ b 'Vlfll 'U Lfl ~ 
'U 'U , QJ 'U 'll 

?f1~?f'U b 'Vll"l'Vl'V11~ m&.~ m~~eJ?t1';i'VlV11';i Vl~eJ~~1~~'U&.~ eJ'UVI&.J1 CJ€1~1.:~ b tl'Wm mi' m~ru-8 n~~ 
'U 

h~. ~ ~ ~ bbm~tJ'U 1'1 eJ.:~vi'1m~"''~'Vl~ b 1J tJ'Un1VI'U~~'VlTim i.:~1'U 1 'Uf11';ib .rr1f;1.:~';i~tJtJbfl~€l~1CJ 
'U 'U 'U 

1 ~?f1tJ 1 ~b VI&.J1~?f&.JntJVI'!J1~fl11l.l~tJ~~"IleltJ 1 'Un1~tlll'I1~'11'Wtl€l'Ub oU11 i~~tJtJ bfl~€l~1tJ 1 ~?f1tJ ~1&.J~'I'VltJ'Vl1'U 
~'Vl6m~b i1i;1.:~eJ~1'1?f~1b?fl.leJ ~'~~~~l"i'eJ.:~1~~tJeJ'Uru1l'l~1f1~~bbm~tJtJml.lfl11l.l"il1b 'iJ'U 1 'Uf11~ 1 -H.:~1'U 

, QJ 'll\1 

h~.{;fl ~~bbfl~~tJtJ l"i'eJ.:~vi'1m~"''~'Vl~ b 1J tJ'WeJtlmru'Vln~1~1 -H~~~m~tJtJ bfl~eJ~1tJ 1 ~?11 tJ 
'U\1 , , 

~-~. cr ~~bbm~tJtJ l"i'mn1VI'U~~1bb'VItJ'If11~11'1eJtlmrum~~1tJ~ruru1ru (AP : Access 
'U'\1 , QJ QJ 

Point) 1 ~ b VI&.J1~?fl.l b U'Wf11~fl1tJfll.l h11 ~~ruru1ru'lJeJ'IeJtlmru~11 VlfleJeJn 1 tl'UeJf1tJ~ b 1 ru~1 i.:~1'U b ~eJu eJ'In'W 
, QJ QJ , 

hn ~rn ~&.~~?t1m';itl~tJ~.:~~ruru1ru~1nm tJ'U€1 nmfl1';i Vl~eJtJ~ b 1 ru'lJeJtJ b 'lJl'l~mtJ fl&.~ 1~ 
'\J Q.l QJ , 



- ®b'll -

~.b'll . <t ~~bbG'l'j~'I.Ju ~e:J'lb~e:Jnt-b'rh~'l?i'l1~bvtlJ1~?flJnu~'Uvhi.nu bbG'l~~mi.'11'j'J"iJ';hG1ruru1ru 
'-1\1 Ql Ql 

t1 1 vtG'le:Je:Jn 1 'l.J.rm.J'We:Jnvt~e:J hJ 'Ue:Jn"il1ndm'j 1 otlb?f1mml"l~ bl"l~~?f1lJ1'jtJfhvt'W~Vil"l'V11'ln1'j bb vdm~"il1t.J "1l e:J'l 
G1ruru1ru m"il'li1t.JG'l~m'jt1 1 vtG'1"1Je:J'lG1ruru1ru 1~~~'\.J v Ql QJ Q.l 

~.b'll.b ~~bbm~'\J'\J ~e:J'l'Vhn1'jb'l.J~t.J'Urh SSID (Service Set Identifier) ~tlnf11vt'U~bU'Urll 
~~ ~ 

~'I'Je:JG'll?i' (Default) lJ1"il1n~t:-J~t~rvi'UV1~'l!1e:J'l.Jmrum~"il1t.JG1ruru1rulJ11-tl''l1'\.J 
\f , v Ql 

hb'll.b'll ~~bbm~uu ~e:J'lb'lJ~t.J'Urh~e:Jge:JnB'WbbG'l~'j~?f~1'Ui.'11vtrum'j~'l~1mTv11'l1'U"1le:J'le:J 'l.Jmru 
~ ~ ' 

H?t1t.J bbG'l~~mbm~uu ~e:J'lb~e:Jn 1 -tl~e:Jge:JnB'WbbG'l~'j~?f~1'W~i1rn1lJfl1~bm 1~mn b ~m'1e:J'ln'Wm"illJ~1lJ1 ~ 
~~ ~ 

?f1m'jm~1 vt~m"il1~'j~?f1m~f.J~1f.J 

hb'll.~ ~~bbG'l'j~'\J'\J ~e:J'ln1vt'U~~11i (WEP : Wired Equipment Privacy) vt~e:J (WPA : 

Wi-Fi Protected Access) 1'!.Jn1'jbi1'j~?fie:JlJG'l'j~Wi1'l Wireless LAN Client bbG'l~e:J'l.Jmrum~"il1f.JG1ruru1ru cu 't v v 

b~e:J 1 ~mnl1ie:Jm'j~n~u"il~'li1f.J 1 Vf'l.JG'le:J~.tlf.Jmn~'l~'U 
' 

~. b'll .~ ~~bbG'l'j~'\J'\J ~mb~e:Jn1-tl15m'jfl1'\JfllJvtlJ1mG'l"1le:J'l.Jmru bbG'l~~mrl-tl (Username) 
\J\J , , 'U 

'j~?f~1'\.J (Password) "1Je:J'lrn off~iJ?i'Vl51 '\.Jn1'jbi11 otl'l1'\.J'j~'\J'\Jbfl~e:J'Ii1f.J 1 ~?f1f.J L~t.J"il~e:J'Uru1\1l bQ~1~e:J'lJ mru~iJ \J , Ql , 

V!lJ1f.J bG'l"1Je:J'lJ mrubbG'l~~e:Jrn otl'j~?f~1'\.J\111lJ~f1'1vt'U~ 11 bVh,f'U 1 Vlbi11 otlbfl~e:J'Ii1f.J 1 ~?f1tl 1~e:J~1'ltln~e:J'l ' ~ ~ 

hb'll.®o ~ ~ bbG'l'j~'\J'\J ~m~ ~~'11 'VJ11e:JG'lr;l (Firewall) 'j~V!l1'lbfl~e:J'Ii1f.J H?l1f.Jtl'\J bfl~e:J 'Ii 1f.J 
~~ 

m t.J 1 'U n m '\J t1J •1.11 m 'j n m ~ ~ 1 'Vl fJ 

hb'll.®® ~~bbm~uu ~e:J'ln1vt'U~ 1 ~m m '\.J'j~uu bfl~e:J'Ii1t.J 1 ~?f1t.J &l~~ e:J~e:J?f1'j 1~bQ~1~nu 
~~ ~ 

(VPN : Virtual Private Network) b~e:J'Ii1mJe:J'ltl'\.Jn1'jhlJ~ 
hb'll . ®~ ~~bbm~uu ~e:J.:~1-tl'lll!e:J'VJI?i'bn1 vt~mn1~bb11m1"il?feJ'Ufn1lJ~'Ufl'l'lJG'le:J~nf.J "1l e:J.:J 

~~ 

'j~'\J'\J bfl~e:J'Il1 fJ 1 ~?f1f.JB ~ 1'l?tJ1 b?flJe:J b ~ e:Jfle:Jf.Jm1"il?fe:J'U bbG'l~'I.J' 'Ui!i m vt\11 m'jru~tl1?t'l61 fJ bfl ~~'U 1 '!.J'j~'\J'\J bfl~e:J'Ii 1f.J 
' 

1 ~?f1t.J bbG'l~uje:Jm1"il?fe:J'U~'\Jm'j 1 otl'lTW'j~'\J'\Jbfl~e:J'Ii1f.J 1 ~?f1t.J~ ~~'l.Jn~1 Vl'j1t.J'l1'UI1ie:J ~eJ1'\.J1f.Jn1'j\"l'\.J~ b'VlflL 'U LG'l~ 
~ ~ 

?f1'j?f'\.Jb 'Vll"l'Vlvt1'j mlJm'j~e:J?f1'j'VlV!1'j 'VJ'j1'\J 1~ f.J~'WV1 

~. ~ m 'jr n~1fl11lJ~'Ufl'lDG'le:J~Jl t.J'Vl1'l~1'\.Jn1t.J.fn~bbG'l~~ 'lbbd~~ e:JlJ (Physical and Environmental 

Security) ~'l.Q 
~-~. (9) m'jf1'1vt'U~u~b1ru~~e:J'lvhm'jrn~1rn1lJ~'Ufl.:~'lJG'le:J~.nf.J 

~-~ - <9> . (9) 1 Vf 1"1'\.J~ b 'Vlfl1 'U LG'l ~?f1'j?f'\.Jb 'Vll"l'Vlvt1'j mlJ m'j~e:J?f1'j'Vlvt1'j b tl'U~ n1vt'U~ 
~ ~ 

~'W~1 i'l1'\.J'j~uu ?f1'j?f'\.Jb 'Vll"l bbG'l~ m'j~e:J?f1'j 1 ~-d~ b "il'U bbG'l ~~ ~vh bb~'Uer'l bb?t~ '! \1\'1 bb vttl'l"1JB'l~'U~1 i 'l1 '\.J bbG'l ~ 
'\.J'j~ml"11 ~ru'Vl'j1'1J~1n'U 1~f.Jmt.J 1 'Une:~'l'I.J' t~J•1nm'jne:J'l~~ 1 'Vlt.J ~B'l~1 bb'WmbG'l~n1vt'U~~'U~"1le:J'lbfl~B'l bbl1 '1l 1t.J 
~'l.Jmrubfl~B'lbb~'ll1t.J 'j~'\Jub 'Vlfl1 'U 1G'l~?f1'j?f'!.Jb'Vl1"111i1'l ~ e:~~1'lbvtlJ1~?tlJ bbG'l~ 1 Vff1'1vt'U~~'U~rn~1fl11lJ~'Ufl'l 
'l.JG'le:J~.tl f.J"1le:J'l'j~'\J'U?f1'j?f'\.Jb 'Vll"lbbG'l~ bfl~B'Il1 fJ ne:J'lDru"111m'jneJ.:J~~ 1 'Vlf.J i1"il~'l.J'j~?f'l fl1 '\.Jn1'j b~1'j~1'lrn'U fllJ 

"' ' ' 
nT~-rn~1fl11lJ~'Ufl.:JtlG'leJ~nf.J "il1n~~1~1~-r'Ue:l'4t!J1\1l 'j'JlJ~.:JDB.:Jn'Um1lJb~t.Jvt1f.J~'U ~ ~e:J1"ilbfl~~'U L~f.Jm 'j 
n1vt'U~~'U~~.:~n~11 m"ilbbD'le:Je:Jn 1~b tl'U 

~-~-® .®(®) ~'U~'Vh'l1'\.J 
~-~ - <9> . <9>(~) ~'U~~~~'lbbG'l~~~bnue:~'l.Jmru'j~uu?f1'j?f'\.Jb'Vll"lvt~m~uubfl~e:J'Ii 1f.J 

' 
~-~-® .®(rn) ~'Um i'l1'\.J'j~'tJ'U bfl~e:J'Ii1f.J 1 ~?f1 f.J 

1" ~ ~~-~.®-~ VI ~'U f.J ... 



- @)~ -

h~. <9l -~ 1~ fil'U~b'Vlfll'Ul6'1~~11~'Ub'Vlfil'VIVI11 n1~fn1~€l~11'VIVI11 btJ'Uerfl1VI'U~~'Vl5 
'V 'V 

1 -urn1b .rr1(1-1~-uvi1 otl-11'U1~'U'U b 'Vlfll -u l6'1~~11~'Ub 'Vlfil bb6l~rn1~€l~11 b ~€ltJl)u~wu1~m~~Hi'-r'U~€l'UVI~1 CJ 

€l~1-1fl1'U~1'U 'll1~n€l'U~1CJ 

h~.@l.~(~) n1VI'U~erihru1~-r'U~~'I1€l'Um1u-uVim1Li1 - €l€ln~-u~ 1~CJ~~v11 
'V 

~ v ~ v ~ d 
LU'Ub€ln~11 "'U'U'Vlnrn1L"ll1 - Be:Jn'V-l'U'Vl" 

h~.<9l -~(rn) ~~1~ih~1wU1~ b~€lvl1wU1~~11~~€l'Uth~1~m1b-rr1- BBn~'U~ 
Ltl-utJ1~"i11'Vln1'-u LL6't~~B-1'll-r'Utl1-111CJrn1erii~'Vl5L.rr1 - BBn~-u~ u6'1~ @) fl~-1Ltl'UB~1-1UBCJ 

' ' 'V 

~-~. @). ~( <s:') 'U flf\6'1 .fl1CJ'U€lm .rr1~1~ ~~ €1~ €l-16'1-1~€l"ll€l B'U ru1 ~ rn1 b .rr1 - €l€l n 
' '"' 

1-uLb'U'U'VJ€l{~m1L.rr1 - ere:Jn 1~fln~B-1bb6't~~~~B-1iiL~1VIU1~€l~tl'U'Uflfl6't~m~~~€l~6'1B~nm 
. 'U 'U q 

h~.<9l-~(<t) 'Uflfl6't~'U~iJVIU1~b~m.rr€l-1"llm.rr1~'U~ ~B-1~11~~€l'U b'VI~~6'1 
' ' 

d 
~11~-ub 'Vlfil'VIVI11 m~rn1~€l~11'VIVI11 

h ~-@). ~( ~) iJ 1~'U'U~u'U~'U -um1vl1-11'U"ll€l-11~'U'U~11~'Ub'Vlfil"ll€l-1 nB-1u ru•1nm1 
' "' 

ne:J-1Vi''V-l1 'VICJ ~by; CJ-1'V-l€l~Bm1~~mrn1 1 -tl-11-u 1~ CJ 1 ~iJ1~'U'U~'U L 'V-l~-1 1~'U'UtJ-r'UB1rnfil LL6'1 ~m'U fl~f\11~~-u 
' 

bb6't~~B-11'1 11 ~~B'UVI~€l'Vl~~€l'U 1~'U'U ~U'U~'U'U b Vl~1t!'U€l ~1-1~J1 b~~€1 1 ~J'U 1 ~ 1~111~'U'Uvl1-11'UI'l1~tJ n ~ 
' 

bb6'1~6't~fl11~b~CJ-1~1nrn1~~b VIm 1 'Ufn1vl1-11'U"ll€l-11~'U'U 
... ' ' 

h~.@l .~(ci) ~~l?l-11~bb~-1b~€l'U LYlmL~-1b~B-umruvh~'U'U~u'U~-u-um1'Yl1-11'U 
' 

fl1CJ 1 'U~B-1 bfl~€l-1vl1-11'U~~tJ n~VI~BVICJ~fn1vl1-11'U 
' 

~-~-~ n11b~'U~1CJ1'VJ~1CJ~B~11 bb6'1~~1mflbU6't~'U "1 ~€l-1~1b'U'Urn1 ~-1d 
h ~. h <9l ~ n~ mn11b~'U~1CJi1 qjqj1fl.!bfl~B'IhCJ"llm nmu ~1n11n€l-1Vl'V-l1'VICJ 1-u~ n~~ 

~~B-1~1'Ub.rr11 tJ1 'U'U~nru~ii'Uflfl6't.fl1CJ'U€lm.rr1(1-11~ 
' 

~-~· h ~ iJ mn'U~1CJi1 qjqj1tu~ 1-1 "1 b~BD mn-um1~ n~'Ui1 qjqj1tu mBm1\?l ~~1CJi1 qjqj1ru 

b~€lvl11 ~bfl~fl11~b~CJVI1CJ 
h~.hrn L~'U~1CJi1qJqJ1ru~B~11bb6'1~~1CJ1vJvhLCJn€le:Jn~1nn-u b~Bi1mn-um1Lb'Vl1mb61.l-1 

1'U m-u"lJ B-1i1 '1J '1J1 ru~-1 n-u bb6'1 ~ n-u 

~-~-~-~ ~~vl1D1CJ~mh'VI-r'U~1 CJi1mru1ru bb6'1 ~'U'UB't.J mcl b ~BDB-1tl'U rn1\?l ~~ €l 
"'"' ' 



- (9)~ -

I V I V 

®.~. h~ ~1 b U 'U f11'Hhr"J lil 'j~'lJ'U ?11 tJ G1 ru ru1ru ~fl6'f1'j"VJ'l'VIl.l~ b Yh:J m1 :UV11 f11 'j ~ ~(>) 'l ... ... 

B'lJmru~ f1'<il'UG1ruru1ru 1~ m.JhJ'lJ'j~?l'lfi~ 
'I cv Ql "' 

~-~. rn f11'j"D11'l~m~1e:J'lJmru ~e:J'l~1b'U'Um'j ~'ld 
' ' 

tv.~.rn.(9) n1VI'U~f111D11'l~m~1e:J'lJmrul'11l.l1e:J'U1~t.J~ b 1m~bb 'U~'I111~t.J~c..~~ 101 
' ' 'U 

~-~.rn .~ 'lJn'lJ~I'11l.lfl1bb'U~'I111 'Uf111D11'l~m~11'11l.l~~c..~~l'1bb 'U~'I11 
:'..! ' 'U 

tv.~ . rn . rn '<il~ bfl'UD'UVif1n:u m1l.lf111D11'l~moJ18U mru ~1VI~'U m11 ~'U~f11'j"Vlf1fl~'l 
' ' ' 

b~B1m'Uf1111'111:U?I8'U VI~8U1~biJ'U1 'U.fnt.JVI~'l 
~-~.rn .~ ~~bflUU'WVinuruVI1 bbG'i~oU8'Uf1'1"de:J'l'll8'le:J'lJmru~'Y-l'U b~B1m'Wm1'lJ1~biJ'U 

... ' 

h~.rn.ct m'Ufll.lbbG'i~?le:J~?ie:J'l~bbG'im1'lJnD'~<l1'U'lle:J'lm~'U~m1mt.J'Ue:Jf1 ~l.l1vhm1 
q "' d.J 'U 

D11'l~m~1e:J'lJmrufl1t.J 1 'U f18'lDru"IJ1m1f1e:J'lVi''Y-l1 Vlt.J 
' ' ... 

tv.~.rn.b ~ ~ 1 ~v11m1e:J'U~~~VlTim1 b oU1G'le:J'lJ mru~i1.Ue:Jl.l6'1 ~1~ru 1~ t1 ~~'U~1'l 
, , '\J Ql "' 

1 ~'U~m1:u1f1mt.J'Ue:Jf1~m'Vl1m1't111'l~mne:JtJ mru b ~e:Jue:J'ln'U m1b i1(i'l1~ t1 hJ1~~'U B'U ru1101 
'I 'I , v 

bb6'1~1'1111il?I8'Uf111'1111~b~t.JVI1t.J'll8'l8Uf11ru~1t.J 
' ' 

~-~-~.ct D'UVif1oU8l.IG'lmTu1e:J'lJmru'lle:J'l f18'lD ru"IJ1f111f18'lVJ'Y-l1 Vlt.J 88f1 h.rt i'l1'U'Ue:Jf1 
'U ' ... 

f1mDru"ll1f111f18'lYl'Y-lbVlt.J b~mm11btl'UVI~mi1'UUB'ln'Umi?lru'V11t.J 11l.l~'lD'UVif1ie:Jl.IG'ib~l.lb~l.lb~8'1118'lJmru 
Q.J d.li . '\J Ql 'U , 

h~.cr m1~~m1e:JtJmruminue:J~'U8f1 f18'lDru'l.l1m1f1B'lVi''Y-l1 Vlt.J ~'ld 
' 'U ... 

h~.ct.<9l n1VI'U~l.l11'11f111m1l.IUG'ie:J~i1t.J b~8Ue:J'ln'Wm1l.lb~t.J'llil1f1m1'111B'lJmru 
' 

VI~8~'UVl~'Y-l~'lJ8'l f18'lDill"IJ1f111f18'lVl'Y-lb Vlt.J 88f1b tJ1i'l1'U ... 

~.~.ct. rn b41vru1~i1 m1l.l~'U~ ~'l.le:J'UB'lJmruVI1e:J~'UVl-r'Y-l6 b~ii B'UbD 'U~'UV1-r'Y-l6 'lle:J'll'l'Ube:J'l 
' 

~-~.b m1n1~~Bumru'VI~Bm1'111Bumruf1~'Ul.J11i'l1'U~f1fl~'l ~'ld 
' ' 

h~. b . (9) ~ B'lvl16'11t.JoU8l.l6'1G11~ ru 1 'U e:J'lJ mrune:J'U~:u ~ n1'<il~e:1tJ mru~'l f1~11 
\J Q.l 'I , 

1~-~.b.\v i1m1'11f111 ... 



.... 

···Ln.t'OO~!.LU u:J·~·q; 

fMt!.LU~rb~fbrbM!.Jl-1J1trl.r.l~f1,1N~}!J r.liAtM.~t-BU!.LULJl.fu~U l&!1lWrt~tt-B)!Jrl.Q1L~~Lit~!.fbrbt-rl.L~rl.t111t-Llt'~l!. I I I f'l 

leliA m~!.L~n.n.~!.t-Bil.!.LU ~_Q. ~fbrbrb~!.N~fl, 1mr.l ~fl, H.LUrl.!} 1L ~rl.l';111t-LlWl!.LI!. ~ G)·G)·~·G) 

tLU~rb~fbn.n.~tN~fb 1mr.l ~fl, 1 

tLUrl.!} 1 L~~l!.l1rl.B~rl.liA.rbiA~~11 rbB~~IA.tLUrl.!} 1 L~tLU n.1 BM.b'r.l~ 1L~l 1~fl.,CbL~if1, m~~h,» 1 @~ 1!-LU~~r,n.n.~t 
' " ' ... 

t-~r,1mr.l~r,1tLUrblAW~1n.L!.IArbk~t leiiA.m~tL~n.n.~trbllt'Bfl-W~1~~»1t-~11 ®·G)·~·G) 

tLU ~_Q.~r,n.n.~tb'~r, 1mr.l ~fl, 1 ~ULI!.t-~lf1,r.lLlJleiiA m~!.L~n.n.~tt-Bil.rl.Lt-L ,lA!.LUrl.liA.rbiA.tLU G)·~· G) 

Lrl.t'OOM.!.LULIA.rl.~ltt 1 ~I!.IA.rl.BU t'b 0 t1i ':=' f"' I 

' ' t-tfbrbkfb!.LUt-B~~leiiA.m~tL~n.n.~!.n.klr1,L~ leiiA.m~!.L~t-LIA!.LUt-B~ItLl~n.~t ~·®·~·G) 

lt~~Litlr1,1l1L~l1~r.l~tltL~ fl.,CbL~Ir1,1L~m~~1Jbtrb~Ub'B~rl.Q>1L~l1t)!Wrl.J!l1Am~tL~n.n.~tb'Bil.b'B~lr.l~1l1 ~n.~r,n.B~n.~ I /5 I I I f1 

... ' ~~11 lt~1lei1A m~tL~n.n.~tn.llt-B~W~1~~1tB~ L~mHl 11~fvi.Bllsn.~1~~ ~·®·~·G) 

leliA m~tL~n.n.~ttLU~n.» tb'B~~mn.t-~~~tLUrl.!} 1L~rl.B~ rl.l~n.t~b'L~BleiiA m~tL~ 
' " ... 

n.n.nt-Bil.r.l,V~B~r,t-~n.~mLl~rl.L~n.B~~IA.tLUL,lAt'B ~ t'Bflolr.l ~1 ~~» b j!ll"®)."J"G) 

leliA m~tL~n.n.~tl~rl.Q 1~}l 11!!lfvi.Blls~~11 !.LU ~n.~r,n.n.~!. 

}l 11 !!lfvi.Bllst-~ tLu~n.» WrilL~ft11}B~1 l~rtB~b'B~~mn.t-~~~tLun.r: 1L~n.B~BM.t-r.l~ me.~n.t~b'L~B_¥ t ~n.lr1,L~l1 
f1 I I f'l I 

' ... ... 
~b'~~tr,~ l!.ltL~leiiA m~tL~n.n.~tn.B~~IA.tLUL lt\.b'B Jil b'@ ~W ~1 ~ ~@ ~if1, rl.Lb' ~ W » 1 ~.®.~.G) 

r.l~~B~r,t-~n.~rtLl~~~~n.Ll3~n. 1.¥ lleiiA m~tL~ 

n.n.~!.t-Bil.}l 11~fvi.Bllsrbklr1,L~ (AH~Jq!l) ltW11tr,lt-~~~~11n._Q.Ofl.J!l~~tn.~1~~ ~-®·~·G) 

~ fl.,CbtLU~n.~ WrilL~ft11 
" ' 

}B~1l~rt@~t-B~~mt leiiA.m~tL~n.n.~tt-Bfl. (apo) aJJnos) n.,et.on.~~k\tt-~~~ftt ))"®·~·G) 
' " 

rl.Lb'n.n. 1L~tLUfl.@Ub'~~~ "=:7 0 I rb 1:::7 

" ' ' » 1~,.ltrl.@@fl.t-@~ leliA m~tL~n.n.~tt-Bfl.}l 11!!lfvi.Bllst-tr,n.kr,B~if1,t-~~~tLU u:J"®·~·G) 

" ~ ... 

IillA t M.~t-@UtLULll.fli_Q.t-@U t-@fl.leiiA m~tL~n.n.~t@~t-~r, 1mr.l~r, 1!-LUrl.!} 1 L~~L_Q.Ir1,L,lA~ 
~ ...... 

rl.Q1~1!.l& fl.,CbL!A. 1fULrtLp.rtLl~~@~if1, l~111t!.rb@tLUrbk~tl& n.n.~!-~11 ~~ ~ b G)·®·~·G) 
' " ' 

' fl.,CbleiiA m~tL~n.n.~t@~~l&U~~Q.~r.lir1,tLUB~if1, r.lL!r1,r.l~1 ltLl~rl.llt'BQ.B~ 1 
" ' ' 

~ ' IillA t M.~t-@UtLULQ.fU_Q.t-BU t'@fl.leiiA m~tL~n.n.~t@~t-~r, 1mr.l ~r, 1tLUrt~n.l~ ®"®.~-G) 

' tLu&n.» WrilL~ft11}B~1 l~rtB~b'B~~1b'~ r. tb'~}l 11~fvi.Bllsb'~~~tLUrt~n.l~tLu ®·~·G) 
' ' " 

t}>b'l4 tLUrl.!}1L~ r.lL~ft11}B~1l~lt@~b'@~~1b'~L~1tLU ~·G) 
" ' 

fl.,Cb!.L~U@1 fl. UJ11 t-~r, 1mr.l~r,1B~if1, t-~L~ 1tLUrl.,Vt-BQ.B~ 1 ~t} 1}BIA m~n.n.~t~~11 ~m!.LQL~r.lL~@~~mn.rB 
" ' ' 

' tM. 11r.ll';11@tif1,rbU1~ !!.lA leilA m~tL~n.n.~tn.Ut-@fl.lr.l U1 IA.tL~UB1t-l3Lfl. 1tLUrt~n.l~ u:J"W~·G) 
I 1';:7 ~ t'bf=" t'b t1i F F'" p t1i 

... ' fl.,Cbrbrb~!.t-Bfl.L~1rl.Q>1~r.l~llei1Am~!.L~n.n.~tn.llt'B~W~1~L~UB1t-~L~1tLUit~n.~ G)·w~·G) 
" ' ' 

r.l~~B~r,b'~n.~~~n.Ll3~n. 1.¥ lleiiA m~tL~n.n.~trbllb'B~W~1~tL~U@1 n.~1~~ ®·w~·G) 

t}>t'l4 leliA m~tL~n.n.~ttL~UB1n.klr1,L~r.l~~@~r,b'~rl.,.ltltLl~LRUktLU j!ll·~·G) 
" ' ~ ... 

~t fl.,Cbffi~L~~It@~ 
" b 1'\ A b i"b b 

t-~L~ 1~ t,rtt rl.llt'BQ.B~ 1 f1, t B~n.Lt-}lotfb trt,Cbtutur,BL,tbfl.~~~ t ~LfUrl.@~i!.l&rl.@~~ltB~n.~1~~n.kif1,L~ tuWfbBrl.1 I II I I 

~ ... ... 
m~L~ItLl~~~~ltB~n.n.n.~~lt@~n.r.l~1B~If1,n.~tLUrtt~!}~IA1@~if1,tLUt~Lit~ G)·~·~·G) 

-OG) -



hti.rn fnd~w.J'W16!le:l'W~lbbdTI~CJVltl1CJ'l1'W.fm.J 'U e:J fl 

~.ci.rn . {9) fn'Uflll n1dfrw.J'W16!le:J'V'lt~hn~~~ ~ ~1'l\11fl'U fl fl~ Vl~e:JV!tl1 CJ'l1'W.fl1 CJ'W e:J n 
' ' 

~.ci. rn .~ d~'U-h1fld~~bu'Weri1~vt51'W~uvl~~~vnrururu16'11murn?tl?i''Uou'U 1'WmdYrw.J'W1 
" 'U QJ v 

~.m'V'l\>l bb 1ft~ CJ er~'U~1'~1 ~'U ~md~ 1 nm CJ'Ue:J n 
'U 

' ~ ' 
h ci.rn. g) n1Vl'U ~ b~e:J'lfnd?f'l'd'U~vt5Vi~~~ dd~ ?fe:J'UJi'1'U flu.!.fl1~ bb6'1 ~ fn 1llfl n 1?1 e:J 'l"tl e:J 'l 

' 'U 

6!!-e:J'V'l\>l bb 1{ ~~w.J'W11~CJm ~'U~mdmCJ'We:Jn 1~m~'U 111 'U61ruru141'l~vhn'Um ~'U~md.fl 1CJ'Ue:JntT'U 
'U q v v 'U 

" " ~~~'ltle:J'U~1btJ'Ufnd~~~'l 

hci.~ ll1~dfndfld'Uflll"lie:J'l1 WJV11'l b VlfltJfl 
' 

~.ci .~. {9) fnd~~VllUt\j~"tle:J'ld~'U'U?f1d?f'WbVI~ b~B1i6'11Vl~'Um~'U1'Wfnd'U~Vl1d~~fnd 
"lieJ'l1 WJ"tleJ'ld~'U'Ub'Vl~1tT'W l?i'eJ'l~1btJ'WfndU'W'Yin ~'l~eJ 1 tJd 

" ~1btJ'Ufl1d ~'lil 

~.ti .~. (9)( (9) ) ~e:J6!!e:J'V'l\>lbn{bb~~~'Wmi'l1'U 
' 

~.ci.~. (9)(~) ?ffi1'U~~~~'l 
~.ci.~. (9)(rn) bfl~e:J'l~~~~'l 
~.ti .~. (9)(~) er~~~6!!e:J'V'l\>lbn~ 

'U 

~.ti .~. (9)(cr) ~m.m6'11Vl~'U~~~eJer~~~Vl~eJer~w.J'U16!!e:J'V'l\>lbn{tT'U 61 
'U " " I 

~.ci.~. ~ ~~md"lim1 wi~6'11~1\J"tle:l'ld~'U'U?f1d?f'Wbvt~e:J~1'l b Vlll1~?fll1~CJ~'WV1 
~.ci .~.rn fld~'U1'Un1d'U~Vl1d~~n1d"lie:J'l1 WJ "1Je:J'ld~'U'U?f1d?f'Ubvt~1 ~ er~bb~d~'U 'U 

'U'U 

~ . ci . ~- rn( (9)) b~1d~l'l~~~1ll th~biJ'Ufld1llb~CJ'l 6'11Vl~'U"Iie:J'l1 WJ"tle:l'ld~'U'U 
?f1d?f'Ubvt~ddll~'~fl1dtb~?f1'U'l1'Ub ~e:J 1 ~er~bMm~m~1b iJ'Umdbbm "1l"lim1 wi ~1llfl11llb Vlll1~?fll 

'U 

~.ti .~. rn(~) n1Vl'U~~1bb'Vltl~~elll6'l"li11?f1d b~el 1m 'Ufnd~ ~~111"1ieJ~ 1 WJ"tlel~ 
'U 

d~'U'U?f1d?f'UbVI~"tle:J~ fle:J~Ut\j'l.11fl1dfle:l~~~ 1 VICJ 

~.ti.~.rn(rn) n1Vl'U~ 1 ~er~bMCJ1~e:J'l~1btJ'Ufl1dth~ biJ'Ufl11llb~CJ'~ b~e:J 1Ji'~'U 
'U 

fl1d bb ~'l'Vl~e:JVld1'U b~ mn'U"Iie:J'l1 Vl1J'W 

hci.~.rn(~) u~md 1 i~1'U Vl~e:Jfl1'Uflllfl1db ~1~eJ~~m i6'11Vl~'U~dd~?feJ'U 
' 

bb~ ~'IJ ~'U bb~'~ d ~'U 'U 1 ~ i'l1'U 1JJ e:1 ~ 1~1il1n ~d~ CJ~ b 1mwh~li11b tl'U 1~ CJ I?i' e:J'l1Ji' ~'Umde:J'U ru1~~1ner ~'U ~ ~'l.le:J'U b tl 'U 
' "' 'U 

~.ci. <r mdu'WVi m VI~ mdru~ bM CJ1~e:J~n'U md 1 i~1'Wd~'U'U?f1d?f'W b vt~ (Audit Logging) 
' 

l?i'e:J 'lU'WVifl~(j~mdllfl1d1i'l1'W (Log) fl1dboU1(i'ld~'U'U?f1d?f'Wbvt~ ~'l.Q' 
i/ Q.l q ~II 

~.ti . <r. (9) "1le:Jll~'Uru'l.1~ b'l.1'l1'W 
'U "' 'U 

i.l Q.l d il d 

~.ci . ct.~ "1le:Jllm'Wnmvtb"tl1fi'ld~'U'U 
'U 



' "' il "O Q.I.c::::rl.r::::~t.d 

hti . cr.~ "lle:Jl.lm'V!~m~ru6'11r~ru'VlbfWl"ll'U 
~ ' ~ 

hti.cr.cr oUe:Jl.lflfl1~U'U'VimoU'11 otl'-:~1'U (Login) ~-:~~~1b ~'lbbfl~ 1l1~1b ~'1 
~ 

hci.cr. b oUe:Jl.lflr111l.!Vm1ml.l 1 'Ufl1~boU1i'i-:~'Vl.:ryjmm ~-:~~611b~"ilbbfl~ 1l1611b ~"il 
~ 

hti. cr.~ oUell.lflfl1~b tl~E.J'Ufl1~vl1-:11'U~'U~1'U ( Confiourat ion) "llel~~~'U'U 
~ ~ ~ 

hci.cr.~ oUeJ~mb6'1~~m~1 otl~1'Ubbe:Jyjyj~hr~.ff'U hJ~bbmmJ ~~ ~n~ (Application) 

h<i.<r.<i oUe:Jl.lmb6'1~-:~m~boU'1i'i-:~1vMbbf1~m~m~v11m~btl~ tl~ b~E.J'U 'Vl~mh'Ufr'U 1vM 
~ 

hti.cf.<9lo oUell.lflbfl"lJ~eJ~1eJVl~boU1i'i-:! IP (Internet Protocol) 
~ ~ 

hti.ct.<9l<9l oUe:Jl.lf11 yj~ 1 'Vlfle:Jfl br~~mhE.Jm i (Prot ocol) 
~ 

h<i .cr. (9)~ oUe:Jl.lfl bb6'1~-:~ m~'V! E.J~ m~v11-:J1'U"lleJ-:J~~'U'UoUeJ-:~ n'U 11.:r6'1r~e:Jl.!Yh b~ e:J1 
~ ' 

hti.cf.<9lrn oUe:ll.lfl bb6'1~-:Jfl1~611~el-:JoUell.Jfl1ll611b ~"il 
~ ~ 

~.<9lo m~m'U~l.lm~boU1- e:Je:Jn~ffiffi'U~l.l~~'Ubfl~&1hE.J (Network System Control Room) b1lm11'V!'U~ 

l.l1~~m~m'Ur~l.lbbf1~i1 e:J~n'U m~.:rm~1m1l.l~'Ur~~'IJf1eJ~.fl E.J~ b~ moU'eJ-:~n'Um~boU'11 otl'-:~1'U 'Vl~e:Jm~b oU'1i'i-:~~mr~1'Ufll.l 
' ' 

~~'U'Ubr~~e:J-:~r~e:Jl.!Vl1b~e:J1 e:Jtlmrubr~~mhE.J bbfl~~~'U'Ub 'Vlr~1 'U 1r1 ~"1~61'Ub'Vll"l iJ1 ~'U r~r~r1~wi1 B1'U1"il'V!u1~ b~ m .U e:J -:~ 
' ' 

1"Um~tl~'U1i'Vl'u1~boU'1i'i-:~ ~1-:~i bbm"ll btl~E.J'Ubb'I.Jfl~~~'U'Ub'Vlr~1"U1f1~6'11~6'1'Ub'Vll"l bbf1~m~~e:J6'11~~611A'111 ~-:~"il~'Yl11~bfi~ 
r111l.lb~E.J'V!1E.J~e:J.u'e:Jl.lfl bbfl~~~'U'UoUe:Jl.lfl"lleJ~ ne:J~uru'1J1m~nm~yj 1 'VIE.J 1~ E.J~e:J~01'V!'U~m~'U1'Um~r~1'Ufll.l 

~ ~ ~ , 
m~b-rr1 - e:Je:Jn~bb~n~1~n'U"lle:J~n~l.l'Ur~r~f1~1~61 ~iir~11l.l~hiJ'U~el~ b.u1eleln~eJ~r~1'Ur~l.J~~'U'Ubr~~eJ·1hE.J ~~.n , , I , 

il..:::rl .c::::rl iJ' il .c:;:,l Q.l ..:::.. 

~.(9)0 . (9) t:-J'Vlbf1E.J1"llm 'U'Vl'U1'Vl bbfl~'V!'U1'Vl~'Ut:-J~'1le:J'U 
~ 

Q.l i.l ~ I .:::.. ..:::., f( ~ 

h <9lo. (9) . (9) 'V!1'V!'U1~1'U~~'U'U bfl~e:J"ll1 E.J bbfl ~'U~m~~~'U'Ue:J'U b 'Vlmb 'U ~ 

~.<9lo.<9l.<9l(<9l) eJ'UiJ~~'Vl5m~ b .U1 - e:Je:J n ~'U~1 otl'-:~1'U~~'U'U b 'Vl r~1 'U 1r1 ~ 
' 

il i.l ~ I 

~.(9)0 . (9).~ t:-J~bbf1'V!mr~1'Ur~m~'U'Ubfl~e:J"ll1E.J 
~ ~ ' 
~~1"il6'1e:J'U~ bbfl'U r~r~fl~"lle:Je:J'U ru1~ b oU1l.l1.fl1E.J 1 'U l"l'UEJ b'Vlr~1 'U 1r1~ 6'11~6'1'Ub'Vll"l'Vl'V!1~ cu , , QJ 'U 

ml.lm~~e:J6'11~'Vl'V!1~ m~'IJ~-U'~1 ~tl~-U'~ ~1l.l~~bD E.J'Ubbfl~n~ bnrus;i"lle:J-:J~e:J-:~r~1'U~m~'U'U brl~mhE.Je:J~ 1-:J bfl~ -:~r~ .:r ~ 
II il' ~ 11.1 il 

~. (9) o . ~ m~'U1 'Um~fl1'Ufll.lm~b"ll1 - e:Je:Jn'V!e:J~fl1'Uflm~'U'Ubfl~e:J"ll 1E.J e.J ~ bb6'l'V!e:J~m'Ur~l.l~~'U 'U , , cu cu , 

bfl~e:J·1hmb6'l~b~1'V!LJ1~ i1bb'U1'Vl1-:Jtl~-tm ~-:~-d' 
~ . (9) 0. h (9) ~ ~ bbfl~el-:Jffi'Ufll.l~~'U'Ubrl~ rnl1E.J ~ el-:Jvl1f11~01'V!'U~~ 'Vl5'U flr16'11'Um~b orr 1 - e:Je:Jf) cucu , , 

~eJ-:Jm'U~l.l~~'U'Ubfl~tl"lhE.J 1~E.Jb\ll"j1~L<rlmmmE.J 1 'U b~1'V!LJ1~'\.J~-U'~-:~1'Ufle:Jl.!Vl1b~e:J1 (Computer Operator) 

b~1'V!LJ1~~~ bbfl~~~'U'U (System Administrator) ~tl~D~'V!LJ1~~ b~E.J1oUeJ-:Ibb6'l~~eJ-:Jvl1m~-U''UVin " 'VI~ b DE.J'U 

~.C9)o .~ .~ ~'Vl51'Um~boU1- e:Je:Jn~rn~1~ 1fl1E.J1'U~e:J-:~m'U~l.l~~'U'Ubfl~rnl1E.J"llffib~1'V!LJ1~ 
bb~6'l~fl'U~e:J-:~ 1~.:r'Um~e:J'U~"il1n ~BTU1E.Jfl1~1"1'UEJ b'Vlr~1 'U 16'1~6'11~6'1'Ub'Vll"l'Vl'V!1~ ml.lm~~e:J6'11~'Vl'V!1~ 'V!~e:J~~ , cu 'U '\J 

/l ...... ~~'Ul.lel'U ... 



- \vm-

i.l ..::!:il I d i,.l I Q.l 

BBn~B~~1U~~~~UUb~~B~1~n~B~~1U~~B~1~~~n~ , , , 
~ - C9>o . ®. ~ rn~bi 1i1~'IXB~mu~m~uu b~~mh~~ B~i;NUt!'Vi n~1~bbUUY'JBi~~~~u 11 , , 

1'UbBn?!1~ " u'UVinm~bi1 - BBn~'U~ " 
~ . C9)o .m bb 'U1tl flu~ m~~~vh bBn?!1'a'a~'U~'VlB1 'U m1 b i1~~~'U~m1~ ~vh bBn?!1'a'a~'U~'VlTI 

6.1 , ' 

~B~m-tl'bbrt~ " ~tb~~1'Um~'UBn" 1'Um'abi1~~~'U~ i1~~d 
'U 

~ . C9lo . m . C9> n1~'U~~'Vl6moti ~i1~'VlTI~1'Ubi1BBnbbrt~·~h~b1m~i1~'VlTI1'Urn~~1'Ubi1 -
'U 

BBn1'Ubb~rt~ " ~'Um-ti~1'U~~uu " B~1~-tl'~blil'U 
~ . C9lo . m .~ fl1~ b oV1 i) ~ B1~1~~B~Wt.h~~1'U~B ~ 'U ~~rt.n1~'UBn ~~B~~1&\ ~~ B 

, 'U 

b ~1~tJ1~-rm~1m1~tlrtB~Jl ~ lil~~ B~bbrtnu ~'aU ~~tJ~~"111"11'U ~~B 1 'UB'4 t1)1~-IJ'U~ ~~BUm 1~ 1 m otl~~~ ~1~'U~B~ 
'U~~rttY'U 61 ~BBn l~~~th~~1'U'a1"1ln1'a bbG'i'Tvhm~rt~U'UViniB~rtU~11 'U?!~~U'UVimbrt~-r'U bb'U'U Y'J B{~ , I 'll , 

n1'abi1 - BBnyj~B~tl'UUm~~~~B (Visitor) 
'U 

~. C9lo . m . m 'U~~rt~~1~ ~~ B~B~~ ~u~~~~~~ B ~~~lil ~~?!1~1~m~'U1~-tl'~blil'U 
, 'U , 

~rtB~bdrt1~B~1'U nB~Uill"111m~nB~VJ<yj1'VJ~ 
'U " 

i.l i.l d d i.l .Q. I i.l d i.l 

~. C9lo . m.~ blil1~'U1'Vl 'VlU~~rt.f)1~'UBnb~1m~~~Biil~~B~rt~"lJBB'Uill1~n1~b~1 -, , " 

BBn 1'Ubb'U'UY'JB{~m~bi1 - BBn1~(1n~B~ bbrt~~B~B~tl'U'U~~rt~~1~~~B~rtB~bdrt1 
'U 'U , 

~.C9lo .m. tr 'U~~rt.fi1~'UBn mB~~~~B ~B~~'Ubb'U'UY'JB{~m~bi1 - BBn bbrt~U~'a~~~~B 
, 'U 'U 

n'Ub~1~tJ1~-rmnm1~tlrtB~nm1B'UBBnlil1nm~1~ bbrt~b~1~tJ1~-rmnm1~tlrtB~.n~~B~~~11il?!B'U~&i~~B 
'U 

yj~B~rt~b 1rt1BBn~?!~~U'UVin 1 '\X()n~B'l 
, 'U 

~ . C9lo.m.b m<fflil~1~-r'U~'Vl61'!Xbi1 - BBn~'U~Vh~1'U1~bO<yj1~'U~mu~'U~~()nn1~'U~ 
'U 'U 

b~B1m'Umw'h~1'UbvhtY'U 
~ . C9)o.m.g)j ~1ni1'U~~rt~'U~1~ 1-drn -tl ~mi1~'Um~tJiJ1~~B~'VlB1 'Urn'abi1~'U~tY'U 

, 'U 

H btJ'Um'a~1~~-u1 wu1tJ~1'Ub~1~B~~'U~~B~~~11il?!B'Ub~~e..~rt bbrt~m1~"i11btJ'UnB'U~Iil~B'Uru1~ ~~d , , " 
lil~~B'lbb?!~'IU~Tth~"i11~1~WtJdtJ'l1'U~1"11fl1~BBn1'\Xt~~Wt.ld~.:~1'Ub~1~B~~'U~ ~B'llil~U'UVin'U~~rtbbrt~fl1~bi1 , 
- BBn HbtJ'U~~mn'U~.:~1'Umru~B'Uru1~ bbrt~1~B'Uru1~1'1Xbi1~'U~ 

d.3 q IU q QJ 

~ - C9>C9> m~ 1 <ff~1'Ub~~B'l~B~Yh b~B'f~1'U'U~~rt bbrt~ b~~B~~B~Vh b~B'f bb UU<yj nyj1 , 
hC9>C9> .(9) m11-tl'.:~1'U-X11tl 

®.C9>C9>.C9>.C9> ej1otl'l:J'U~B~tJB~-r'U'Vl~1'U n~ ~~bDtJ'U ~~B'UbtJ'U1tJ~1'1 1 ~n1~'U~~'U 
t~tJiil~B1~rJ11~'Vl~1'Un~'a~b D~'U~~B'U btJ'U1tJ m~ 

®. C9>C9> . C9> . ~ b~~ B~~B~~ 1b~B'f bbrt~b~~ ffil1~~B'l nmu t1J"111n1~nmV1 yj 1 'Vl~ btJ 'U?!W&i ~B'l 
'Vl1~~1"1Jfl1~ m i'l1'U~B'l1 offb~mJ~~ b~"ll'l1'V11~~1"11fl1~b vhtY'U 

'U 



~.(9)C9l.C9l.m LU';ibbfl~~t"lfl~~~'lrt-nJ'Ubfl~mfle:Jll~1b\>le:J1'llH~ fle:J'!Dru'lJ1fl1';jfle:J'IVJ'V'l1Vlt.J 'U ., 

~e:J'IblJ'U 1 U';ibbml.l~ fl€J'IDru'lJ1fl1';ifl€J'IVJ'V'l1 Vlt.J 1~~€J~'lJ~VlBll1€J~1'~t"lfl~e:J'~\>11l.lfliiVll.J1tJ ~'l,r'U~1l.lm off'!1'U 
v ~ dJ ~ 

l"l~rte:Jfl1 U';ibbfl';il.J~1'1 1 bbrt::;'t111 u~~~'I'U'Ubfl~e:J'Ifle:Jl.l~1 b\>le:J1~1'U~1 Vl~mbm 'lJ Vl~e:J't111 u1 ~~~'U 1 off'I1'U 

1~t.J~~fl~Vlll1t.J Vl1fl\>l';i11il'V'l'U111~~~~'~~~ 1 U1bbmll bU~t.J'UbbUrt'lb U1bbmll Vl~e:J~tJmrufle:Jll~1b\>le:J1~'U 1~ 
b ~l.lb~l.l bbf!::;ne:J 1 ~ bn~m1l.lb~tJVl1tJ Vl~e:Jfl1';jf!::;biJ~~'lJ~Vl5 m off'I1'U~e:J'Ib .u'U~-r'U~ ~'lJe:J'Ubb~ b -v1 t.J'I~1m~ m 

'U 'U 

~. (9)(9). (9) . ~ m1bfl~ e:J'U~1t.J Vl~e:J~'Ibfl~mfle:Jll~1b\>le:JTI '\J\>l';i11il"lie:Jll li]::;~ m~hu'Wm';i 
1~m41VltJ1~'lle:J'II"l'U~ bVlflb 'U 1rt ~6'!1';i6'f'Ub Vli"!V1Vl1';i ml.lfl11~m'I11V1Vl1';i Vl~e:J~-r'U41'1 1 'Ufl1';iD1';i'l-rmmfl~e:J'I 

'U 'U ' 

fle:Jll~1b\>le:J1 bbrt::;e:JtJmruffi~vhr;1ruru1n'U fle:J'I1Jru'lJ1fl11fle:J'IVi''V'l1 Vlt.J b vh,!'U q Q.J QJ QJ 

~.(9)(9) . (9).ct ne:J'Um11off'I1'U~e:JD'U~fl'V'lfl'V'l1~1'~1 ~e:J'I\>1111il6'fe:J'Ub~e:JVl1b-r6'!1~t.J1tJ1bbmll 

~.(9)(9) . (9) . b 1~11'1~mb~ bVl~ fl 1llfliKVl1111ilmfl~e:J'~~"~e:Jll~1b\>le:J1 bbrt::;/Vl~e:J~e:JD'U~fl 
~mlilne:J 1 ~bn~fl11l.lb~tJVl1tJ 1~ 

hC9lC9l.(9) .~ 1'Umru~~e:J'Ifl1';ibfl~e:J'U~1mfl~e:J'~~"~e:Jll~1b\>le:J1bb'U'U'V'lfl'V'l1 ~e:J'I1~m::; bth 
611Vl-r'Ubfl~e:J'~~"~e:Jll~1b\>le:J1bb'U'U'V'lfl'V'l1 b~mJe:J'In'UB'U\>111t.J~bn~lil1flm1m:::VJ'Um:::bVie:J'U mrum1\>lfllil1fl1&l:::'Vl1'11'U 

~.(9)(9).(9) .~ m11 off bfl~mfle:Jl.l~1b\>le:J1 bb 'U'U'V'lfl'V'l1 blJ'U';i:::t.J:::b 1m'U1'Ubn'U 1 tJ 1 'U6'fm'V'l~~ 
mml"l~e:J'U~ ~ ~e:J'Itl~ bfl~e:J'~fle:Jll~1 b\>le:J1 b ~m lJ'Um1~ mfl~mrr m::: t.J:::Vl~'lne:J'Ub u ~ 1 off'I1'U 1 Vl~Bfl~"~#'~ 

~ . (9)(9) . (9) .~ 1~11'1~'1'lle:J'IVJ'U'U'UVltJT'ilmbrt:::bbD'U~l.l~ 
hC9lC9l . (9) ; C9lo fl11bfl~ e:J'U~1t.Jbfl~e:J'I 'lJru:::~ bfl~e:J'IbU ~ 1 off'I1'Ue:J~ 1 ~vl1fl11t.Jfllil1fl~1'U 

'U ... 

mt.J 1~ bbD'U~l.l~ ~1l.l~1t.J bfl~e:J'Ib~t.Jfl1';i~'IVltJ11ile:J.fl1'V'l~'U 
h (9)(9) . (9). (9)(9) ~ e:J'I1lJ 1 off Vl~e:Jd1'1 bfl~e:J'Ifle:JlJ~1 b\>le:J1bb 'U'U'V'lfl'V'l11m1~'1~ b lJ'U'lle:J'I b Vl~1 

fld1l.I~'U lil1fle:J1Vl11 J1 fl1bb'VJ bbrt:::bfl~e:J'I~l.l~1'11 
hC9lC9l . (9) . (9)~ m off'I1'U ~VltJ1~-r'U~~'lJ€J'U 1 'Ufl1';iDe:J'In'Ufl1';i6'fruVl1tJ ~e:J'I~e:Jmfl~€1'~ 

'U 'U ., 

'lJru:::~1~1~ off'!1'U 1~11'1bfl~e:J'Ivi''l1ll 'U~6'!151';iru::: Vl~e:J 1 'U'U~b 1ru~~fl11l.lb~t.J'I~e:Jfl1';j6'fruVl1t.J 
'U ., 

hC9lC9l.C9l. C9lm ~1lllJl ~moff'I1'U vl1fl1';ib'\J~ t.J'UbbUrt'lbbm 'll~1'U'\J';i:::fle:J'U~e:Jt.J (Sub 
'U 

Component) ~~~~'le:J~mt.J 1 'U11l.l5'1bb'U\>lb\>le:J~ 
'U 

~. (9)(9).(9).(9)~ m off'!1'U ~€1'11 ~fl11l.l~1l.l~e:Jbbfl:::ehu1 t.Jfl11lJ6'!:::~1 flbbrl ~~bbrt1:::'U'U 
'U 'U'U 

fle:Jll~1b\>1Hfl 'U m1m1~6'fe:J'U1:::'U'Ufl11ll'\Jrte:J~.ti' t.J'lle:J'I bfl~e:J'Ifle:Jll~ 1 b\>1 e:J1 bbrt::; bfl~ e:Jozi 1m1ll~'ltJl) ~ mllrl'1 bb 'U::;l11 

~.(9)(9).(9).C9l<t moff'I1'U ~:::~e:J'I~f!::;biJ~~e:J~~'U fl~11fie:J moff'I1'UiiJ::;~m~eh'U b~t.J'U 
'U 'U 'U 

rt'U btJ~t.J'UbbUrt'IVl~mbm'll1~ 11'W~1'U~iJ1-d'lJe:J'I\>l'U 1~t.J ~1~-r'U€l'411J1\>lb~t.Jfl11~fl~fl (Hack) bi1~Dt1J~0off'I1'U 
(User Account) 'lle:J'I~~'U Vl~mi1~bfl~e:J'Ifle:JlJ~1b\>le:J1~e:Jt.Jl'Ufl11lJ1''U~~"11€J'U'lJ€l'I~~'U fl11b~t.Jbb'V'l~ ie:Jfl11ll1~ 61 

'\J 'U 'U " I 

~ne:J 1 ~bn~m1l.lb~tJVl1tJ b~e:Jl.lb~mbn~~'U m11 offm~1Vl~e:J';i'\J.fl 1'V'l1~6'f.fl1'V'l Vl~e:Jfl11b ~t.J'Uie:Jfl11l.l ~v111 ~ 
'U 'U ' 

~~'Ub~tJVl1tJ ~mlJ'Ufl1';irt::;bij~~Vl5 'lle:J'I~~'U~'Ii'U moff'I1'U~::;~e:J'I-r'U~~"1Je:J'Ubb~bY'lt.J'I~1 t.Jb~t.Jd 
'U 'U 'U 



tv.(9)(9).(9).<9lb 0 otl'~1'U~t1Jt1J111 'OJ~tli)u1i mllb~ e:J'U 1 "IJ/ 'U 1~u1~/n~JI'~~bD ~'U/fl1bb'U~-J 1 

~nm'IJqJ"1!1nT~neJ~Yi'V'I1 vm rhvt'U~ 11 bbfi~~'OJ~rhvt'U~~'U 1 'UeJ'U1fl\9lmllm1lJb 'VllJ1~?flJ 
®.<9l<9l. <9l. (9)(;')/ 'Vl1fl m otl ~1'U m~Vll n1';i~1~fi~ blJ~ 'Vl~B V'l ~1lJ ~1lJiil~~1~fi~ blJ~ 

'U 

1"1'\.Hlb Vlfl1 'U 1fl ~ ?f1';i?f'Ub Vli"!Vl'Vl1';i n';ilJn1';i~€l?f1';i'Vl'V!1';i 1 'U~1'U~~ ~ bbfi';i~'U'Ufl€llJ'W1 b\9lB1 bbfi ~ bfl~B'lhCJ'llB~ 
~ ~ ~ ~ 

neJ~Dt1J'll1m';inmYi'TI1VlCJ "1JeJ?f~1'U~VlTI~'OJ~~m~nm';i1i~1'U 'Vl~m~:rum';ib~e:JlJ~eJ bbfi~/'Vl~e:J m';i1i~1'W1~ 1 
\9l1lJf111lJ b 'VllJl~?flJ 

tv.(9)(9) . (9).(9)~ mi~1'U ~eJ~n1'Vl'U~';j~?f~1'U1'Um';i1i~1'Ubfl~a~fle:JlJ'W1b\9leJ~~~u~ ~"1!au 
'U 

tv.<9l<9l.<9l.<9lri m-ff~1'U ~B~~~flln1';i1-ti~1'U1tl';ibbmlJt:l'UBlJ'Vl,j'11ilB (Screen Saver) 
'U 

b~Bvl1n1';i~Bn'Vl,J1-:ue:JmV'I b~B1ll1i~1t.l 'Vl~~lil1m1ub~B~B~m';i1-ti~1'Wmiu~m';i~B~1?h~?1~1t.l (Password) 
'U 

b~mi11i~1u 

h (9)(9). (9) . tv@ m-rr~1'U ~€)~ Ul€l'Uru1\9l1~~~t.l 1 i~arn -tibb~~';j~?f~1'U'll€l~\9l'U 1 'Un1';ibi1 
\1 , " \1 'U 

1 i~1'U bfl~€l~fl€llJ'W1b\9l€l~~1lJtlt.l 
®.(9)(9).(9). ®® 0 i~1u ~B~vl1n1';ifl~'I.J'uVinaan (Logout) YJ'Uvh~m~n1 i~1u 

'Vl~e:J 1lJeJ~~'Vl,J1'0Jmtl'Wnmt.~1'U 
'U 

tv.<9l<9l.<9l.tvm Vl1lJbtl~ 'Vl~e:J 1-tl'~1'U1 tl';ibbmlJth~btWl Peer-to-Peer 'Vl~e:J 1 tl'abbmlJ 

~n m1m~ ~~ bi''Ubb~'OJ~ 1~~ue:Ju ru1\9l'OJ1n~'IJ~~u'IJ ru"1!1 '¥1~-a~ rl1u1 CJm'al"lu~ bVlfl1 'W 1fl~ ?f1'a?f'UbVli"'Vl'Vl1'a 
, v \1 v \1 \J 

\v,(9)(9).(9). ®(( ~1lJm i~1u v11m';j&i~~~ 'Vl~a1 i~1u61la'rll1hn{~'U 1~~1lJii~'ll~Vlt 
'U 

'Vl1 n (91 'a1 'OJV'I'U~e:J11 b tl'U fld1lJ~~~1t.l'U flflfi m -ti~1t.l ~'U ~ ~"lle:J'U bb~ b ~ CJ~ ~ b~ m 
' 'U 'U 

\v.(9)(9).(9).tvc:r vr1lJrni~1'U vt1m'a&i~~~ (leJ~t:leJ'U btJ~ ~'Ubbtlfi~ bbm"IJ 'Vl~e:Jvl1~1bt.l1 
'U 

61le:J'Wt1lbn~~ na~'IJru"1!1m'aneJ~Yi'V'I1Vl~ ~~b\9l~~lJ 1llVfrn-tl'~1'U b~e:J"L111 t11i~1'U~5'U 
... 'U 

tv. (9)(9). (9) . tv b ~1lJ 1 -tiVJ~V'I~1mVl ntJ 'a~ b.n Vl~ b tlu'll a~ n a~ 'tJ' ru"1!1 m 'ana~Yi'V'I1 VJCJ ' ... 

tv. (9)(9). (9). tv(;')/ ~1lJm i~1u U1b?fuaialJ fi~~ ~flll'VllJ1CJ fl~lil~~'lJ~VlTI bb?f~~-rr am1lJ 
'U 'U ~ 

'atl.n1V'IUJ b'VllJl~?flJ 'Vl~eJ-iJ~~eJ~fiD'a'alJ mrurn -tir11'1~ b l'U b V'I'OJ'U'Ubfl~e:J~1 ~ fle:JlJ'W1 b\9l e:J~ 
'U 'U 

\v.(9)(9). (9).tv~ Vf1lJrnotl'~1'U 1-tl'a~uu?t1'a?f'UbVll"l"IJeJ~ neJ~'IJru"1!1m'anmYi'TI1Vl~ b~e:Jmuflll 
'U ... ' 

fle:JlJ'W1b\9leJ~ 'Vl1e:J'a~'U'U?f1'a?f'U b Vll"lm ~'Ue:J n 1~ ~ 1lJ1~~'UeJ'Uru1\9l'OJ1n~'IJ~ ~u'1Jru"1!1 
q IU '\J V 

0 1.1 il~ 

\v.(9)(9).tv m'a?f1'am"IJe:JlJmbfl~m'anfl'U 
'U 'U 

h<9l<9l.h<9l m otl~1t.l ~B~~'U ~~"1!B'U1t.!fl1';i~1';i'B~iBlJfilil1flbfl~B~fl€llJ'W1 b\9l€l{ 
'U 'U 

Hu'U~BD'WVin~u 1 (CD, DVD bbfi~ External Hard Disk) 

tv.<9l<9l .tv.tv rn-ti~1'U i1wu1~bnu~m~1~e:Jie:Jllf1~1'ae:J~ (Backup Media) 1ll'W?fm'W~ 
'U 'U 

~ b 'VllJ1~?tlJ 1lJ b~ ~~~ e:Jm'a~1 1 'Vlfl"IJmie:JlJfi bbfi~Vl~?te:Ju m'an~'Uie:JlJfl~~1'aeJ~ 11e:J ~1~r~~1 b?tlJa 
'U 'U 'U 



' 0 cv q i.l cv 0 

?l11"l~bflE.Jd"Uel'lfl'Ufl1TV11\l1'U 
... 

lv.C9l~ fl1'j'lJ~'Vf1'j~~fl1'jfl1'jboU1~\loUBl1~~1m~~'U-tl'U1"111ll~'U 
'U 

hC9l~.C9l ~~ bb~ 'j~'lJ'U ~B\l fl1'VI'U~.&'UI"l11lJ~'U"UB\loUBlJ~ 15fl1'j'\.Jrl,j'~1 'Ufl1'j~~bn'UoUBlJ~ 
cucu \J d.J cu 

bb~~15'\.J n'\J~1 'U fl1'jl"lJ'lJI"llJfl1'jb i1~\loUBllmb~~~'\.J'j~ b.fl'Vl .&'UI"l11ll~'U ~\lfl1'jb -b'1~\l1~ ~ ~'j\l bb~~fl1'jb <U'1~\l 
~ ' 'U 

~ 1'U 'j~'lJ'U ?11 'j?l'U b 'Vll"f 'j'JlJ ~\!15m 'j'Vh m ~oUBll ~ bb~ ~ ~'\.J 'j~ b.fl'Vl.&'U 1"111l1 ~'U 
'U 

lv. C9llv. ~ b~ 1"UB\loUBlJ~ ~el'I'Vl'U'Vl1'UI"l11llb 'VIl11~?llJ"UB\l~'Vl6 1 'Ufl1'jb oU1~\loUBlJ~"UB\lm ~\l1'U 
'U 'U 'U 

b'V1~1d tJ~~ (9) 1"1#\l b~B1'1X~'Uh1~11~'Vl6~1\l 1 vl'lm1E1\ll"l\lilm1llb'VIm~?ll1 
~.C9lhrn 15'\.J n'\J~ 1 'Ufl1'jl"lJ'lJI"llJfl1'jb oU 1 ~\loUBlJ ~ bb~~~'\.J'j~ b.fl'Vl.&'U 1"111ll~'U~\l fl1'j b oU1 ~\! 

~ ' 'U 

1~~ ~ 'j\J bb~ ~ fl1'jb oU1~\l~1'U'j~'lJ'U?l1'j?l'Ub 'Vll"f ~~ bb~'j~'lJ'U ~ B\l fl1'VI'U~~Bm ~\l1'U bb~~'j~?l~ 1'Ub ~B 1m 'U fl1 'j 
'U'U 'U 

~'j1"iJ?lB'U~1~'U"il~\l"UB\lrn ~oUBlJ~ 1 'Ubb~~~.&'UI"l11lJ~'UoUBlJ~ 
'U 'U 'U 

h C9l~. ~ fl1'j1''lJ?f\loUBlJ~ oUBl1~611~tu~1'Ubl"l~B~1~?l151'jUJ~ ~B\l1~1''Ufl1'jboU1'j~?l~'U 
'U 'U "' 

(Encryption) ~b'IJ'Umm~1'U?l1fl~ ~\l.Q SSL (Secure Socket Layer), VPN (Virtua l Private Network) 

'VI~B XML (Extensible Markup Language) encryption 

lv.C9llv.ct 1 '1X'I11m'jb-b'1'j~?l m 1 ~n'U-b'mJ~~boU'UI"l11ll~'U 1~~ 1 'IX'\.Ji]u~~1lJ'j~bu~'U-:h~1~ 
fl1'j1'fl'l~11"111ll~'U"(Je:J-:J'Vl1-:J'j1"1Jfl1'j 'V'L 1"1. ~ct~~ 

~.C9lrn fl1'j\Pl1'UI"llJfl1'j1off\l1'U'j~'lJ'U"il~'VIl11~Bb~fl'Vl'je:J'Dm1 (Use of Electronic Mail) fl1'VI'U~ 
' 

l11~'jfl1'jfl1'j 1 ~ \l1'U"il~'VIl11~B b~ fl'V]'je:J'\J n61 ~ 1'U'j~'lJ'U bl"l~B~ 1~"UB\l flel\JU tu"111fl1'jfle:J\!Vl'V'I1 'Vl~ ;\lm ~"il~~ B\!1 'IX 
"' 'U 

1"111l1611~rubb~ ~~'j~'VIu n~\lu ru'VI1~ bn~~'Ulil 1n fl1'j 1 ~'U~ fl1'jliJ ~'VIm~~ b~ fl'Vl'je:Jti n61 'U'U bl"l1e:J~1 ~~'U b 'Vle:J~ b il ~ 
"' "' 

0~"il~~B\lboU11lilfl!)bflru6f!~1\l 1 ~~~bb~'j~'lJ'Ubl"l1B~1~11\lHbJ~~bn~~'Vl6 'VI1Bm~vl1fl1'j1~ 1 ~"il~?l~1\l 
iJru'VI1'VI~BbJ b\Pl1'j'V'Iflflbnru6f!~11-:~H bb~~"il~~m'\.Jnu~~1l11"11bb'U~'I11 "UB-:~~~bb~'j~'lJ'Ubl"l~B·thmr'UB~1-:~bl"l~-:~1"11'~ 

v ~ d.J CU\J 

"il~vh 1 '!Xrn'j1 -ff-:~1'U"il~'VIl11~B b~ fl'Vl'je:J'\Jm1 ~1'\.J'j~'lJu bl"l~w~h~ b tJ'U 1 '\.Je:1 ~1-:~'\.J~ e:1~.n~ bb~~iJ'\.J'j~~'Vlfi.fl1'V'I ;-:~n 
bb'U1'Vl1-:~'\.Ji]'U'1i1'Wfl1'j?f-:J"il~'VIm~Bb~n'Vl'je:J'\Jm1 ~-:~d 

i.l il 0 <Cit, ~ i.l 4 ~ ~ Q ~ 

lv. C9lrn. C9l t:.J ~ bb~ 'j ~ 'U 'U ~ B -:1 fl1'VI 'U ~ ?l'Vl5 fl1 'j b "iJ 1 tl-:1 'j ~ 'U 'U "il ~'VIlJ 1 ~ Bb ~ fl 'Vl 'j B'U fl ?l"U B -:1 
'U'U 

fle:l-:!Utu"111fl1'jfle:J-:!Yl'V'I1 'Vl~ 1 '!Xb'VIl11~?lllfl'U fl1'jb oU11 ~'U~fl1'j "UB-:Jm ~'j~'lJ'U bb~~'VIoU1~1"111l11''U ~~"IJB'U"UB-:Jm ~ 
"' 'U 'U 

'j'JlJ~-:1 ~ B-:J'Vl'U'Vl1'U~'Vl6fl1'jb oU11 otl-:!1'UB~1-:J?l~1 b?llJB 1 'Umrume:J Bfl 

lv.C9lm~ er~bbm~'U'U ~B-:Jn1'VI'U~~'Vlfiuru~'j1~~Brnotl'j1~ 1'VIl1 bb~~'j~?l~1'U 611'VI1''lJfl1'j1off-:~1'U cu 'U v 'll 

1"1~-:Jbb'jfl b~B 1m 'Ufl1'j~'j1"iJ?lB'U~1~'U"il~-:!"UB-:Jrn otl'j~'lJ'U"il~'VIl11~B b~ fl'Vl'je:J'\J n61"UB\l flB-:JU tu"111fl1'jfle:J-:!Yl'V'I1 'Vl~ 
'U "' 

~-C9lrn. rn 'j~?l"il ~'VIl11~B b~fl'Vl'je:J'\Jn61 b1~11?i'j~?l~1'U~B-:J 1l.J'\.J'j1 fl!J 'VI1mb?l~-:J'j~?l~ 1'U 

Be:lfll-11 bb~~B'l bb?l~'IBBfllJ1b 'U'jtlbb'U'U"UB'l~ru~mm1 (*) 1 'Ufl1TVlllyjbb~~~~Telfl'l~'j bb'Vl'U~1Bfl'l~'j~'U 
'U "' 

~.C9lrn.~ ~~bbm~'U'U ~B\ln1'VI'U~~1'U1'UI"l~-:~~~Bl11'1Xm~-:~1'U1?i'j~?l~1'U~~hi1l1bn'U cr 1"1~-:~ 
'U'U 'U 

~.C9lrn.ct er~bbm~'U'U ~B-:!fl1'VI'W~1,X 'j~'lJ'U"il~'VIl11~Bb~fl'Vl1B'Dm1 ~B-:JU'W'ViflBBfl"il1fl'VIoU1"ilB 
'U'U 

~~m11 -ff-:~1'Um off b~Bm ·tlhJ1~ off-:~1'U1~'U'U boU'U1~~~nm~1ll~n1'VI'U~ HB~1-:~'!JB~ (9)0 'U1Vi b~B~B-:~fl1'j 
'U 'U 

b oU11 otl-:11'\..!~B~B-:J 1?f~Brn ~ bb~~'j~?l~1'UBfll"l~'l 
'U 



Password) 'lJeJ.:J"j~'IJ'U"il~VIl.I1CJab~nvr~e:JiJm:1 

h®m.gj/ mi.:J1'U l'i'mbtl~CJ'U"j~?f~1'Ue:l~1-:Jbfi~.:Jfl-r~ Vlf) bn - b b~e:l'U 
" ' 

h®m.~ m i-:~1'U l'i'm"j~~m~1.:~1 'Um"j1i"il~VIll1t.~a b~ nVJ"je:JiJnt'1 b~e:~ 'W1~bn~m1llb~t.~VI1t.~~e:~ 
" 

nm'tJ qj"111f11"jf1eJ.:J~~ 1 VlCJ Vl~e:J"~ bi1 ~~Vl5?f~1-:Jfl11l.l~1fl1qj~ e:~~~'U Vl~e:J~ ~ n~VIl.I1CJt;'l~bi1 ~~t;=l'Q"j"jl.J bbt;=l~ bJ bb?f'NVI1 

tJ<j~ 1t.~"11'l1 Vl~e:Je:J'Uf:u1~ 1 ~~~'Ubb?f1-:JVI1~.mtl"j~ 1t.~"11'U1 'Ub :'8-:Ju"jfl"iJ ~1 nm"j 1 i"il~VImt.~ab~ f1VJ"je:Ji:Jm1~1'U"j~'IJ'U , v 'U , 

bfl~e:~"ll1t.~'llm ne:~.:~t'Tqj"111m"jne:J.:~~~ 1 Ylt.~ 

®. <9lm .~ie:J~1llmi l'i'e:~.:~lll"li~e:~~ "il~VIl.I1CJab~nVJ"je:JiJnt'1 (E-mail Address) '1Je:J.:J~~'Ub~m)1'U 
" " " 

-r'U - ~.:~ie:~fl11l.l t.~m1'Ubb~"il~ 1~-r'\Jm"j~'UCJe:Jl.l"il1m~1'1Je:J.:Jbbt;=l~ 1~~e:Jl1b~1'1Je:J.:J"il~VIl.I1CJa b~ nVJ"je:JiJ nt:1 dJ'U~-ru~ ~"1le:J'U 
" 

~e:Jf11"j 1 i-:~1'U~1.:~ 11 'U"il~VIl.I1CJab~nVJ"je:JiJnt'1'1Je:J.:J~'U 

®.<9lm.<9lo mi.:~ 1'U 1'1 e:~ .:~ 1 off~ e:~ ~ "il ~VIll1 t.~ a b~ nVJ "j e:~ iJ n t'1'1J e:~.:~ n e:~.:~'tJ ru"111 m "j n e:~ .:~VI~ 1 Yl t.~ 
" " "' 

b~e:~m'a'Vlm'U'lle:J-:1 ne:~.:~Dqj"111f11"jf1e:J.:!~~ 1VlCJ bVh~'U 
h ®m. (9)(9) VI~.:J"il1f1m"j 1 i-:~1'U"j~'IJ'U"il~VIl.I1CJa b~ nVJ"je:JiJ nt'1 b?f~"ili'U 1'1 e:~.:~'V11m"j'tJ'UVi ne:~e:~n"il1n 

"j~'IJ'UVl nfl~-:1 b ~m'1e:~.:~ n'U'Uflflt;=l~'Ub i11 i-:~1'U"il~VIl.l1 t.~a b~ f1VJ"je:Ji:Jnt'1 
' ' 

h®m. <9l® mi-:~1'U 1'1 e:~.:~~"j1"il?fe:J'Ube:Jn?f1"jbb'U'U"il1n"il~VIl.l1t.~a ~ nVJ"je:JiJ nt:1 ne:~'U'V11m"jbtl ~ b ~ e:~'¥11 
" 

f11"jm'J"il?fe:l'U 1 yJ~ b~CJ 1m tJ<jbbml.IDeJ.:Itl'U 11-r?fbU'Uf11"jDeJ.:Jtl'U 1 'Uf)1"jbU~ 1 yJ~~b U'U Executable File ~ij 
'U1l.l?f~{;'l .exe, .com 

®.<9lbn.(9)bn m off .:11'U 1'1 e:~.:~ 1l1 b tJ ~ VI~ e:~~ .:~~ e:~"il ~VIl.l1 CJ a b~ f)VJ"je:JiJ n t:1 VI~ e:~.rr e:lfl11ll~1~ -r 'U 
" 

h<9lbn.(9)~ m i .:~1'U 1'1 e:~.:~ 1l11 i -rr e:~ fl11ll~1l1 ?f .n1~ VI~ e:~ -r'U ~ .:~"il ~ Vll.l1 CJ a b~ nVl "jeJiJ n t:1 
" ' 

~hib Vlll1~?fll ie:~ll" B'Ue:J1"il'¥111 ~ b~ t.~~m?lt.~~'ll e:~.:~ n e:~.:~u ru"111 m"j ne:~.:~vr~ 1 Vl CJ '¥111 ~\n~fl11ll bb~ mb t.~ n 
" "' 

"j~VIl1-:J nmtJqj"IJ1m"jnem1~1Vlt.~ ~1'UV11-:J"il~VIl.l1 t.~a b~ nVJ"je:JiJ nt'1 

h<9lm.<9lct 1 'U n "j ru~l'i' e:~.:~m"j~ .:~ie:~ll"~ b tl'Um1l.I~'U 1'1 e:~.:~ 1l1"j~'\Jfl11l.l~1~ ru'lJe:~.:~ie:~ll mi.:~ 1 'U 
'll , v \J 

(Vi/ .c::..d ..:::..~ 

VI1'1JeJ"il~VIl.I1CJeJ bt;=l flVl"jeJ'Ufl?f 

h<9lbn.<9lb m i.:J1'U l'i'mm1 "il?fe:l'U 1'1 brl'U"il~VIl.I1CJ a b~ f)VJ"je:J\j nt:1'1Jm ~'Ube:l.:!Vlfll'U bbt;=l~ \9le:~.:~ 
" " ' 

~~ bn'U bbilllie:Jllt;=l bbt;=l~"il ~VIm t.~a b~ f1VJ"je:Ji:Jnt:1'1lm~'U 1 ~ b Vl~mh'U1'ULJe:J CJ~?f~ 
" ' 

h @)bn. (9)gj/ m i ~1'U 1'1 eJ.:){;'l'IJ"iJ~VIl.I1CJ~Jb~ f1Vl"je:J\j nt'1~1l1 1'1 e:l.:Jf)1"jeJeJf)"iJ1f)"j~'IJ'U b~ eJ{;'l~tl~mru 
" 

f11"j 1 off bde:J~"j~'IJ'U"il~VImt.~ab~nVJ"je:JiJnt'1 
®. <9lm.<9l~ m off-:~1'U l'i'e:~.:~ 1e:~'UEJ1t.~"il~VIll1t.~ab~nVJ"je:JiJn~~"il~ 1 offeJ'1-:~a.:~.n1t.~VI~.:~ ll1EJ.:~bfl~e:~.:~ 

" 
fle:~l.I'W1b~e:~~'1Je:~.:~~'Ub ~ mtl'Um"ju e:~.:~n'U~~'Ubbe:J'U~ 1'U"il~VIll1t.~ 1~ ~ .:~~'UI'i' e:~-:~1l1~ ~ bn'Ui e:~ll" Vl~e:~"il ~VIll 1t.~ 

" " 
ab~flVJ"je:JiJn~ ml11m ibb~111l 'WI'i'"il~VIll1t.~ab~nVJ"je:JiJnt'1 

" 
®.®~ f11"j1i-:~1'U"j~'IJ'Ua'UbVleJ~btJ~ (Use of the Internet) b~e:J1~erti-r'IJVl"j1'\Jf1~bnruEt1 bb'U1Vl1-:J 

tlljlli\1 'Um"j 1 i-:~1'Ua'U b VJe:~{ b 'iJ ~ e:~ ~1-:~tl"e:~~Ji' t.~ bbt;=l ~ b tl'U m"jtl e:~.:~ n'U 1l11 ~" ~ biJ ~~ "j~ "j1"1J'tJ qJ tY'~-J1~1 t.~ m"j 

m~'\'l1~~b~CJ1tl'Ufle:ll.loW1b~eJ~ ~ . 1"\ .®<t<to 1~CJ~.:Jie:Jllt;=l ie:Jfl11l.l rhi.:~ "IJ~Fhi.:~ Vl~eJ~.:J~'U1~~eJCJl'U"j~'IJ'U 
" ' " 



fiB~Yl-:n~re:J1LLfl'Uflfl!;l ~'U B'Ub U'Ufl111'Ufn'Urn11 otl1~'U'Ufle:J~Yl1 L~m1"tJB..:J'U flfi!;I~'U 1~CJ'tJ n~6'1"tl Yh 1 ~1~'U'U 
' ' ' 

fle:J~Yl1 bi'IB1"tJB..:J fle:J ·nJtu'll1f111fle:J·rVl'V'l1vm flfl1~~'U 'll~!;!el -rr~"tl11 ..:! VI~Bflfl1'l.J fn 'U"il'U bJ6'11m1fi 'Vh..:J1'U 
"' 'U 'U 

~n~\Jn~Hi' bb 'U1'V11..:JU~'U111 urn11 otl..:J1'UB'Ub'V1B1L .U~'~ i1~..:~tl 
~.C9l<i'.C9l e.J~ bb!;I1~'U'U ~el..:Jrl1VI'U~b~'U'V11..:Jfl11b~B~~el1~'U'Ufle:J~Yl1 b~B1 b~elfl11boU11 otl..:J1'U 

'U'U 

B'Ub'V1B1b.U~~~B..:Jb~B~~B~1'U1~'U'U-rm~1fi11~U!;Ie:J~.n'CJ Proxy, Firewall bb!;l~ IPS-IDS (Intrusion Prevention 

System) I (Intrusion Detection System)~ flB..:!D'1J'll1fl11fle:J..:JVl'V'l1'VlCJ 1~~~6'11111\vh,!u c.Jm1'ui1 LVII?le-J !;I 

fl11~"il1 b U'U bb!;!~vl1f111"tlelel'Utu11'l"il1fl e.Ja1'U1 CJ fn';il"l'U~ b 'Vlfl1 'U 1!;1 ~6'1116'1'\.Jb 'Vll"l'Vl'\1111 m~ fl11~B6'111'V1 VI11 
Cl IU '\.1 '\J 

' ' ' .dil Q ~ I d ...:lit. ~ I 0 .dil I 

~. C9l<i'. ~ bfl1el..:Jflel~'V'l1 bl'lel16'11'U'U flfl!;l bb!;l~ bfl1 el..:Jflel~'V'l1 bl'l B1 bb 'U'l.J'V'l fl'V'l1 fl B'U'V11 fl11 b '1l B~ 1'1 eJ 
' 

1~'U'UB'Ub'V1B1L.U~~1'Ubl'Ub'U111 bllllel1 (Web Browser) ~m~~~..:J 1 U1bbf11~Dmnu b-r6'1bb!;!~vl1fl11~~-de:J..:J 1 w-J 
"t!B..:J1~'U'UU~'U1i rn1 b l'U b 'U111 b lllm1 

hC9l<i'.rn 1 'U fl11-r'U 6'1..:~-tle:J~!;I fle:J~Vl1 bl'l B1~1'U'V11 ..:! 1~'U'UB'U b 'Vle:J1 b {j 1'1 ~ el..:JI'l11"il6'1el'U 11-r6'1 
'U 

(Virus Scannino) i1mnub~6'1fle:J'Ufl11~'U - ?i..:~.Ue:J~!;I'Vlflfi~..:J 
;:, 'U ' 

hC9l<i'.<i' m. -tl..:~1u ~e:1..:~ hn -rr bfl~e:J·th CJ au b 'V1B1 b .u l'l"tlel..:J ne:1..:~11 ru'll1 fl11ne:J..:~Vi''V'l1 'Vl CJ b ~e:J'\111 
'U "' 

'tJ1~ 1CJ'llU1 'Ub~..:Jli1n"il?iTU~1 bb!;!~vl1f111b -tl1?i b l'U161!~~1~ b Vlm~6'1~ b l'U161l~~-rr~~B~!;Ili11~ b l'U161l~~ij 
' 'U 

Li1'BVI1~-rr~~B'll1~ 1"116'1'U1 'V'l1~~VI1fl,;'~~~ Vl~e:lbl'U161l~~bU'U.n'CJ~m1..:~fl~ 
~.C9l<i'.<t rn otl..:J1'U "il~flflrl1VI'U~~'Vlfi1 'Uf111b oU1 ('i..:J bb VI~..:JoUel~!;II'!1~VItJ1~fi11~~'U~~ 'll el'U 

'U 'U 'U 

b ~BU1~~'V15fi1'V'l"tlel..:J bfi~B<thCJ bb!;l~fi11~U!;I B~Jl CJ'V11..:JoUel~!;l"tlel ..:J flel..:JD tu'll1 fl11flel..:JVl'V'l1 'VlCJ 
'U "' 

hC9l<i'.b m. -tl..:~1u ~B..:~hhe-Jmb'V'l~-rrel~!;l~b uurn1V11u1~ 1CJ'llu?i1'U~1 -rrel~!;\~1~b'VI~1~6'1~ 
'U 'U 'U 

'V11..:!~!;1'011~ -tle:J~!;\~!;1~ bil~~'V15"tJe:J..:~e.J~u bb!;l~-rrel~!;l~m"ilne:Jm1~ b~CJ'\111 CJ 1 ~n'U ne:J..:~D'ru'll1rn1nmVi''V'l1 'Vl CJ 
'\J \J '\J CLI 

hC9l<i'.t'll rn otl..:J1'U ~B..:J 1~bU~be-JCJoUB~mh~'ru~ b U'Ufi11~~'U b~CJ1fl'U ..:J 1'U"tlel..:J flel..:JDtu'll1fl11 
'\J \1 Ql QJ 

flel..:!Vl'V'l1 'Vl CJ ~~..:! 1~ 1~\J1~fl11"1B ~1..:1 b U'U'V11..:Jfl11~1'U1~'U'UB'U b 'V1B1 b .u~ 
hC9l<i'.~ rni..:~1u ~B..:~~'ll1b.U1-tle:J~!;Ifle:J~Yl1b~Bfl~ 6'} ~i1~n~ru~a'ULU'ULV1"il -eluLtlum1~~~ 

" 'U I 

L~mn'Ufi11~~'Ufi..:JLLvi..:~11'1lmru1~m auLtlum1~~~L~CJ1n'Um1nBrn1~1CJ VI~Bfl1'V'l~i1~n~ru~au!;l1~n 
bb!;l~ 1~vl1fl11be-J CJ bb 'V'l~ VI~B?i..:J~e:J.Ue:J~!;Ifle:J~Yl1 b~B1~..:~ fl~11 ~1'U1~'U'UB'Ub 'V1B1b {j 1'1 

'U 

~. C9l<i'.~ rn-ti..:~1u ~B..:~1~'ll1boU1oUB~!;IfiB~Yl1bi'IB1~LU'Um'V'l"tJB..:Je.J~u bb!;l~fl1'V'l,f'UbU'Um'V'l~ 
'U 'U 'U 

bn~"il1flfl116'111..:~~u ~~ ~B b&i~ VI~B~~bbU!;I..:J~1CJlTi fl1 1'V11..:J~h~n'V11Bilm1 VI~BlTif111~'U1~ B'U"il~ vh 
1 ~e.J~'Ub~CJ~e:lb~CJ..:Jflfl~VI~'U flflbfl~CJ~otl..:J VI~B 1~-r'Ufi11~B'Uel1CJ 

'\J '\J \1 '\J 

~.C9l<i'.C9lo rnotl..:J1'U i1VItJ1~1'111"il6'1B'Ufl11~flfl~el..:Jbb!;l~fl11~'\..hb~B~B"tlel..:JoUB~!;Iflel~Yl1 b~B1 
'U 'U 'U 

~B~'U'U1~'U'UB'Ub'Vle:J{b{jl'l f1B'U'll1.Ue:J~!;11 'tJ1 otl..:J1'U 
'U 'U 

~. C9l<i'. C9lC9l rn-ti..:J1'U ~B..:J1~ir~1~1..:~m1~11'Ub~~1'tJ1bbm~bi..:J1'U"il1fl1~'U'UB'Ub'VlB1b{jl'l ~..:!11~(1..:~ 
'U 

Patch VI~B Files ~1..:1 1 fl11~11'UbVI!;I~VJflU1~bfl'Vl~B..:JbU'U 1'tJ1~CJ ~!;l~bil~~'U'Vl~'V'l~'V11..:!-t:l '1J'1J1 

~. C9l<i'.C9l~ 1 'Ufl11b6'1'Ue:lfl11~fl~b i1u rn otl~B ..:J1~1 otloUBfl11~~ ~1 CJ 1 ~f1CJ ~"il~'Vh 1 ~bn~ 
'U ' 

fl11~b~B~ b~CJ ~B~m~CJ..:J"t!B..:J flel..:JD'1J'll1fl11flB..:!Vl'V'l1 'VlCJ 11~('i..:Jfl11'Vhmc.Jfi11~G1'~~'U~ n'U b~1VItJ1~"tl e:J..:J 
' .. 

VI'U1CJ..:J1'UB'U 1 



hC91~. (9)b() Vl~\1~1n 1-tl\11t.~1~'\J'\JBt.~b'VlB{bu~ b6'!~~ bb~11 Vfvl1m1tl~b1'U b'U111 b6f1B{b~mj B\lnt.~ 
f111b -rr11otl\11t.l 1~ EJ'\JI414~~t.! 

' 
~.C91<f f111Vl~t.!1 bb~~f111'\J~VI11~~f111bl'U16f1~ (Web Site Develop and Management) 

b~B 1 Vf~~bb~bb~~'\J~VI11~~m1bl'U16f1~ (Web Master) 1~'Vl11'Ufi'lntJbf1rusn bbt.~1'Vl1 \ltl ~'IJ&l1 t.~m1VT~t.11 bb~ ~ 
m1'\J~VI11~~ m1 b 1'\.J 16f1~B~1\Itl~B~nCJ bb~~ b .Ut.~m1DB \I nt.~hi1 vr bn~m1~~ biJ ~ 'Vj 1~11"1!DtyrQ'&l 11~1 EJ 

f11 1 f1 1 ~vl1 N~ b~ CJ1 n'\J 14m.rvh b~ B { 'Vj ,I"L ~<f<fo bb~ ~f11114 f114111 ~ 1 f1 rn~tl1~6'! \lrl~ 1'\.J mt.~ ~ t.! 1~6'1 111 1 1tl 
' " 

vl1\11t.~m11tl n&11~ ~~bb~ bb~~'\J~VI11~~f111bl'\J 16f1~~B\Itl~~m11 bbt.~1tl~'U~ ~\ld 
~. C91<f. C91 Vl~t.~m1~6'!B'U1~'\J'UvTI otl6f1Byj~bb1{a1 b ~~1tl (Content Management System) 

" 
~\IVl~t.!1~1n~W~t.~1fl1CJt.!Bf1 (Third Party) 1~bbfl Mambo, Joomla, WordPress PhP-nuke VI~B Drupal 

" 1~ CJf111m1~?fB'\JoUB11~~1f1b 1'U 16f1~ (Web Site) 'UB\I~VT~t.~1 b6111B11iJ"IiB\11 Vl1b~ bn~~t.! n'\J1~'\J'\JD1\I bb~~ 
" " 

~~11tu1-dB\11 VI'J ~\lf1fl1111 ~1btit.~f111 1 otl\11t.l'Ut.!1~'\J'\JVI~Bb1'U 16f1~'1JB\Ib 11VI~B 1~ b~miJt.~.rrB11~ 1 t.!f111~ ~~t.! 1~ 
" 

tl1''Utl~\l (Update) 6f1Byj~bb1{bb'Vjl4bf1~Jt.~ 
~.C91<f.~ vl1f111tl1''Utl1\l VI~B Patch b14~B'IiiBvTI m t.!f111Yr~t.~1bl'\J 16f1~ 1~muyj1~f1111otl 

' 
6f1Byj~ bb 1{~1b ~~1tl1 t.!f111Yl~t.!1 1111fi'ltl1''Ubtl~ CJt.!f111 1-tl'\11'-l 111'1 VJbUt.!bb 'U'\J Default (Hardening) 1 t.! 1 yj~ b~B{ 

" 
(Folder) Vl~f1~b~CJ1oUB\I flB 1-vjm~B{ admin bb~~ 1-vj~~~B login.html bb~~ login.php 1111fi\l f111~\lfl1 
1VJ?fe,ht.~1VfbUt.!~B~t.!~CJ1f1~Bf111141~b~1 b~B\1~1flbUt.!~1t.!~~~ bbm l '\J 16f1~ (Web Master) 1 otl\11'-lbb~ b~ CJ\1~ b~ m 

"" " 
~.C91<f.rn ~11~6'!B'Um VJ'\J~f111b14~B"ll1CJ1~'\JUBt.! b 'VlB{bij~ bb~~m VJ'\J~f111 Web Hosting 

" " 
~iJI41111tl1b~B~Bbb~~iJI41111~1~VIiJnfi\1141111~t.l14\ltl~B~fiCJ'1JB\11~'\J'\J 

hC91<f.~ ~11~6'!B'Uf1111''Ubb~~bb6'!~\le..m.rrm.J~1t.~VI'I!1bl'U16f1~ (Web Page) (Input/Output) 
" 

bb~~ 1 t.~'Vln14#\1~1''U - ~\I .rrB11~'\Jt.~bl'\J 16i1~ b~BDB\Int.~f111~\lfl1~bUt.~e1't.~~11CJ~Bf111'\Jmm1'U 16i1~ 
1 'U , , 

"' 1 I 0 1··1 ~ "' ~ 1 ~ "'"" .., • I ~I "' ~ 1 ~ hC91<f.<f ~B\1 11t.!1 v~~VIt.!1b1'\J 6i1~ bb~~ Script 'UB\I~Bt.!111~~bbu~\lbut.!VIt.!1 b1 '\J 6i1 ~'1J B\I 

~1t.!11"1lm1 b ~B\1~1nm~~\1"1!~1"11~\l~b .Ut.~ eYt.~ ~ 11 CJ VI~Bn CJ 14 nl4111 ~ BoUB11~ bi4~B\114 e:1 11~1 b~ e:J{ bb~ ~ bfl~e:1"ll1 CJ 
' ' " 

'UB\1 f1B\1Dqj"1!1f111f1B\JVJ'Vj 1 'VlCJ 

hC91<f. b 1 t.~'Vl nVI'I!1 b l'\J 16f1~~Yr~t.~1~t.~ ~B\1 bb D\1 bbEJ ntl1~ bfl'Vl bb~ ~ "1! ti~'1J B\l.rrB11~~ 1''U -~\I 
' " 

1 VJotl~b~t.! b~B 1 VJ~1EJ~Bf111Yl~t.!1.W\Init.~a1VI1''U~11~6'!B'U V11f1~1bi'Jt.~m11''Ufl1VI~Bf11B f1-rrB11~ ~Yr~t.~1b l '\J 16f1~ 
" " 

~ B\lm1~ 6'!B'U11oU B11~~1~1''U~1 f1 m otl\11'-l 1 t.! bb~ ~ ~ ~1 t.!~t.! ~ 1\1~1111tl bb '\J'\J bb~~oU Bfl1VIt.! ~'UB\1 bb~ ~ ~tJ 1~ bfl 'Vl 
" " " 

flBt.~'l111 tltJ1~111~e-1~ bb~~ 1~tlfte:JCJ 1 VfoUB11~~~\IboU1111 tl1~111~e-1~ 1~ CJ 1~eht.~f11'~~11~6'!B'U 
" 

h C91<f.g}) m1~61B'Utl1~bfl'VlVI~Bt.!1116'ff1~'1JB\11 yj~ (File Extension) 1 t.!~1t.!~ e-1 1t.~m~'U1t.!f111 
' 

eJyj 1 VI~~ 1 yj~ (Upload) b~BDB\Int.~f111eJyj 1 VI~~ 1 yj~6'f14~tl~e1't.~~11 EJ VI~B 1 yj~~~~fiB 1 VJbn~UqjVI1'\J t.!b14~B\I 
14B11~1b~B{bblJ"ll1EJ (Web Server) 'UB\Ibl'U16f1~ bb~~~~bb~bl'U16f1~ ~B\IfhVIt.~~'1JB'\J b'U~ bb~~tl1~bfl'Vl'UB\11yj~ 

"" 

~ . @)<f.~ ~B\11~rhVIt.~~~'Vl51t.~m1eht.~ b~CJt.! 1-vj~~t.!uDU (Source Code) '1JB \I b1 'U16f1~ 

1 Vf n'U ~~t.! 1111 fi \IVIlTt.~ ~ 11 ~ 61 B'\J bb~ ~ tl1''Utl 1 '11 yj~ B ~ b6'!11 B b ~ B \1 ~ 1 n f111tl1''li btl~ EJ t.! V!'W 1 b 1'\.J 1611~ (Web 
" ' " 

Defacement) ~1t.~ 1 Vlru bn~~t.~~1nm1~~~t.~ 1 off~'V15'1JB\11 yj~6'f14~tl~e1't.~m1EJ ~\lbUt.~~'Vl5'1JB\Im Vf'U~f111bl'U 16f1~ 
v " " 

(Web Hosting) vi1 m t.!f111~1btit.~m1 u~Jt.~~B\11~ir~1~l\lf111 1 Vf~'Vl51 yj~~t.!uD'U'UB\I b l 'U 16f1~ 
/~.@)<f.~ ~~f111 000 



- !;110-

~.®ct.~ ~(;lm~~'V151 ~~ 191'U~uu"tJa-:Jb1u1~il ~1 CJ~'V15~ i-:J1'U"tla'l~'Uba'l 1~1 i~1'UV!1J1 
b 1u 1~iler~ 1 V!~(;l1(;1 ~ b ~~1~"il~vh 1 ~~'V15"1Ja-:J1 ~~\?11-:J ~ ~a~u'U~~uu b U'U"tla-:Jbfl~a'lflm.rrhb~a~bb~~1 CJ 

bb~~Vl1f11~~1(;1-;;\'1bU'UI91a-:Jbbm"tl ~'lbD(;l1i'l1'U~'V15 bb~~~~1'l~~1"il61au1~~-;h1~(lm'\J~CJ'UbbtJ~'lV!~a1~ b~mtJ 'U 
'lJ 

.Um.J~~1Vl~'U f11~~"il1~tu1fl11~ ~ (;1'\J f1 ~~B1"il"il~ bfl(;l~'U nub 1u 1 ~il 
'lJ ' 

~.®ct.®o 191a-:J~u1~~ V!~a1~m(;la~ V!~a 1~~b(;la~~aCJ (Sub Folder) 1?11-:J ~ V11~-;;\'1 bU'U 
\?lam~ 1 i'l1'Ubb~~~bb tJ~ntJRa~b .U1m 1 'Ub1u 1~il 

~-®ct. (9)(9) ~1b 'W'Um~~~1"il61au'Vl1J1b 1u 1~il a ~1'161~1 b61~a11llfl11~ bb~ n\?11'11 U"il1fl~1~ 

~.®ct.®~ ~1~m.Ua~~"tla'lb1u 1~il bb~~ 1 ~~ 191'U~uu H~ bb'Vl~'lU'UVin.Ua~~~'U 'UamV!.Ua"i11fl 
'lJ 'lJ 

u'Ubfl~a-:Jfla~~1 b~a~b~~1CJm .ffu~m~a~ Vl1m 1u 1 ~il (1m tJ~ CJ'Ubb tJ~'l'Vl~mbm "tJ.Ua~ ~ "il~ 1~ 611~1~(1~1 b 'U'Um~ 
'lJ 'lJ 'lJ 

flR'U.Ua~~ 1~a~1'l~1(;lb ~1 bbR~61~'U~uJ 
'lJ 'lJ 'lJ 

~.®b m~1i'l1'Ubfl~a~1CJ~'lfl~aa'U1m1 (Social Network) 

~. <9lb.<9l a'Utu1~1m-ff'l1'Ubfl~a~1CJ~'lfl~aa'U1~'111'U~tJbb'U'Ubb~~~m~ru~~1~~ fla'lUtu'IJ1fl1~-
, QJ 'U (1.1 

na-:JVi'~1'VlCJ 1~n1V!'U(;l11\vhtT'U 
~. <9lb.~ m -ff'l1'U~1 -ff'l1'Ubfl~a~1 CJ~'lfl~aa'U 1~'11 ~B1"illle-J~ m~'Vl'Url'U f1B'lUtu 'IJ 1fl1 ~ -

" v 

fla'lVJ~ 1 'VlCJ mi'l1'UI91e:l'lbb4\l ~'U6 b'Vlfl1'U1~~611~61'Ub'Vl~'Vl'Vl1~ m~fl1~~a611~'Vl'Vl1~ 1(;JCJb~1~61(;1 b~a~1b'W'Ufl1~~1~ 
'lJ 'lJ , 

fl11~b~1~61~ 

~.®gV fl1~~(;lbflU.Ua~~"il~1"il~fla~~1b~a~ (Loa) b~a1~.Ua~~"il~1"il~'V11'lfla~~1b~a~ (Loa) llfl11~(lfll91a\l 
'U ~ 'U ~ 'U 

bb~~611~1~m~uii'l~1Uflfl~ 1m ~tJnu1i~'ll?ia 1 tJ-d , , 6.1 

®.<9lgV.(9) ~(;1 bnu.Ua~~"il~1"il~'V11'lfla~~1 b~a~ (Loa) 111 'U~mnu.Ua~~~611~1~(l~fl'l~1 
'lJ ~ 'lJ 

fl11~ fl~'U ()1'U (1 nl91 a-:J bbVl"il~\l ~~'U~1'Uflfl~~b .U1~\l~a~\lfl~111~ bb~~.ua~~m m 'Ufl1~~(;lbfl'UI91a\l tl1V!'U (;l 
tJ 'U , , 'U 

-1J'Ufld1~~'U 1 'Uf11~b.U1~\l 

h®gV.~ ~1~~(;lbbm~uu bbm"tJ.Ua~~~bnu~m~nH CJm1'U~m1"il61au~~uu611~61'Ub'Vl~ 
'U'U 'U 'U 

"tla'l fla\lUtu'IJ1f11~fla\lVi'~ 1 'VlCJ (IT Auditor) Vl~a'Uflflfl~ na\lUtu'IJ1fl1~fla\lVi'~ 1 'VlCJ ~au'Vl~1CJ v , v 

~. (9)gV . !;!l tl1V!'U(;l1 ~191 a\lD'UVi fl fl1 ~'Vh'l1'U"tl a\l~~'U'U U'UViflfl1 ~ tJ ~U&l'l1'U"tla\l~ i'l1'U 

(Application Logs) bb~~u'UVim1CJ~~bBCJ(;l"tJB'l~~uuiJa-:Jn'Uf11~'U mfl1(;1CJU'UViflfl1~b.U1 - aan ~~'U'UU'UVi f1 , , 
m~~mm~b.U1~~~uu b~atJ~~bCJ'IJ'Ub'Ufl1~1-ff~~1"il61au bb~~l91a\lbrl'UU'UVinH ~o l 'U i!u~\lbbl?i m~1-tl'l 1'U 

'lJ 

®.<9lgj/ .~ 191 a'liJ15m~iJa-:Jn'Um~bbm "11 b tJ~ CJ'Ubb tJ~-:JU'UVin\?11-:J ~ bb~~-;;\'1n(;l~'V15m~b .U1~'l 
u'UVim'Vlc;htT'U 1 ~b~~1~'Uflfl~~b~CJ1.Ua-:JbvhtT'U , 

~~.'Vl. 

(~b'IJ!)~ bb~~bbfl1) 

Ill fl . ?f?f . 'Vl'Vl1~ 



... tLI/1,~r\.tLU U'J"® I 

~lA mJJtLJJ~ ~1 rl.l ~lA 1 n.n.~trl.Li:'~ t tLUB~rl.f;l> 1L£l-
"' ~ b 1\ 

rtLt~rtL~rl.LI:-n.n.~t~~11 ~rtB~n.BR.~(!rblo~~L,CI.I!1,L~1ULl!.~Lmn.Bn.k~ti:-Bjtl~l!.n.LI:-~W U3"Gj"® 

rl.rl.LIA 1 ,.. I 
... 

L~rl.]orl.f;l> 1 L£l-ltLt~rtL~~n,I!1,LlJI:-Bjtlrl.LI:-rt.n.~ti:'~L~ 1tLUM. tgiA~~r1.1!1,LiJtLUrl._tl,l:-~ ~L,CI.1!1,l!.Lrl.L~n.~mLI:-~ t tLUM. t 
I fl fl I 

~ ~ 

1:-~~mLt~~fb t L!\:::l!.rt.Li:'~ ttLUn. trt.Q> 1L£l-ltLt~n.~1giA~~ ttLUULl!-1:-B~ 1 n.~qt~. 1n.Li:'~L,tll!1,1tL~ ki:-Bjtlrl.f;l> 1L£l-~ 
1\ 1\ 111 b 1\ 

n.t~n. t :::LMm n.n.:::t~L~ 1n.Li:'~ W~ t ~Lffirl.B~l!. "rl.Li:'n.n.:::ti:'Bfl.L~1, ~~11 ~rtB~i:'Bfl.L~1 C9j "Gj"® 

"' . rl.LThU~1!1,rl.f;l> 1~ t n.~1~,Q;tLUM.rJ. 1L~I:-BjtltL~Ui:'~tLIJUB1~_tmBrtLn.i:'~~ t ~rl.I!1,Ll-J 
1\ 111 b 1\ 

:::~11 n.n.~t~L~ 1tLUM. taiA~Bfl.Bt1 1tLIJUB1rtf; 1Lg1.1:-Bjt~:::l!. rl._tl,rl.LI:-rt.n.~tL~ 1~Lffirl.BBfl.tLUM. l.E-w~.m~ tn.n.~t ' ... 1\ " 1\1\ 
~L~ mL~tLUM. taiA~~rl.1!1,LlJ~~11 ~_ttrt.BtLUr\.Bk!l!.tt~tLUM. t~L,t\1/1,~ n.n.n~11 ~~ ®"Gj"® 

' ~lA, 1rtk!tLIJ~~l rl.l ~lA 1 n.n.~ti:'~L~ 1tLUrt~n.t~tLU Gj"® 

n.~~~1Ll!1.fUQ.~ULl!1.r\.Bk!l!.tt~ 
... fN'> A b 111 b 1\ 

tLUM. t rl.LThU ~l!1.rl.f;l> 1 Bt1 1 ~Lffirl.Brbk~tftt~m1 ~Lffirl.Brbk~t~~l:-)t\1:-Bfl. n.n.~ti:'Bfl.i:'~~n.Llj!JUBBL~ mL~tLU~~11 
I I fl J1i I 

l. 
~~ 

1:-L~giA~I:-~fb 1m~~fb 1fl.lJ.I11tLUn.n.:::ti:'~L~ 1tLU~~~,~~~Ltu~r1...(1.1:-Bjtl n.n.~tm1~~ Jl"®"® 

... ~ ... 
m ~L ~~rtB~n.n.~tB ~ ~~~ ,V~B~fbltLt~~ [!l~~tLULt~l!.tt~~~11 ~lA t M)t\1:-BUtLULR.ffi ..(1.1:-BUI:-Bfl.tLJJB ~tLU~~11 

~~ 

~lA mJJtLJJ~~l n.1 ~lA 1 n.n.:::tn.Li:'~ t tLUrtL~~~:::~11U~rl...(l.rl.rl.~ti:'~~~I:-Bjtl n.n.~t~11~~ _;:§:)"®"® 
... ~ ~ 

~, ~rtB r~.n.n.:::.r,:::~mmB fl. II ~ II 11i 

~ ~~ 

1:-~L~ 1tLU giA~i:'~fb 1m~ ~fb 1fl.'lJ.I1m!.LrtLIJ~rl._tl,Lyt 1~Lrtl!1.rt.Brtn.lo~t~~B~l!1.n.n.~t~11 ~~ U3. ® "® 
I I t1 I 

1\1\ 111 b 

rl.Li:'~ t tLU n. t rl.f;l> 1 L£l-ltLt~rtL~n.n.:::t~11 ~~ULl!.~Lffirl.B 

~ 

rbk~t 1:-B Jtl~l!.n.n.~t~ W!}l:-)tt Bltk!1 LJtk!I:-L ~ Bi:'~L~ 1!.LU giA~rl.tiAr\.IA,f,LU n.a., L~l:-)ttlttf,f,LIJB~tLU ~~,, ~lA,, n.JJtL JJ 
f1 tl I f'l I 

~ ~1 n.1 ~lA mn.~t~ t L~ mB~n.LI:-~..(I.gfbtLun. WL,tll!1.L~, ~:-Bfl.n.BR.~(!n.lortLt~~L,tll!1.~~,mn.~t~ 0~:-Bfl.n.L~:-~ t 
1\ 1\ 1\1\ 

LEo 1!.LU n.~rtJJ:::Lrtl!1. 1~ t ~rtBEon.n.:::.r,:::~11 ~rtBEoi:'~LEo 1!.LUgiA~~rl.l!1.LlJI:-Bjtlrbrb:::!.~11~~ Gj"®"® 

b 111 b b 

n.~Lyt 1~t rl.Li:'~ t LEo mL~M.f;l> 1 L~ltLt~~:::~11 giA~rbk~~~~~n.:::LMm~ t ~Lmn.B:::~11rtU~k~UBB-LEo 1 
. ... 

tLU rt~n.t~I:-Bjtlffi~L~~tLIJB~tLU ~~11 ~lA mJJtLJJ~~1 r1.1 ~lA mn,~!,i:-Bfl.i:'~~n.Llj!J ®"®"® 
I I fl I 

• !}!:-~ n.n.~ti:'~LEo1tLUrt~n.t~tLUM. t U~l/1,tLUn.tn.~tu ®"® 
... ~ ... 

1:-Bjt~Ulji:-L~B~t ~lA t M)tti:-BUtLULR.ffi..(I.I:-BUI:-Bfl.!,LIJB~!,LU~~11 

. ~ . ~lA, mJJ!.LIJ~ ~1 n.1 ~lA 1 n.n.:::!.rt.Li:'~ t LEo 1 ~~~~n.t~!\l!.k!~ltL~~~n.BJJl!.tt~ljf,LitLIJ~ t Lgt:::~11 U_t~R.~~l!1.~t 
~ . 

!.LIJB~!,LU:::~11 ~lA mJJ!,LIJ~~1 r1.1 ~lA mn.:::!,i:'Bfl.rl.LI:-Lg1.!.LUB~l!1. ~rtBEo~11~Ll!1.~~mLt~I:-Lkk!:::l!.~ ~1:-IJ~!.fbi:-Moftt 
b b b n. b b 111 

1:-~L~ ~R.rtW11!.fb 1 ULl!.Utu n.~ ULl!.~ Lfl-B~~mn.~tn.L~UW n.tLU rl.~i:'B Q.:::~11 f31A t M)tti:-BUtLU LR.ffi ..(1.1:-BU 1:-Bfl. 
111 b b b 

tLIJB~tLU~~11~1A 1rtk!tLIJ~~1 rl.l ~lA mn.~ti:'~L~ 1 ~Lm rl.Brbk~tftt~~~~n.rt~n.t~tLUt~Lrt~rl.l!1.LlJB~ 1()0J:j.UO) 
... . SSCJJJ\f) ~ lA t M)t\1:-BU tLU LR.ffi ..(1.1:-BU ~ Lfl-B~~1 n.n,:::!,:::~11 ~lA mJJtLJJn.n.:::ti:'~LEo 1!.LUrt~n.t~tLU "® 

.... 
~~~mnn.t ll1AV.t~N~UtLUL!l.IU£1oNW 

~lA m~tL~~~l rlol ~lA 1fl~~B~~t'~rt~rtLC.~flLf\fll rt t'B~, 'IA,IA,'Uf\ ~LU:;t~ f\BU:;t~ 

~lA m~tL~nn:;t&-~L.Q> ,tLUrt~nc.~tLUrtl~~~c,rm ~ uc,n.r;, 



- \!:) -

(9).m rn1tJ~Vl11~~rn·m11L.rr1~\l"IJe:J\lmi 
~ v 

C9l . m. C9l fl11~\IVI~ L U CJ'WL~1VlU 1~1 VllJ"IJe:J\1 flB\lD qj'll1fl11fl€l\1Vl~ 1 VICJ~ e:J\1 fll'Vl'U~ 1 'IX~i'W~B'W 
tl5tJ"iB~1\lLlJ'WV11\lfl11~1Vl-rtJrn1~\lVI~ b u CJ'Wb ~1Vlu1m VllJb ~B1 '!X~~VITI~1\l 11 'Wfl111 i'l1'Wm:wm1:w"i11 b lJ'W 

11:W~\l.ff'W\>lB'Wtl5~~1Vl-rurn1CJflb~fl~VITirn11 i'l1'WLi1mne:~e:~n1 tl~B\lvhrnCJ 1 'W \!?~ i1 1:w'l Vl1mi1m tl~ CJ'W 

~1bbVl'tl\l\l1'Wfi1CJ1'W~B\lVllfi1CJ1'W ~ 1'W 

(9). m.l!? n1Vl'W~~VITI fl11 1 i1~tJlJ b Vlfl1 'W 1~ ~?fTH'f'Wb Vll"f~~1~t1J 1~ bbtl 1~tJUfle:J:W~1 b~ e:J{ 
1tl1bbm:Wtl1~~fl~ (Application) "il~Vl:W1CJ~lb~flVI1e:JUm1 (E-mail) 1~tJtJbfl1B"Ii1CJH?f1CJ (Wireless LAN) 

1~tJtJB'Wb Vle:J{b u~ 1~CJ 1 '!X~V1Tibu~1~rn1tl n1J'~\l1'W 1 'WVlU1~ bb~~~B\1 1~-rufl11:W b ~'W'IlBU"il1fl~~ bb~1~tJtJ b lJ'W 
~ ~" 

v ' 
CV tfV V i.l .0::::.. ..::::r. V I I 0 

~ 1CJ~ n~rue:J n~1 11:WVI\l\>lB\lVItJVI"J'W?fVI6~\l nm1 B CJ1\l?f:W1 b?f:WB 

(9), m. Q1 m i'l1'W ~ B\l~\I'W1:W-rtJVI11lJ~VITI bb~~VlU1~bMCJ"J nu fl111 i'l1'W1~lJlJ b Vlfl1 'W 1~ ~ 
~ 

?f11?f'WbVII"fblJ'W~1CJ~fl~ruel'n~1bb~~~mtl5tJ"i~1:WB~1\Ibfl~\lfl-r~ 

(9) .~ fl11tJ~Vl11~~fl11Dtu~11CJ~Bmi\11'W (User Account) bb~~1~?f~1'W"IJe:J\lb~1VlU1~ ., ~ 

(9) .~. (9) ~~ bb~1~tJtJ~-rtJ~~'Ije:JtJ'j'~tJtJ\l1'Ut!'W 61 ~ B\ln1Vl'W~~VITI"IJ€l\l b ~1Vlu1m 'Wfl11b .rr1 ~\l 
~ ~ I 

1~uu b Vlfl1 'W 1~ ~?f11?f'W b Vll"!bb~~ fl11~B?f11bb~ ~~1~tJtJ11:W~\I n 1'\ll'W~ ~VITibbCJfl\>11:WVlU1~ ~-ru ~~'llBtJ~\1~ 
bb'W"JVI1\Itl5u'1\ \>11:W~fhVl'W~ 111 'W "fl11lJ~Vl11~~fl11fl11boU1t'i\I"IJB\10i\11'W " 

<9l. ~.\!? fl11 rl1Vl'U~fl11btl~ CJ'Wbbtl~\lbb~~fl11CJflb~ m~?f~1'W~ B\ltlnu~ \>11:W~ rl1Vl'W~ 111 'W" fl11 

tJ~Vl11~~fl11fl11 b .U1t1\1·1rn\lm i\11'U, 
~ 

(9) . ~.Q1 mru~fl';n:w"i11blJ'U~e:J\l1'IX~VI5~bl"f~ntJrni Vl:W1CJ~\lrni~~~VI6?f\l?f~~€l \l ~"il 11ru1 
"' cu '\.1 q 

m1mtJ fl:wrn i~~~VIB~ bl"f~t!'W B ~1\l-r~n:w b ~ CJ\l~B 
' ~ ' 

®.~.~ ~e:J\11~-rlJfl"J1:Wb~'U'IJBlJbb~~B'Wml"il1fl~~bb~1~tJtJ\11'Ut!'W 61 , cucu I 

(9), ~. <t ~B\Ifl"JlJ fl:Wfl111 i\11'WB ~1\1 b oU:W\11~ 1~ CJ rl1Vl'W~ 1 '1X~1 b U'W fl11fl"JlJfl:Wfl111 i 'I1'W 
' ' 

bu~1~mru"i11blJ'Wbvh,!'U 
(9) . ~. b ~mn1Vl'Wm~CJ~b 1mm1 1 i'l1'Wbb~~1~.rtJm1 1 i'l1'WVi''WVI Li1B~'W1~CJ~ b 1m~\ln~11 
(9) .~.~ ~€1\lb tl~CJ'W1~?f~1'W€l~1\lbfl~\lfl1~ Vlflfl~\1Vl~\1Vl:W~fl11:W"il1L U'U 1 'Wfl11 1 i'l1'W Vl~€11 'W 

' 
mru~~fl"J1:W"i11 b U'W~m1 i'l1'Wb U'U1~CJ~bdm'W1'W ~B\lb tl~CJ'W1~?f~1'WVIfl Q1 b~e:J'U 

' 
\!?. fl11lJ~Vl11~~fl11fl11boU1t'i\l1~lJtJbfl1B'Ii1CJ 

h® ~~ bb~1~lJlJ ~B\lB€lflbblJlJ1~lJlJ bfl1B"Ii1CJ\>11:Wfl~:W'lJB\llJ~fl111~lJlJ b Vlfl1 'U 1~~?f11?f'Wb VI I"! 
~" ' 

bb~~fl11~e:J?f11 ~~1 b U'W rn11 i'l1'Wfl~:W'1JB\lrn i bb~ ~ n~:W"IJB\11~UU?f11?f'Wb VII"! ~\I b "IJ \>l.fl1CJ1 'W (Internal 
' ~ ' 

Zone) bb~~b"IJ~.fl1CJ'We:Jfl (External zone) b ~e:J'Vll 1 '1Xrn1fr'.ltJfl:Wbb~~UB\ltl'Wfl11tJmfl1~B~1\lb U'W1~tJtJ 
' ' ' 

®.I!? ~ ~ bb~ 'j'~tJtJ ~ €l\l~15m1"i11n ~~V16n11 1 i'l1'W b ~ e:Jfl"JtJfl:wrn -tl1 '1X?f1:W11()1 i'l1'W bu~1~ 
cu '\.1 , "' 

bfl1e:J"Ii1CJm~-rtJe:~'Uru1~b'Vht!'W '., 
hm ~~bb~)~tJtJ ~e:~\lii15m1"i11n~b~'WVI1\lrn1boU'1t'i\l bfl1e:~'ll1CJmi\l1'W~1:wn'W 
\!? . ~ ~ ~ bb~ 1~lJlJ rX B\1~ ~ 1 '!Xii15 b ~ B"ih n~ fl111 i b~'W V11\llJ 'Wbfl1B 'Ii 1 CJ (Enforced Pat h) 

"il1flbfl~B\IG'I fl'li1CJ 1 tJ~\1 bfl~B\lbbJJ"Ii1CJ b ~B 1:w1 '!Xrn i?f1:W11()1 ib~'UVI1\l~'U 61 1~ 
~ ~ I 



- Q1 -

~v o cr l'i'B-1flTVI'U~'\J~~~~~'\J~~"11eru1'Ufi1'Hhvn.J~ bbm"UVI~m'lJ~t.J'UbbD~-1fl1 Parameter ~1-1 1 
' ' ' 

-um~~uu b~~e:J-ci1t.J bb~~~'lJmru ~ 1-11 Vi b"ilen..J~ eJ nu~~uu b~~e:J-ci1t.Je:J~1-1-B'~b~'U bb~~l'i' m'Vlu'Vl1'Um~n TVI'U~ 

ri1 Parameter ~1-1 1 e:J~1-1Um.Ju~~~~-1 'Ue:Jn~1frdm~n1VI'U~ bbm-u Vl~m'lJ~t.J'Ubb'lJ~-1ri1 Parameter l'i'm 

bb ~-1'\.J~~~~ b~ t.J"J.rre:J-11 ~~'\J'Vl~1'\J'Vl n~~-1 
' ' 

lvo b ~~'\J'\J b~~e:J-ci1t.J~-1VIll~"UB-1nB-1Dqj"l11fl1~nB -1Vl'W1 'Vlt.J~ b~e:Jl..J~B1 'lJ EJ-1~~'\.J'\.J b~~B"li1 t.I~'U 1 

fl1 t.J'UB nn B-111 ru"l11fl1~nB-1Vl'W 1 'Vlt.JI'i'B-1b~m.J~ B~1'UB'lJmru,JB-1n'Um~u mn VI~B1 LJ~bbm:w 1 'Ufl1~vl1 Packet v , , , 

Filtering 1~t.Jm~1mvH1B~~ (Firewall) Vl~mn~~bb1~~'U 1 ~1ll~-11'i'B-1i1m1lli:11ll1~t11'Um~~~1~~u~mb1~ 
(Malware) ~1t.J 

lvollll l'i'B-1~~~-1~~'\J'\J~~1~~'\Jfl1~'\J mn (I PS/1 OS) b ~Bm1~i:1€l'\Jfl1~ 1 oU-11'U"U€l-1'\J~~~~ b .rr11oU-11 'U 
' ' ' 

~~'\J'\J b~~B"li1t.J"UB-1nB-1Dt1J"I11fl1~nB-1Vl'W 1 'Vlt.J 1 'U~ n~ru~~~~'lJn~ ~1'U~~'\J'\J b~~B"ll1 t.1 1~t.J~~1~i:1B'\J m~ 
umn~1'U~~uu b~~B"ll1t.1m~ 1 i-11'U 1 'U~n~ru~~~~'lJn~ bb~~m~ bbm -u b LJ~ t.J'Ubb LJ~-1~~uu b~~B"li1t.J 1~ t.Ju~~~ 
' ' ' 
~hJi1rl1'U1~VIU1~b~t.J1-rrB-1 

lvo ~ m~b.rr16'1~~'\J'\J-11'Ub~~B"li1t.Jfl1t.J 1 'UnB-1Dru"l11m~nB-1Vl'W 1 'Vlt.J 1~t.J~1'U'Vl1-1~~'\J'\JB'Ub'VlB~ b {j ~ 
~ ~ 

~1 b U'UI'i'B-1~-1~€! b .rr11 oU-11'U(Looi n )bb~~l'i'm'Wi:1~U~'UEJ''U(?]1 ~'U (Authentication) b ~B ~ ~1~i:1€l'\J~11:Wt1n 1'1 B-1 
~ ~ ~ 

\vo~ Vlll1t.Jb~"U 1B~ (IP Address)fl1t.l 1 'U'llm~~'\J'\J-11'Ub~~B"li1t.J.fnt.J 1 'U"UB-1n€l-1Dqj"l11fl1~nB-1Vl'W 1 'Vlt.J 

l'i'B-1~1 b U'U m~,J B-1 n'U hJ1 ~VI'lh t.J-11'Ufl1 t.J'U e:Jn~ b ~e:J:W~e:Ji:11:W1 ~t1:w e:J-1 b ~'U 1~ b ~B b U'U m~,J e:J-1 n'U hJ1 ~ 
u~~~fl1t.J'UBni:11:W1~t1~.rre:J:wm~t.J1n'\J 1m-1i:1~1-1"Ue:J-1~~'\J'\J b~~B"li1t.J bb~~6'11'U'lJ~~ne:J'\J'lle:J-1~~'\J'\J b 'Vl~ 1 'U 1~ ~ ' ~ ~ 

i:11~i:1'Ub 'Vl!31 bb~ ~ m~~€)(;11~ 1m~ t.J~1t.J 
' ' 

lvoC9lo l'i'B-1~~vl1bbe..J'U~-1~~'\J'\Jb~~B"li1t.J (Network Diagram) ~-1i1~1t.1~~ b8t.J~bnt.J1tl'\J'll€l'\Jb -u~ 

"Ue:J-1b~~B"li1t.Jfl1t.J 1 'Ubb~~b~~e:J"li1t.Jmt.J'UBn bb~~~LJmru~1-1 1 'W~e:J:w~-1LJ~uLJ~-11 ~bU'UU~~D'UB~ bi:1:WB 

lvoC9lC9l m~ 1 oUb~~B-1iJB~1-11 (Tools) b~Bfl1~~~1~i:1B'\J~~'\J'\Jb~~B"li1t.J l'i'm 1~~'\Jfi1~B'4~~~1n 
~ ~ bb~~~uu bb~~~1 n~ m~ 1 i-11'Ubu'W1~ b vh~~1 b tl'U 

~v 0 (9)\v n 1~~~~-1 bb~ ~ b~B:w~ BBLJ n~ru b~~e:J-cl1 t.J ~ ~ 1'1 B-1~1 b u'U n 1~ 1~ t.J b~ 1VIU1~ 'llB-1 
' 

~'U~b 'Vl~ 1 'U 1~ ~i:11~i:1'Ub'Vl!3l'VlV11~ m:wm~~e:Ji:11~'VlVI1~ bvh~'U 
lv 0 C9lQ1 0 oU-11'U~ I') B-1 m~'l11 ~LJ n ~ru:w1 b ~B:W ~ €l tl'\J ~~'\J'\J b~~e:J-ci1 t.1 ~B:W'W1 b~ €l ~I') €l-1D ~,j~ ~ 1:W 

'U 1t.~u1t.JtTl~m~~-1~~~b~B1 ~fl1~b~B:W~BB'lJmru~1-1., bU'U 1 'lJm:w:w1~~\51'U bb~~ hl bi'i~e..J~m~'Vlunu~~uu 
' I ~ 

b~~B"ll1 t.1 ~m..J'W1 b~ B~6'11'U~1:W"UB-1 nB-1Dt1J"I11 m~nmVI-w 1 'Vl t.1 

lvo C9l<S:: fl1~"U€l€l'Uill1~'111 b~~m~B:W'W1 b~ e:J~ b ~B:W~B~~'\J'\J b~~B"li1 t.Jbb~~"UBVI:W1 t.Jb~"U 1B~ bb~ ~ ' ~ 
~e:J 1~bll'U (Domain Name) "Ue:J-1VI'l..bt.J-11'U 1~ 1 VIU'J t.J-11'U~'UI'i'e:J-1vl1VIU-1~e:J"Ue:Jel'4t1J1~6'1-1~1'UVI'l..b t.J-11'UI'i''U 

61'-1n~:w1E!'-1!3l'U~ b'Vl~ 1 'U 1~~i:11~i:1'Ub 'Vl!3f'VlVI1~ m:wm~~e:Ji:11~'VlVI1~ b ~e:J'W~1~ru1~1bil'Um~ 
~ 

lv.C9lct ~1:W'\J~~~ 1~m~vl1fl1~b~~€l'U~1t.J Vl~€lvl1fl1~1~ ., ~ BB'lJmru"UB-1 ~~'\.J'\.J b~~B-ci1t.J b~t.J 
' I ' 

'W~fl1~ b 'W~1~B1~nB1 ~bn~~11:Wb~t.IVI1t.Jbbfh~'\J'\J b~~B"li1t.JVI~n'lJB-1 nB-1Dill"l11fl1~nmVi''W 1 'Vlt.J 1~ 
~ 

hC9l b 1 'UmtU~~~1~i:1€l'\J'W'\JrJ1b~~e:J-ci1t.J6'11'U 1~ne:J 1 ~bn~m1:W~~LJn~~e:J~~'\J'\J b~~B"li1 t.JVI~ n 

"Ue:J-1 ne:J-1Dru"l11m~ne:J-1VJ'W1 'Vlt.J !3f'U~b'Vl~ 1 'U 1~~i:11~i:1'Ub'Vl!3l'VlV11~ m:wm~~e:Ji:11~'VlVI1~ ~~VIt.J~ 1 ~u~m~~1n 
~ ~ ' 

~~uu b~~B"ll1t.~nm-11~t.J hll'i'e:J-1bb~-11 ~'Vl~1'\J~1-1VIU1~'Un11~~~1b u'Um~bbm -u 1 ~v11-11'U 1~btl'ULJn~ne:J'U 



- ~-

®. <9llni ~11JVI1 m111~~'H.J bfl~eJ•th m ~m~lJ bel~ 1~ CJhJ1~-r'U B~ t1J1 ~ ~~ih11J b.J~~m1~ ~~~ 
bfl~8~1CJbb'U'U H~1CJ~1CJ (Wireless Network) 

~ V ~ ~ I I 

m. f111'U1Vl11"il~f1111~'U'Ufl8lJYn bl?lel';ibblJ"IJ1CJ 

m.<9l n1Vt'U~'Uflfl~~-r'U~~"1!8'U 1 'Uf111~bb~1~'U'Ufl8lJoW1b~B1bblJ~1CJ (Server) 1 'Uf111fl1Vl'U~ bbm "IJ 
• 'U 

Vt~m'l.J~CJ'Ubb'l.J~~fh~1~1 "IJm1'l.J1bbmlJ1~'U'U (System Software) 8~1~-lr~b"il'U 
m. ~ l1~'U~8'UVl~eJ15LJlj't'J~1 'U f)1';j~';i1"il~8'U';i~'U'U fl8lJ~1 b~eJ1bblJ~1 CJ bb~ ~ 1 'U mru~~'U';hl1 

m ~~1'Ub LJ~ CJ'Ubb'l.J~~f111 u~m~ru~~~'l.Jn~ "il~l'i'B~~'U~1bilum1bbm "IJ11lJ~~11CJ~1u 1~CJVi'uVi 
'\J ' 1 i.l i.l V I 

m.m bD~ 1~'U~f111 (Service)"IJB~Telnet FTP Vl~eJ Ping b vhVilil'1bU'Ub vh'ITu VI~tJVl1f1'U~m1Vi 

li\'1 b tJul'i'eJ~ 1 ~ l1m1lJb~ CJ~~eJ1~'U'U-rm~1fl11lJ'l.J~eJ~Ji' CJ bb~11'i'B~i1lJ1mm1b ~lJ b~lJ~1 CJ 

m.~ ~~~~LJ-r'Uu1~1~'U'U61leJ'VJ~ bb 11"1 ~btJutl'iiJ'iiJ't'Ju b~BB~"IiB~ 1 wi~1~., "IJB~ 1 'l.J1bbmlJ1~ 'U 'U 
, 'I , I 

(System Software) 1'Ubfl~8~bblJ~1CJ1~'U~f111bl'U161l~ (webserver)eJ~1~~J1b~lJ8 
m.ct l'i'mVl~~eJ'U 1 U1bbmlJ1~'U'U b~CJ1tl'Uf111-rmnfl11lJ'l.J~eJ~JlCJ bb~~'l.J1~~V1Bi11~f111 1 ~~1'U 

1~CJ~11LJ neJu~~~~bb~~Vt~~"il1nm1bbm "IJ Vt~ml11~-rmn • 
m.t> m1~~~~bb~~b~eJlJ~m~'U'UfleJlJoW1b~B1bblJ~1CJ "il~l'i'eJ~~1bil'Um11~m..ij1vrU1~"1Jm Pl'U~bVlfl1'W1~~ 

'U 
' ... 

~11~'UbV1PIV1Vt11 mlJm1~8~11Vl'Vl11 bvhtiu 

~- f111'U~Vl11'<il~m1m1D'WVimb~~~11"il~eJ'U 

~- (9) n 1Vt'W~ 1 ~ 1'1 eJ~'t'JuVi nm1Yi1~1'W"IJB~1~'U'UfleJlJ'W1 b~B1 bblJ~ 1mb~~ bfl~ 8~1 CJ 't'JuVi nm1 

'l.Jlj't'J~~1'U"IJ8~f1111 ~~1'U (Application Logs) D'WVim1CJ~ ~bBCJ ~"IJ8~1~'U'UD 8~ tl'W n11~ n1n D'l.!Vin f11 1 

boU1 - eJBm~'U'U 't'JuVinm1~CJ1CJ1lJboU1?i1~'U'U D'l.!Vinm11~~1'W Command Line bb~~ Firewall Log 
'U 

b~mh~1CJ"tl'Ub'Uf1111~1?111"il~B'U bb~~l'i'B~btl'UD't.!Vin~~m-11111' 8~1~'\JeJCJ m b~eJ'U 
~-~ l'i'B~m1"il~eJ'UD'l.!Vin m1't.Jljmi~1'W"IJ B~eJl ~~1'WeJ ~1~~J1 b~lJeJ 
~.m n15m1iJeJ~n'Um1bbm"IJb'l.J~CJ'Wbb'l.J~~'t'JuVin~1~ 1 bb~~lil'1n~~VJBm1boU1~~'t'JuVimVt~1~'W 

1 ~bU~1~'Uflfl~~ b~CJdoUel~bVh~'W • 
ct. fn';jfl'J'UfllJfn';iboU11 ~~1'U';i~'U'U"il1f1.fl1CJ'U8f1Pl'U~ b Vlfl1 'U 1~~~1';i~'UbVlP!Vl'Vl1';i fl';jlJfn';j~eJ~11Vl'Vl1';i 

• 'IJ 

l'i'B~n1Vt'W~ 1 ~~1b ilu f111fl1'UfllJf111 1 ~~1'U1~'U'U~~~ bbm~'U'U 1~~~~~ 11n1CJ 1 'W neJ~'t'Jru"1!1f111f1B~Vi'~ 1 Vl CJ , cu cu v 

b ~8~ bb~-rm~1fl11lJ'l.J~ B~n CJ"IJ8~1~'U'U"il1nm CJ'W Bn 1~ CJi1 bb 'W1Vl1~'l.Jlj'U1i ~~d 
ct.<9l f111boU1?i1~'U'U1~CJ~ 1n~ (Remote Access) ?i1~'U'Ubfl~8~1CJ"IJ8~ nm't'Jru"1!1f111f1B~Vi'~1 VlCJ 

'IJ 'IJ v 

l'i'B~fld'UfllJ'Uflfl~~"il~ b oU1?i1~'U'U"IJeJ~neJ~'t'Jru"1!1 m1neJ~Vi'~ 1 VJCJ"il1m~ CJ~ 1n~ 1~CJ n1Vt'U~1J1mm1m1-rm~n 
, 'i \1 QJ 

F111lJ'l.J~eJ~n CJ~ b ~lJ~'W"il1nm~1~1'Wf111b oU'1?i1~'U'Ui11 CJ 1 u 
.. 'IJ 

ct.~ 15m11~., nmlJ~~1lJ11flboU1~~oU8lJ~ Vl~8';i~'U'UoU8lJ~'iiJ1f1';i~CJ~1n~ l'i'B~1~-r'Uf1118'U~~ I 'tl '\J , 

"il1n~rl1'W1 CJm1P1'W~ b Vlfl1 u 1~ ~~11~'WbVJP1VJVt11 mlJm1~8~11VlVt11 nBu bb~~~1 b ilum1m'UfllJB~1~ 
'IJ 'U • 

b oUlJ~1~nB'W'tl1lJ11 ~ bb~~0 ~l'i'B~'l.Jlj't'J~~1lJoUBn1Vt'W~"IJB~neJ~'t'J t1J"111m1nB~Vi'~ 1 VJ CJ 1 um1 b .U1~1~'U'U 
bb~~oU8lJ~8~1~bfl~~fl-r~ 

'IJ 

ct. m m11 ~~VJB1 'Wf111b .U1?i1~'U'U"il1 m~CJ~ 1n~ m ~l'i'B~ bb~~~Vt~ n~1'W1~'U b Vt~~~ Vt~BF111lJ 
\1 cu d.S , 'I 

lil'1b U'W 1 um1~1 b il'W~1'Wtl'U nm't'Jru"tl1f111f1B~Vi'~ 1 Vl CJ eJ~1~ b .W CJ~~B bb~~l'i'm 1~-r'UB'W~~"il1n~l1eh'W1"il 
v • 'U 

8~1~btl'UV11~m';i 

ct.~ l'i'eNfl1'UfllJ~B1~ (Port) vftmum1b.rr1,b~'U'UeJ~1~-r~nlJ 
• 'IJ • 

/ ct.ct fn';jeJ'lJill1~ ... 
• v 



- ct-

cr.cr nTH:J'Wru1~ 1 ~en i b -if1~1~'1J'I.JoUen..J" ~1m~ CJ~ 1n" ~B~B~uuv1''W~1'W'UB~m1lllil1b tl'Wb vh~'W 
q Ql '\J 'U '\J '\J ~ 

bb"~ 1~~-eJ~btl~~eJ{~~~ 111~CJ 1~1il1btl'W -deJ~VI1~~~fl~11~eJ~~~m1b~eJl.ll?im~B 1~1m i~1'Wbb~1 bb"~~~ btl~ 1 ~ 
1 mJl b~eJ~1 b i1'W fl11~eJ~'UeJ~Iil1 b tJ'Ub vh~'U 

b . fl11~?1~'l1 ~1~'U6hvr-r'IJ en i~eJ ~ .fl1 CJ'U eJ fl en i1~'1J'IJVI fl ~'U b~eJ~ ~ b oU11 i~1'U 1~'\J'IJ ~ eJ~~1'U fl11 
'\J '\J '\J '\J , 

Vl?!~'l1~1 ~'W~1 m~'IJ'IJ'UeJ~ neJ~u ru'U1fl11nB~Vi'~ 1 VI CJ ~~d 
qj ., 

b.C9l bb?l~~~Beni~1'W (Username) 
'IJ 

b.® 1~1~?1~1'U (Password) 

!rl. fl11tn'IJ~l.l'V!'t11CJ~1'U.fl1CJ'UeJflboU1i'i~1~'1J'IJ?l11?f'UbVIPl (Third Party Access Control) fl111-rf 
' 

'IJ~m1~1fl'V!'\.hCJ~1'U.fl1C.l'UeJnm~ neJ 1 ~bi1~~11l.lb~CJ~ 1Jl1Jlbbn m1l.l b~CJ~I?ieJm1b -if1ii~-ifm.J" m1l.l b~ CJ~ I?i eJ 
m1r~n bbm 'UoUeJl.l"eJ ~1~ 1~r~n~ eJ~ bb"~m11.h~ll1" t;.m'(JeJ~1~'1J'IJ~1'U 1~ c.~ 1~1Jl-r'IJ B'Uru1 ~ b Yl eJ 1 ~m1~1'1J ~l.l 

'\J '\J \1 q Ill , 

'V!'l11 CJ ~1'W.fl1 CJ'W eJ n~ b -ir11 i~ 1'W1~'1J'IJ b VI~ 1 'U 1" ~ ?111?l'U b VIPl bb"~ fl11~eJ?l11'UeJ~ n B~u ~"111 fl11fleJ~Vi'~ 1 VI CJ 

b iJ'U 1 'IJ eJ ~ 1~~'U ~~'IJ "eJ~.n c.~ bb"~ n1'V!'U ~ bb 'U1VI1~1 'U m1~1'1J ~l.l m1'1J 5u&~~1'U'UeJ ~'V!t.h c.~ ~1'U.fl1 CJ 'U eJ n 

m1oWWJ'W11~'1J'I.Jm11i'IJ~m1'UeJ~~mmn m11i'IJ~m1Jl1'W1~'1J'I.JbVI~1'W1"~?111?l'WbVIP1~1n'Vftl1m1'WmCJ'WeJn 
lnl.@) bb 'U1VI1~'1J5llii fl11~1'1J~l.l'V!'\.h CJ~1'U.fl1C.l'UeJ fl b oU1 ii~1~'1J'IJ?l11?l'Ub VIPl 

~n~.@).@) ~B1'U1C.lfl11Pl'U~ b VI~ 1 'U 1" ~?111?l'Ub VIP1VI'V!11 ml.lm1~eJ?l11VI'V!11 n1'V!'U~ 1 ~~eJ~ 
qj qj 

~1bi1'Wm1'\.J1~bil'Wtn1llb~CJ~~1fln11boU1i'i~1~'1J'I.JbVI~ 1 'W 1"~?111?l'Wb VIP1bb"~m1~B?l11 'V!~eJB'IJmru m -til 'W 
' 

m1'1J1~l.l1" (;..!" 1~ (J'Vf'\..h (J~1'U.fl1 (J'UeJ n bb" ~n1'V!'U~m~1fl111eJ~-r'IJ 'V!~eJ bbm '()~ b 'V!m~?ll.lneJ'U~~~B~~1 ~ 
1 ~boU1fi~1~'\J'U bVI~ 1 'U 1"~?111?l'Ub V1Plbb"~fl11~B?l111Jl 

~n~ . @). ® m1~1'1J~l.lfl11b orr 11 -r1 ~1'U1~'1J'IJ b VI~ 1 'U 1" ~ ?111?l'Ub VIPl bb"~ m1~ eJ?l11'UeJ~'V!'\.h CJ~1'U 
' 

lri.@). h@) 'IJ ~~".fl1CJ'U elfl~~ eJ~ fl11~VITI1 'U fl11 b oU11 i~1'U 1~'\J'IJ b VI~ 1 'U 1" ~ ?111?l'Ub VI Pl 
' 

bb"~ fl11~B?l11'UeJ~ fle:J~Uill'U1fl11flmVJ~ 1 VI CJ ~~~mvl1b~m'UBB'Uill1~ b tJ'U"1(J~fl'l'JrueJfl'l~1 b yjeJ'UeJB'UlJ&i v q v , . 

~1fl~B1'W1CJfl11Pl'W~ bVI~ 1 'W 1" ~?111?l'WbVIP1VI'V!11 ml.lm1~B?l11VI'V!11 
qj qj 

lnl. C9l . h ® ~ ~vl1belfl?l11bb 'IJ'IJ'VJeJ{l.l6'11'V!-r'IJ 1 ~'V!'tl'J CJ~1'U.fl1C.l'UB flvl1fl111~'1J b 'V!~ (;..1"~1 1l.l 
' ' 

lil1btJ'U~~B~ b -if11 i~1'U1~'1J'IJ bVI~ 1 'U 1"~?111?t'UbVImb"~m1~B?l11~~~B~ih1c.~"~ bBCJ~B~1~uBCJ ~~d 
lri.C9l .®.®(C9l) b'V!~(;..J" 1 'Ufl11'UeJ 1 i 

' 
lri.C9l .®.®(®) 1~CJ~nm1'Wm11i 

lri.C9l.h®(m) fl11~11~?leJ'IJ~11l.l'IJ"e:J~.flCJ'UB~B'\.J mru~b~Bl.l~Bb~~B~1(J 
' 

lri.C9l .h®k) fl11~11~?leJ'IJ MAC Address 'UB~b~~B~~Bl.!Yl1b~e:J{~b~Bl.l~B 
~n~.@) .m m1n1'V!'W~m1ilB~n'W 1 'Wb~B~m1btl~b(;..J c.~-ifBll" 

'IJ 

lri.C9l.m.@) 'V!'thc.~~1'W.n1 CJ'WB n~v11~1'W 1 ~n'IJ nB~uru'U1m1nB~Vi'~ 1 VICJ Vln'V!t.h CJ~1'W 
., ' 

1~11~~v11~1'WeJ~.fl1CJ 1 'W nB~U ru'U1m1nmVi'~ 1 VICJ 'V!~eJ'UeJn?lm'W~Iil1 b tJ'W~m"~'W1ll1 'U61ruru1m11~ bU~b(;..J CJ 
'\J v v v 

oUeJll"'UeJ~ neJ~Uru'U1fl11flB~Vi'~1 VICJ 1~c.~61ruru1~eJ~~~vh 1 ~b?l~~ nB'W1 ~~VITI1 'Wfl11b -if1~1~'1J'IJ bVI~ 1 'W 1" ~ 'tl v QJ QJ '\J 

lri.C9l.m.® b~1'UB~1~1~fl11~~-r'Ue:J~'UB'IJ~eJ1~1~fl11~~B~b-iJ1fi~-ifeJll"1~CJ'V!tl'JCJ~1'U.fl1CJ'UeJfl 
qj 

~B~n1'V!'W~fl11b-if11 i~1'WbU~1~'1J ~~"~lil1btl'Wbvh~'W bb"~ 1 ~'Vfthm1'W.fl1CJ'WBn"~'W1ll1 'U61ruru1 ~ bU~b(;..JCJoUeJll" 
q QJ QJ '\J 

I lri.C9l.m.m 6'11'V!-r'IJ ... 



- b -

rni.@l.rn.rn 611V11''1J bfl"J~f11"J'1J'W1~ 1 'VItY'VI'I.J1 ~N1'W.fl1 tJ'We:Jfl~ ?f 1~1"Jm i1~~im.J6'l~ i1 
fl';n~611fi' t1J'1JB~ nB~u t1J"I11m"Jne:J~Vi'~ 1 'VltJ ~ ~ bbm~uu~ B~mu~~m"Jtl5u~~1'W,X'W 11 ~n m1~~'Wfl~tl6'le:J~Jl' tJ 
.Jf~ rn ~1'W ~€lf11';i1'fl~1fl11~~'\J (Confidentiality) fl1"J1fl~1fl11~fl fl~€J~'1J€J~ie:J~6'l (Integrity) bb{;'l~ fl1"J1fl~1 

'U 'U 

fl11~~~€J~~"il~ 1 ~'IJ~fl1"J (Availability) 

rni.@l.rn.<:s::: f1€J~Ut1J"I11f11';ifl€J~VJ~1 'Vl tJ i1~'Vl51 'W fl1';im1"il?f€J'U\?11 ~~'1!'1!1 fl1"J 1 -ti'~1 'W 

"J~'IJ'\Jb'Vlfllu 16'1 ~ ?f1"J?f'Wb 'Vl!3lbb6'l~fl1"J~e:J?f1"J b ~e:J 1 ~~'W h1~-;h ne:J~u ru"l!1fl1"JflmVi'~ 1 'Vl tJ ?f1~1"Jflfld'\Jfl~fl1"J 1 i ~1'W 
v ' 

1~e:J~1~~1~~m~~t1Jt1J1,1'W 
rni.@l.rn.cf n 1'VI'W~ 1 ~ ~1 ~ 'IJ~ fl1 "J'VI'I.h tJ~ 1'W.fl1 tJ'W €J fl ~ ~ vl 1 bb~ 'W fl1"J~ 1 b ~ 'W~1 'W 

'U 

fiij €Jfl1';jtlnu~ ~1'W bb6'l ~ b €J n?f1 "J~ b ~ t11i €)~ "J"J ~.Jf~~1 b ~'W fl 1 ';i tl 1''Utl ';j ~ 1 ~Vi''U ?f~ tJ €J ~ b?f~ €J b ~ €Jfl1 u fl ~ 
'U d.J 'I 'U , 

'VI~€JI'l"J1"il?f€J'Um"J1 ~u~m"J'1Jmm ~u~m"J 1~B~1~b .u~~d~ b~e:J 1 ~~'W h 1~11b u'U 1 tli'11~'1J€J'\Jb '1JI'lffi~n1'VI'W~ 11 
'U 

~6'l.'Vl . 

(~b"ll!J~ bbEJ~bbtl1 ) 

"il fl . ?f?f 0 'Vl 'V11';i 



~t.nn 'I bb u1ti~Uiit um'l1 <ti'I1'U'l::uufl1'lfl'Ub 'VIffbbg'l::'l::umh'lv'l'tlv'lflTlfl'Ub 'VIff 

tl'l::nvu tl'l::mff un.'Vl'VI. b~e:J\1 u 1au1EJFI11~~'Uf'l\ltlg'le:Jfl.n'm 'VIFI1 u 1g'l~fl1'lfl'Ub 'VIff 

nv'luru•tf1m'lnv'I\1''W1 'VIa 'W.ff.li:l~~~ ., 

Lb 'W1'Vl1\l'tJfhJ11 bbfl~m1~-rue:J fl"dvu"lla\ler fl bbm~uu 1 tJm'jtlnu'11\11'W 1 ~nu na\I'IJ tu"111n1'jfla\1Vi''V'I1 VJCJ v~1\lbfl~ \lfl-r~ d.J 'tl 'U d..J Ql 

bbfl ~ ~ 'j~VI'IJ n~\lm1~r;1'1~ qJ"llm m'j-r nLoJ1fl11~~'Wfl\l'tJmJ~.0 CJ~1'W~1'j~'Wb VJ~ ~ '11~ n1VI'W~bb W'Vl1\l'tJlj u11H ~ '~.Q 
0 i.l oC:It. t{ !LI oC:It. Q..l d .c:::t 0 V' Q.l 0 

(9). fl1'j~1'ja\1"1Jv~fl bbrt~'j~uu flv~'V'I1 b~ a'j ~ a\I'V'IIiJ1'jtu1fl~ bfl a m~uu~1'j~'W b 'Vl~'Vl~1fltu bbfl ~ lil ~'Vl1 
" " 

'j~uur;11'ja\l~b VIm~~~ 1 ~aCJ 1 'W~m'V'I'V'I~a~ 1 otl\11'W~1~bb'W1'Vl1\l ~\l~a 1 LJ-d 
" 

(9) . (9) ~v\l~~vhuru~'j~uu~1'j~'Ub 'Vl~~i1m1~r;1'1~ru~\IV1~~"1Ja\l na\lu ru"d1 fl1'jfla \1 Vi''V'I1 'Vl CJ 
" " " 

'V'I~a~~\ln1VI'Wm~uu~1'j~'Wb'Vl~~lil~~~v11'j~uur;11Te:J\I bbfl~~~v11'j~uubb~'Wb~~CJ~'V'I~a~mruom~'W ufl~ (9) fl~\1 
' 

(9). ~ n1VI'U~ 1 ~r;1'1 'ja\l.ua~r~"lla\l'j~'U'U~1'j~'U b 'Vl~ bb~ fl~'j~uu bbfl~ n1VI'U ~ m1~m 'Ufl1'jr;11 'ja\1 " . 

.Ua~fl Vl1m~uu 1~b LJ~ CJ'Wbb'tJrt\l'tlaCJ ~a\ln1VI'U~ 1 ~i1m1~m 'Ufl1'jr;11'je:J\I.Ummmn~'W 1~CJ 1 ~i11~fl1'jr;11'ja\l 
" " " ... .... ... 

"/Ja~f! ~\I'U 
" 

(9). h (9) n1VI'W~'tJ'j~ bfl'Vl"lla\I.Ua~fl~~ mv11fl1'jr;11'je:J\I bnu 11 bbfl~fl11~ ffi 'W fl1'jr;11'ja\l 
" @).h~ iJ~tJ~a'Um'j'tJ nu~ fl1'j~ ~vl1 m1r;1'1'ja\I.U a~mbfl~n~'Wia~f!a~1\l~ n~ a\1~\l'j~uu 

~ '\J 'tl 'll '\.1 

"da~~ Ln'ibbfl~oUaljfl1 'W1~'U'U~1'j~'Ub 'Vl~ 1~ CJ.fr'W~ atJ'tJlju11 bbCJ n~1~1~uu~11~'W b VJ~ bb~fl~1~uu 
@).~.m 1 ~er~ bbfl'j~'Uufla~~1b~ai bbfl~er ~ bbfl1~uu bfl~a-thCJ n1VI'U~"dti ~bbfl~"1i1\lnmm'j 

'\.1'\J 'U'U 

r;11'ja\I.Ua~flm~fl11~b VIm~~~ 'V'I~a~~\ln1VI'W~~avh -tl'bnu.Ua~fl 1~CJ1'tJ bb uun11r;1'1'je:J\IoUa~fliJ ~ "dti~ ~a 
'tl \J 'U \J 

fl11r;111e:l\loUaljmb'U'Ub~~ (Full Backup) bbfl~fl1'jr;111e:l\loUaljflbb'U'U~1'W~1\I (Incremental Backup) 

(9).~.(( fl11~~v11u'UViflfl11r;111a\I.Ua~fl (Operator Loos) er~ bbfl1~'U'U fla~~1 b~ a{~ a \I 
" ::> "" 

vl1u'W Vi n11 CJ fl ~ b B CJ ~ n1 'jr;1'11 a \loUa~fl 1~c.JiJ 1'W/nfl1 b~~~'W bbfl~~'W~~ ~v err;11'ja\I.Ua~fl "~Jti~"lla\I.Ua~fl 
'\.1 q \J 'U 'U 

~'l:JtJVin r;1'1b~lil/hJr;1'1b~lil 
(9). ~.cr 1 'Wmru~'V'Iuu tuVI11 'Wm1r;1'11a\I.Uv~r~lil'Wb U'WbVI~ hJ~1~11~~1 b i:l'Wm1a~ 1\l~~u 'j"UJ 1~ 

QJ 'U 't 'U 

1 ~~1b'W'Wfl11bbm "1lDtuVI1 bbfl~~1'tJ~f!m1bbm "1lDtuVI1 bbfl~11CJ\11'W~ a er B1'W1 CJfl11~'W~ b'Vlfl 1 'W 1fl~ ~11~'Wb'Vl~VJVI1'j 
I Ql q QJ '\J '\J 

m~fl1'j?ie:J~1'j"VJVI11 

(9) .~ . b m11il~e:J'UoUe:J~fl~\IVI~~ 'j:: uu-:h 1~ 6111e:J\IoU e:J~fl11 e:J ~ 1\1 f11'U ()1 'W 'tJ 1:: fle:J'U ~1 CJ 
" " 

"da~~ bb1{~1\11 ~ b~CJ'JoU€!\Ifl'U'j~'U'U~1'j~'Ub'Vl~ oU'aljflflv'WVlflQb 'jotl'U (Configuration) oU'aljfl1 'U~1'WoUaljfl 
(9),®.{,")! ~ ~ bfl'UoU a~fl~r;111a\IJ 'U 1 'U~ mnu.U a~fl 1~ CJ~ ~~~e:l'U'U~ mnu.U a~ r~r;1'11a\l bbfl~ 

" " " ~m'W~ bnu~a'l:JuVin.Ua~f!r;111a\lnu na'l'l:Jtu"d1fl11fla\1Vi''V'I1 VJCJ ~a\lvh\ln'WbVlCJ\I'V'Ia b vla 1~'1 ~~\l~flm~'Vl'U~v 
" " 

.Ua~f!~~bnuHtJan~m'W~,r'U 1 tJmru~bn~.OCJ~u111 ~1 VI~ thvh~ nu nm'l:Jru"d1fl11nmVi''V'I1 VJCJ " . " 
(9). ~.~ ~1b titJm1Dv\ln'W'Vl1\lm CJI11'V'Iv~1\l b Ylc.J\I'V'Ia~ e:J~mtJ~r;11'ja\l vh i~~bnu.Ua~fl'W an 

" 



- lv -

(9) . \v.(9)(9) 11111\l?fe:J'Ubb~~Vl~?fe:J'Ut.h~~Vl5~~'1lm~'W111e:J'WL.J5u~1'Wm1tj'fi'W.Um.J~e:l~1\l?f~1b?flJe:J 
<9l .lv.<9llv 1 ~e.J~ bbm~uuf1e:JlJ~1 b\11 e:J1lJe:JU'VImEJ'VIU1~m16'111e:J\I.Um:1~ 1 ~nub 41'VIU1~f1'W~'W 

"" ~ 
b ~e:1"1i1 EJ61T~e:J\I.U e:JlJ~ 1 'W mru~e.J~ bbm~'U'Uf1e:JlJ~1 bl1le:J1bbt;1 ~/VI1e:Jt-i'~ bbt;11~'U'U bf11e:J~1 EJ hJ?~1lJ11(1L.J n'lJ~\11'W 1~ 

1\j 'tl \1 \J '\J dJ 

<9l.lv.<9lm fl11b .U11~?t.Ue:J~~rl1~t1) 1 'W f111rl11e:J\I.Um.Jt;1 (Encrypted backup) ~~ bb~1~'U'U 
f1e:JlJ~1bl1le:J1 ~m~~ 1 ~ih~?trie:J'Wb.U1fi\I.Ue:JlJ~rl11e:J\I~rl1~ru 1~EJ m11-ifb Vlf11 'W 1~~ m1 b .U11~?1~ b 'VIm~?tlJ b ~e:J 

" "' 
ue:J\1 n'Uii1 VI.Um..1~ 6111e:1\l b VI~1,T'U(l n btl~ b~ tJ 

" " <9l .lv.<9l~'W 1EJ'U1 EJ~~e:J\IL.J nu~ b~ EJ1.Ue:J\In'Urn16'111e:J\I.Ue:JlJ~ (Backup Policy) e.J ~ bb 1~'\J'\J 
~ 'tl '\J'tl 

f1e:JlJ~1bl1le:J1~e:J\IL.J5'U~\111lJ~'UI11e:J'WL.J5llii Backup Procedure 1~mf1~\lf11'~ 
<9l .m ~e:J\I~~v11bb~'Wbl1l~EJlJf111lJ~~e:JlJmruum~'W1'Wmru ~1~?t1lJ11(1il1b'W'Wm1~1EJi6m1Vl1\l 

' 
Bb~ flY11e:J'Dm1 b ~e:J 1 ~?11lJ11Cl1-if'I1'W?t11?t'Wb VJ;a~1~1111lJL.J n~e:J ~1\l~e:J b ~m 1~ EJ~e:J\IL.J1''UL.J1'~ bb~'Wbl1l~EJlJf111lJ 
~~e:JlJrmuu n b~'W ~\I n~11 1 ~?t1lJ11ClL.J1'u 1 m~e:1 ~1\1 b VllJ1~?tlJ bb~~?te:J~f1~mn'U m11-if\11'U mlJ.n11n\l 

' i,.l .c:::., ~ i.l ~ I iJ' 0 0 i.l I 

(9) .~ ~~ bbm~'U'U f1 e:JlJ~1 b\11 e:11 bb~ ~~ ~ bb~ 1~uu bf11e:J'1J1 EJ 111 e:J\IV11 m1?111e:J\1'1J e:JlJ~ bb\11~ ~11 tJ m 1 1111lJ 
'U\1 'U'U 'U 

' "' "" v"" f111lJ(l ~\I'U 

<9l Mail Server - ~1 Configure 

- .Umj~ 1 'WblJ~De:Jn"ll 

lv Web Server - rh Configure 

- .Ue:JlJm~mb~~'U'Wb1u16!!~ 

m Database Server - ~1 Configure 

- .Ue:1~t;11 'W~1'W.Umjt;1'1Je:J\11~'U'U~rl1~t1J 
~ Firewall Server - ~1 Configure 

- oUe:JlJ~ Rule 'IJe:J\1 Firewall 

Server '1Je:J\11~'\J'U\11'W - rh Configure 

~1\1 1 - .Um.J~'U'W Server ~'W 1 

<9l.<t ~~bbm~'U'Uf1e:JlJ~1bl1le:J1~e:J\111111\I?fe:J'U~~m16111e:J\IoUe:JlJ~~1EJI11'Wbe:J'I'h1~611';je:J'I.Ue:JlJ~ (Back up) 
'U'U 'U \1 

\111lJ11EJ~~bBEJ~ 1 'U\11111\I.U1\I~'U,r'U(lfl~eJ\I?flJ'U1ru 'VI~e:l 111 
" " ..... 

lv. fl11flf1'U1~'\J'U 
" 

lv. (9) 1 'U mru~~'UU t1JVI1~e:l1\l?f~1\lf111lJ b~ EJ'VI1 EJ~m~'U'U f1e:llJ~1 bl1le:J1 'VI~e:l1~'U'U bf1~mh EJ \I'U b U'U 

b 'V!~v111 ~~ e:J\1 il1 b 'W'W n11nfi'W1~u'U 1 ~e.J ~ bb~ 1~uuf1 e:JlJ~ 'J b\11 e:J1'VI~e:J e.J ~ bbm~uu bf1~e:J~1 tJil1 b 'W'W m1 bbfll '1J 
'U "' \I'U 'U \J 

11 EJ\11'W~~ rn'Hbm 'll~~e:JlJVl\IU'WYin bb~ ~11 EJ\11'W?t1L.J ~~ rn1L.J nu~\11'W~ e:1 ~B1'W1 EJ rn1;a~'W~ b Ylf11 'W 1~ ~ '\ dJ 'U 'U 

?111?f'Ub Vl;a!Vl'VI11 mlJ m1~e:J?f11Vl'VI11 Vl~eJ~m~-rulJe:J'U'VIm EJ 
" 

lv.lv 1 m-if.Ue:JlJ~Vl'W?f~EJ~?f~ (Lastest Update) m~6111e:1\IH Vl~e:JI111lJf111lJ b'VIlJ1~?flJ b~e:Jnfi'U1~'\J'U 
" ' " 

1\v.m 'VI1f1f111lJ ... 



- ~ -

1!>. ~ 'V!1f)fl111.1 batJ'V!1 tl~ bfl~~'Ufl'IJ'~~'U'U fl€11.1~1 b~€11 'V!~m-~'U'U bfl~€1~ 1 tJ m-~'Vl'U ~€) m~ 1 ~'U~f11~ 
'V!~€1 m~ 1 otl'11'U"1J€l'lm i~~'U'U 1 ~ bb ~'1m otl'11'U'Vl~1'UVl'UVi 'V-l~€11.1~'1~1 tl'I1'U fi111Jfl'U'V!tJ1 f) 1 ~tlfl'U ~~'U'U b 'iJ'U ~~ tJ ~ 

'U 'U 'U 

I 0 .0:::.. d. ~ I ~ 
"il'Uf11T'il~~1 b 'U'U m~ b?l~"il?I'U €l tJ1'1?11.l'U~ru 

'U 

1!>.~ ~€l'lin~e:J1.1m~nfi'U~~'U'U€l~1'1tJ€ltJU~~ (9) ~"~~'~ 
'U 

(~b"'1!Ji bbEJ1Jbbtl1) 

"iJ f) . ?1?1. 'Vl'V!1~ 



~'U1n liJ bb'U1tl~tWll'UnT:i~flvl1bb~'Ubfl~al!fl11l!Yf~ellln':iWGmii'U 

tl':i::ne~u tl':i::mA un.'Vl'Vl. L~eJ.!J 'U 1au1afl11ll~'Ufl.!Jtlfte~fl.n'aL'Vlfl1 'U 1flafl1':ifi'UL 'VIA 

'llei.!J ne~.!Juru'ti1m':ine~.!J\1'-r.1'Vla v..A.lD<t'<t'~ 
Ql 

"' ol <f 
1~qu':i::fi.!Jfl 

b ~e:Jft~fl11l.lb~ C~vt1CJ~"il:::bn~bbn~:::uu b'Vlfllu 1ft~ ?t1~?f'Ub'VlA"llm ne:J-:l'u qJ"111m~ne:J\ll1~ 1 'VIC~ "il1n?tm'Um~cl 
m1l.l hJml'WmJ ~C~flnfl1l.l bbfi:::~C~Viu~~m"il bn~~'Uf1u~:::uub'Vlfl1 'U 1fl~?f1~?f'Ub'VlA ~\lbfl~e:J\lbblhh C~ ~:::uu , 
?t11?f'Ub'VlA bbft:::bfl~e:J"Il1C~fle:Jl.!Vi'H~e:J{ ~ m)'Um1C~~ bn~~'Um"ilvh 1 ~.Ve:Jl.lftf:l mtJ ~be.JC~ b 'tJ~ C~'Ubb 'tJft\l vt~e:J?f qJvt1C~ 

~ ~ ~ 

?i\le.Jft n 1:::'Vlu ~e:J m~'tJ 5tr~~1"1Jm1 ~\l~'Ub ~ e:1 b U'Um~ft ~~ C~~\l n~11~ "il::: bn~~'U~i\li1 m 1l.l~1 b U'U e:J~ 1\l ~\)~ 
ne:J\lUtu"111Fn1ne:J\ll1~ 1 'VIC~ "il:::~e:J\ll1bbe.J'U~m-ru?fm'Um~clum~'U"il1n~ C~flnflll.l ~\ltl~:::ne:Ju~h CJ bbe.J'U1e:J\l-ru "' , , 
?fm'Um~clum~'U"il1n~C~Viu1i~bn~~'Ufl'U~:::uu bfl~e:J"Il1C~fle:Jl.!Vl1 b~e:J4 (Contingency Plan) bbe.J'U~1 b 'iJ'Um~ , 
b~e:J1~~:::'U'Ubfl~e:J"Il1C!fle:Jl.!Vl1b~e:JTii\l1'U1~e:J~1\l~m~e:J\l (Continuity of Operation Plan) bbft:::bb e.J'Un1~ 
~1~e:J\l.Ue:Jl.lftbbft:::n~'U.Ue:Jl.lft (Backup and Recovery Procedure) 1~n1vt'U~bb'U1'tJnu1\H ~\ld 

\J \1 \1 6.J 

(9). bbe.J'U~e:J\l-ru?fm'Um~clum~'U"il1n~C~Viu1i~bn~~'Unu~:::uubfl~e:J"Il1C~fle:Jl.!Vl1b~e:J4 (Contingency Plan) , 
' ~ i.l o iJ c::!1 cv ~ V..::::i .o::::t iJ Q.J 

(9).(9) ~mmvt'U~vt'U1'Vlbbft:::m1l.l~'Ue.J~"/Je:J'U"lle:J\le.J'Vlbnm"lle:J\l'Vl\lvtl.l~ 
~ 

<9l.~ ~e:J\l'tJ~:::biJ'Ufl11l.lb~C!\l~1VI-r'U~:::'U'U~ijfl11l.l~1AqjbVIJ;ll~'U bbft:::01VI'U~l.l1mn1~b~e:Jft~ 
fl11l.lb~CJ\l mrulyj~ubU'U~:::C~:::nm'U1'U 1yj1vt~ thvhl.l bbt:l'U~'U1vt1 rn~"IJl.l'Ul.l'tJ~:::vh\l vh1~hJ?t1l.l1~m.V11i , , 
1:::'U'U\l1'U 1~ 

<9l. r;n ~ e:J\l 01VI'U~.fr'U ~ e:J'UDDWlb 'U Fn~~~'U 1:::'U'U?f11?f'Ub 'VIA 

(9).~ ~e:J\l01vt'U~.rr'U~e:J'U'tJfiu1\1 'Um~~1~m.Ve:Jl.lft bbft:::'Vl~?te:Jun~'U.Ue:Jl.lft~~1~m 11 d.J \J 'U 'U 

<9l.<t ~e:J\l01VI'U~-de:J\l'Vl1\l1 'Un1~~~~e:Jn'Um ~'U~n11.fl1C!'Ue:Jn m ~'U~n11bfl~e:J"Il1C! ~n4~bb14 
~ ~ 

bbft:::61myj~ bn4 

<9l .b m1?1~1\lfl11l.J~1:::wun vt~e:J1~m1l.l~bbnb~1vtu1~~~bMC~1.Ue:J\lnu.fr'U~e:J'Um~'tJnu~bdmn~ 
~ ~ ~ 

bVI~b~\l~1'U , 
(9) .~ ~e:J\l'Vl'U'Vl1'Ub ~e:J'tJ-ru'tJ~\lbbe.J'Ub~~C~l.lm1l.l~~e:Jl.lmruum~'U~\ln~11 1 ~?f1l.l1~f:l'tJ-ru 1m~ , , 

e:J~1\lbvtl.J1:::?tl.Jbbfl:::?te:J~fliKe:J'lnum~1i'l1'U~1l.lm~n"il 1~C~li\lbu'U1'tJ~~:::uu~i1m1l.l~1A'ru?t\l tlft::: (9) fl~\l , "'~ 

h bbe.J'U~1b'D'Un11b~e:Jb~1:::uu1i'l1'U1~e:J~1\l~m~e:J\l (Continuity of Operation Plan) b~mbm"ll 
~:::uub'Vlfl1 'U 1fl~?f1~?f'Ub'VlA "lle:J\l ne:J\luru"IJ1m~ne:J\ll1~1 'VIC~ ~bn~"il1n~C~Viu~1 m i'l1'U 1~e:J~1\l~1~b ~1 bbft::: 

"' 
~m~me:J~1'li1ti~:::~'Vl5.n1~ 1~n1vt'U~'U'Vl'U1'Vlvtu1~ ~\ld 

h<9l. ~'U~VI1~1:::~'U?f\l?f~ (Chief Executive Officer : CEO) 
~ ~ , 
~. <9l.C9l 01VI'U~'UbCJ'U1CJ1~ ne:J\JUqj"IJ1Fn~ne:J-!!i1'~1 'VIC! 

~. (9).~ 1 ~f11'tJ~mmbn ~B1'U1C~n11A'Uf1b'Vlfl1 'U 1ft~?f1~?f'Ub'VlA'Vlvt1~ ml.lm~~e:J?f1~'Vl vt1~ 
~ ~ 

1 'U~1'U:::m~n1nu~bbft ... ~ 

®.<9l.rn ~1b'W'Um~~~~\lvttldC~'tJ5u~m1?t1~?t'Ub'VlAbu~1:::n"il b~me:J\l-rum~'tJ5u~.n11n"iJ 
bu~1::: ~~e:J-!!bifl11l.l"ll1'U1qJrn~i'lbA~"lle:J\ln16=i'-!!~ft"il1n?i1'U~1"11Fn~~'U 1 .fl1C~1 'U ne:J\lUqj"111m~ne:J-!!r1'~ 1'VlC~ 



- 1v -

lv.lv ~ehu1tJfn'j~'U~ b'Vlfl1 u 1~~?l1'j?l'Ub'VH"l'Vlvt1'j mlJfn'j~e:J?l1'j'VlVf1'j 
'IJ 'IJ 

lv.\v .@) bUu~D'~fi'~D't~J'111~~~~ 1 umTui)~m'j~flb~'U'j~'tJ'U?l1'j?l'Ub'Vl~ . " 

lv.lv.lv iJB1'U1~~~fn'j1 Vf'Vl mh'U'j1'1Jfl1'j"VI~~ VI~B't.Ji)D~fl1'j'j~~'U b Vl~~fl b5'U'Vi d'\~'TI'W 1 'U 

~v . ~v.rn ~~'tJ'j~'1JlJvt1~Bn'Ufltu~m'jlJfl1TVIbnm-ii'B~ 
' 

~v . ~v .~ 'tJ'j~biJu?~mum'jrubb~~i~m'j 1 Vi''t.J~'U b'tJ~tJ'Ubbe..~u ~1lJfl11lJ b vtlJ1~?llJ 
~v.~v . cr 'j1tJ~1ue..~~ fl1'j't.J n1J~~1u 1 Vi' ~'U~vt1'j b 'Vl fl1 u 1~ ~ ?l1'j?l'U b 'Vl ~'j~ ~'U ?~~ 'Vl'j1'tJ 

~ 'IJ 'IJ 

lv. rn ~'t.J'j~i?l1'U~1'U bb~~u~vt1'j n1n'U~ bb~?lfi1'Wfl11lJ'Vfr€llJ"'..€l~'j~'lJ'U bfl~€1"1l1tJ (vhw.J1~1'U 
'IJ 'IJ 

'j~'lJ'U bfl~€1"1l1 tJ bb~~'U~fl1'j"B'U b 'VlB{ b iJ~ ) 

~v.rn.@) 1 bfl'j1~~?lm'Um'jru1u~ bn~bvt~ bu;l1bb4~bvt\?l 1?1 €1 ~ B1'U1tJfl1'j~'U~ b'Vlfl1 u 1~~ ?l1'j?l'Ub'Vl~'Vlvt1'j 
, , 'U 'U 

.d 
fl'jlJfl1'j?l€J?l1'j'VlVf1'j 

~v. rn . ~v i1'€51u1~i~m'j 1 vt1-ii'bbe..~u'tJ n~m'jum~u~u~u~un-J1 ~B1u1 tJ fn'j'j~~'U b vt\?lu m~u ';,.J , '\J q, 
"" ., "" 

~~lJ1m'Vlbfl~b vt\?1 
' 
lv.rn.rn i~fl1'j 1 Vi'~~b~m-ii'B~lJ1't.Ji)'U11\?11lJbbe.J'U "1 

lv . rn .~ vl1VI'IJTVlbb 'Vl'U ~ B1'U1 tJ fl1'j'j~~'U b Vl\?lu m5u ~1lJ~hi'~'UlJ€l'UVIlJ1 tJ VI~€1"/Jtu~~ 
'IJ ' ' 

~B1'U1tJfl1'j'j~~'Ubvt\?luflb~'U 1~€1~ 
'U , , 'U 

~v.rn . cr 't.J'j~?l1'U~1'Un'U~1vti!1vt'l.h t1~1u "111 ~1 ~vh "111~ tJ1'U'W1vt'U~ bb~~vt'l11tJ~'U bow~~~ 

~v . rn . b 'j1tJ~1'U 1Vf ~B1'W1tJfl1'j'j~~'Ubvt\?lum~u 'Vl'j1'tJ~~?lmum'jru bb~~~'U\?l€l'Ufl1'jl?1'1b'i1u~1'U 
'IJ ' ' 

~1~m~v'i11't.Jbb~1 
lv.rn.b'll n1vt'U~eJ\?l'j1fl1~~-w~ 1?~~€l't.Jmru bb~~bfl~B~i1B~"il1b uu~eJ~"'..m ~lJb~lJ 1 'WB'U1fl\?l 

'' d .c:r. Q,.l ({ ..:::J .c:r. 

1v. rn . ~ \?111~?l€l'U fl11lJ b?l tJVI1 tJ"'J€l~l?l'U'Vl'j'W tJ bb~~€11fl1'j'Vl bfl~ b VI \?I 
' 

lv.~. ~~bbm~'U'Ubfl~€1"1l1tJ bb~~~"li1tJ~bbm~'U'Ubfl1€1"1l1tJ (Network Admin istor and Staffs) 
'U'U 'U 'U 

lv. ~. @) mriibn~ b 'W~~ 1 vtm Vf\?\'1 b 'iJ'U fl1'j'l11€1't.J mru~'U b 'W~~ b -ii'1vl1fl1'j~'tJ b 'W~~ 
' .c:r. i.l c:l!V .C:::.. .:!A I d I 

lv . ~. lv 'W~1'jttJ1bb~~?lfl1'U~'Ub'W~~ Vf'j€JVf'U1tJ~1'Ufl1tJ'U€lfl€l'U 1lJ1'111tJ 

lv .~. rn ~~m~bb?llvHh~~1tJ1Vi'~u~~bn~bvt\?lum~u 
'' 

~v.~.~ t1€l~nu~1\?l~'U'Vl~-w~ bb~~~~bn~~BlJ 1 m~~'Ufl11lJ b~tJVI1tJoU€ltJ~?l~ 
' 

~v . ~. cr vt~~~1m vt\?lm'jruum~u1~?~~'U~~ bb~1 1 Vf~'U\?\'1 b 'i1un1'j~'j1~?l€l'U1?~~€l't.Jmru~ , , , , 
"1111~b~tJvt1mb~1'j1m1u 1 VI ~B1'W1tJfl1'j~'U~ b'Vlfl1 u 1~~?l1'j?l'Ub'Vl~'Vlvt1'j mlJfl1'j~eJ?l1'j'Vlvt1'j 'Vl'j1'tJ eJ't.Jmru~ 
iJ Q,.l Jf 'U \1 , 

~€1~\?111~?l€l'U ~~'U 

~v .~. cr.@) ~'j1~?lB'tJ'j~'tJ'Uhl11€1~~ 

\v .~. <t . \v ~'j1~?lB'U Virus, Worm bb~~ Spyware 

lv .~. <t.rn ~'j1~?lB'U UPS (Uninterrupt Power Supply) 

\v .~. cr . ~ \?l'j1~?l€l'U Transaction Log files 

1v .~. cr. cr ~'j1~?l€l'U fl1'j 1 i~1u-iJeJlJ~ 'j~'tJ'U~1'U~rl1 fi'ru 
'IJ "' 

~v .~. cr. b ~'j1~?l€l'tJfl1'jb'tJ~tJ'Ubb'tJ~~"'..€1~ 1 ~~1?11~ 1 

lv .~. ct. b'li ~'j1~?l€l'Ufl11lJflfl~€l~"'JB~ 1 ~~-iJ€llJ~ 
'IJ 'IJ 



- Ql -

~.ct.b b~~m.Jbfl~e:J'liie:J~'IJrrnu~'lVl1'l~h'U Hardware bb~~ Software ~~e:J~'OJ'U~'\.Jmru~ 
b~EJl.rre:J'lb ~e:J~hd:l'Urn':in':i~'U'U 1~m ~l 

'IJ 

.rrm.m (Data) bb~~1'Ub?f11vhrn-:i~1':ie:J'lim.J~~'l':i:::'U'U (Syst em) 
'IJ 'IJ 

hct.~ ~e:J'lbrh.J~'l~~11"1't1J~b~mieJ'l1 'U~:::uu?t1~?t'Ub vw1111 'U?tm'U~~'lJ~e:J~fi EJ 1~mbEJmn'U 

H\911'lVI1f1'0J1f1Vle:J'lfll'Ufl~':i:::'U'U 1'lJ~bbni~ bb~:::bbfJ~.rre:J~~ Tape Backup ':i1CJ~e:JbU~ bbni~be:Jf1?11~~b~EJl fl'U 
' 'IJ 

~:::uu'lJlj~bb~::: 1 U':ibbni~ -:i1EJfl1-:i~n1~bbT~~1-:ieJ'l ~1b'U1~iieJ 

~.ct. ci tJ1':i:::'U'U~1':ie:J'l-rre:l~~e:Je:Jmn1 ib ~el 1 Vl':i:::'U'U?f1~1';i(l~1bti'Ufl1-:i\OleJ 1 u1~ 
'IJ 

~.<t. C9l bb~'lb Vl~ufl b~'Ubb~:::bfl~eJ'UcJ1CJ~'UbeJ'l bb~:::~~'UeJeJf1\11f1~bn~ b VI~ 1~m ~l 
\ 'i '\J , 

~. <t.~ 1 Vfie1~~ b~EJln'U?fm'U~ bfl~b VI~ bbn ~B1'Ul EJfl1':ifil'U~ b Vlflb 'U 1~ ~?f1~?f'U b Vl fi! VlVI1~ 
'tl 'I '\J 'll 

.,J 
m~fl1':i?fe:l?f1TVIVI1':i 

h<t.Ql t11~'UYlr'Vj ~~"1l'UcJ1 m:re:J mn bn'U b .rr1~1~EJ~ e:J'l~-:il'OJ?t.n1'Vj bb~ :::?te:J'UY11'U'IJ' t1!~~'UVJ-ryj ~ 

Ql. bb~'Ufl1':i~1~eJ'lie:J~mb~:::n~'Uie:J~~ (Backup and Recovery Procedure) 
'IJ 'IJ 'IJ 

m~tj'~'U':i:::'U'Ubfl~eJ'lbb~<thmb~:::~'lJmrum:::'OJ1EJ~t1jt1J1tu (System Recovery) ':i:::'U'Ubfl~e:J'l bb~~ 1EJ 

bb~:::m.Jmrum:::'OJ1EJ~ruru1ru 1~ CJ'I.Jn~ 'OJ:::~e:J'leJEJ'1 'U?f.f11'Vjfll1~'Vj~eJme:J'lru nT~ 1 Vfu~m':ibfl~e:J'l~ f1~1 EJ \911 'l 6') 
, v v 'tl ~ I 

1~~~e:J~bl~1 ~ct i11~'l Vl1f11~?11~1-:i(l1 Vfu~m-:i1~ -:6'1bU'U~eJ'ln~:::'U'U~'U1 Vi'1~b ~l~?f~bvh~'OJ:::vh 1~ 
'IJ ' 

b ~eJ'l\11 mfl~eJ'l bb~~1CJ bb~:::eJ'lJmrum:::'OJ1EJ~ruru1ru~ eJ'lvl1'l1'U~1'U'U~m~ (Service) bbn bfl~eJ'l~ f1~ 1CJ1 Vi' 
q cu Q,l '\J 

?f1~1-:i(l1 inu 1~u n~ m':in~'U':i:::'U'U bfl~eJ'l bb~~1 EJ bb~:::e:J'lJmrum:::'OJ1CJ~ruru1tu-:6'1 b tJ'U~eJ'lvl1eJ~1'l~l~ b ~l 
'\J q v QJ 

b ~e:J1 m i'l1'U 1~eJ~1'l~l~b ~l~?f~ bb~'Um~db tJ'U1fim':i~vl11 Vl':i:::'U'Ufl1~vl1'l1'U"1Je:J'l bfl~e:l'lflel~~l b~ eJ{ bb~ ::: 
' 

bb -w~.rre:J~~ f1~'U~?f.n1'Vj b~~ b~eJ':i~'U'U b~EJVI1 EJVI~e:JVI EJ~vl1'l1'U ~'l?f1m':i(l~1 b ti'Um':i 1~ ~'ld 
'IJ 'IJ ' 

Ql.<t tl1 BACKUP TAPE/ CD-ROM/ HARDDISK ~1~~1-:ie:l'l.rre:l~~H tJ1f1~'Um1-ff (Restore) 
'IJ 

Ql. b vh.Jn ~:::'U'U (nm'lJn 'IJ'~ f11~bVlfl1 'U1~~ ?11-:i?f'UbVlfil fil 'U~ bVlfl1 'U 1~~ ?f1':i?f'UbVlfi!Vl'Vl1':i fl~m~~ e:l?f1':iVlVI1-:i) 
'IJ :;.! 'U 

~l~n'Un~:::'U'Uf1~'Um1~m~lmCJ1'U ~~ i1~'l 
'IJ 
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rn . ~ ~B·n111€1\I~€Jl-!{;'l\?11l-l"llil~ m1l-l~ LL{;'l~ ifim16111€1\l~b~rhwu~ H LL{;'l~1 ~m1"il?I€1'1J€1~1\I 
'IJ 

?IJ1 L?ll-JWJ1~€Jl-J(;'l~~11€1\11 U,!'UiJfl1 1l-Jfl1'1J(hU 
'IJ 

fl~\1 ll1'V'I'IJ';h~uru'\ll1 Ln~~'U 1 'U1~Vl11\lfl11'Vl~?I€1'1Jfl~'U 1 ~~1 L il'Ufl11LLm "lJ LL{;'l~U'UVi fl~€Jl-J(;'IU ru'\ll1,r'U H 'V'I ~eJl-1 
v \J \J v 

~'lifim1LLm"lleJ~1\ILU'UmtJ~m~ruerm~1 

'V'I{;'l.'Vl. ~·v 

(~L"Ilfl.~ LL~lJLLf~1) 

"iJ fl. ?1?1 . 'Vl'Vl11 



~'LI1n u bb'L11tl~~1'Lim·a-u~\1Tr~'~m~fl113Jb~£J~~1'Lib 'VIfl1 'LI 1!;!afl1~fl'Lib'VIfl 

tl~~ne~u tl~~mfl un.'VI'VI. b~eJ~ 'LI1£Ju1£Jfl113J~'Lifl~tl!;le~~J1m'VIfl1 'LI 1!;!afl1~fl'L!b 'VIfl 

ne~~uru'tl1m~ne~~\1'cw 1 'VI£~ cw. fl.l£1~~~ ., 

n1~tl~~bil'L!flm'L!n1~Wfl113Jb~£J~ 
lil1 nm~~l?lml.l\>lT'"Jiil?le:J'UI"n1l.lb~ ~\1~1\1 11 'U~~'UUb'VIfl1 'L! 1~~?11~?l'L!b'VII"l"tle:J\I ne:J\IUt1)"1.11fl1~ne:J\IoX'V'l1 'VI~ 

'V'l'U--.i1fl11l.lb~~\l~e:J11ilbU'L!B'L!\>l11~ (Disaster) ~m~'U'Ubfl~e:J·lh~fle:Jl.l~'Jb\>le:J{ ~\lbU'L!e:J\I~tl~~ne:J'U'Vl~n 1 'U~~'U'U 
b'Vlfl1tJ1~~?11~?l'Ub'V11"1"1.le:J\I ne:J\1Ut1)"1.11fl1~ne:J\I.X'V'l1'Vl~ ?11m~mb~mtlw1~~1\l 11~ ~ tl~:::b.n'Vl ~\ld 

@). Ji'~~bfi~lil1nb~1'VIU1~VI~m..Jfl~1m"1.1e:J\IVIU'"W\ITU (Human Error) 
' 

1~ bb fl b ~ 1VIU 1~ VI~ e:J'U fl~ 1 n ~"1.1 e:J \IVIU'J ~ \11'U "1.11 ~ fl11l.J ~fl11l.J b -rr 1 h 1 'U bfl ~e:J\IiJ e:J e:J ti m ru 
' '\1 ' 

fle:Jl.l~'Jb\>le:J{ ~\1~1\J~n{~bb'J{ (Hardware) bb~:::6!le:J'WI?1bb'J{ (Software) ~\le:J11ilVh1~~:::'U'Ub'Vlfl1'LI1~ ~ 
?11~?1'U b 'Vll"l b~ ~Vl1 ~ 1 i\11\J hi1~ bfi l?ln 1~"1.1~-r nr'U Vl~e:J'Vl~ l?lvl1\11'L! bb~::: "\1 ~~ 1 Vl'1~?11l.J1~tl1 otl\11 'U ~ :::'U 'U 

' 
b 'VIfl1 'U 1~ ~?11~?l'Ub 'V11"11~e:J~1\I b~l.lti~:::~'V15.fl1'V'l bb 'U1'V11\Itln'U"i b ~e:J b\>l~~l.l~'U?Im'L! m~run ~~ bfi l?llil 1 n b 41VIU 1~ 
Vl~e:J'Ufl~1m"1.1e:J\I'Vl'll'JCJ\11'U 1~?~~ l"l'U~b'Vlfl1 'U 1~~?11~?l'Ub'Vll"l ml.lm~~e:J?I1~'Vl'VI1~ ne:J\1Uru"1.11m~ne:J \I.X'V'l1 'Vl tJ 

' '\1 ~ 

1~n1VI'U~bb 'L!1'VI1\Ifl1~~1btJ'Ufl1~b de:J\I~'Ub~e:J~~Ut1JVI11"111l.lb~m~lil::: bfi~~'L!tl'U~:::'U'U b 'VIflb 'U 1~ ~?11~?1'Ub 'VII"111 
... 

~\llj 

(9) . (9) ~~VI~ n ?I \>l~e:J'U~l.lb ~1VIU1~"1.1e:J\IVIU1m1'L! 1 ~i1fl11l.l~l"n1l.lb.rr 111il1 'U~ 1'U~n{~bn{ bb~:::6!le:J'WI?1 bb 1{ 
'\1 '\1 

b-de:J\I~'U b~e:J~I?lfl11l.Jb~CJ\1~1'UntJ~bnl?llil1m41VltJ1~Vl~e:J'Uflmm"tle:J\I'Vl'l11tJ\11'L! 1~'\Je:JtJ~?II?l v111vi\~1VltJ1~i1 
' ' 

1"111l.l~fl11l.Jb .[111il fl1~ 1 i bb~~'U~Vl1~~\?lfl1~ bfl~e:J\IiJe:Je:Jtl mru'V11\1~1'L!?I1~?l'L!b 'Vll"l ~\I'V11\1~1'U®"1 {~?~ bb 1 { bb~::: 
'\1 ' 

111m'W 1?1 bb 1 { 1~e:J ~1\li1ti~:::~'VI5.n1'V'l~\I~'U v111 ~fl11l.l b~ ~'~~ bnl?llil1nn ~~bfi~lil1m ~1VltJ1~Vl~e:J'Uflmm"1l e:J\1 
' ' il 

VI'U1 ~\11\J~~'Ue:JCJ~\1 

@) . l!:> t11 b?I'U e:J'U 1tJ'U1 ~ bb~:::.rre:Jtln'U"i1 'U m~~m~1m1l.l~'Ufl\ltl~e:J~n ~~h'U?11~?1'U b 'Vll"l b ~ e:J~Iil1 ~ru 1 

1 'Um~tl~:::"1.1l.lflru~v11\11'L!fl1~~1 b tJ'Ufl1~~w.J'U1fltl.!.fl1'V'lfl1~'U~Vl1~~~m~.n1fl~\i ne:J\IU ru"1.11m~ne:J\IoX'V'l1 'Vl tJ 
q q 0.9 v 

Vll.Jdl?l ~ m~11?l fl1~1bfl~1:::~ bb~~fl1~~1?lfl1~fl11l.l~ (PMQA : Public Sector Manangement Quality Awards) 

<9l.rn ~l?lvl1'U 1~'U1~11~1 ~fl1~ 1 otl\11'L!fle:Jl.l~1 b\>le:J{~11 tl bb~~fn~b .[1(i\I~:::'U'U bfl~mh~B'Ub'Vle:J{ b tJ\>1 

b~mb'V'l~~1'Ub l'U 16!11?11"l'U~ b'Vlfl1 'W1~~?11~?l'Ub'VII"l'V1VI1~ ml.lm~~e:J?I1~'VIVI1~ b~mtl'Ubb'L!1'V11\Itlnllii1~e:J~1\Ittn~m 
'\1 d,J '\1 

l!:>. 31 ~~bfi~lil1n6!le:J'W 1?1 bb 1 { b tl'Un CJ~?I~1\If111l.l b~CJVI1CJ 1 ~bbfl bfl~e:J\Ifle:Jl.l~1 b\>1 e:J{ Vl~m:::'U'U bfl~e:J·th ~ 
fle:Jl.l~1b\>le:J{ tl~:::ne:J'U~1CJ b~?lfle:Jl.l~1b\>le:J{ (Computer Virus) Vl'Ue:J'UB'L!b'Vle:J{btJ \>1 (Internet Worm) 

~11'Vl~~'L! (Trojan Horse) bb~:::~11b~?!VI~e:Jn~1\l (Hoax) ~\16!le:J'WI?1bbd{tl~:::b.fl'Vldmlil~'Und'L!fl1~vl1\11'U 
bb~ ~ n e:J 1 ~ bnl?l f111l.l b~CJ'Vl1 tJ 1 ~bbn ~:::'U'U b 'Vlfl1 'U 1~ ~?11~?1'Ub 'Vll"l"llm n e:J\Iu 11J"1.11 m~ n e:J\I.X'V'l1 'V1 tJ (i\l.ff'Liv111 ~ 
~:::'U'U bfl~e:J~1~fle:Jl.l~1 b\>le:J{"lle:J\1 ne:J'IU11J"1.11m~ne:J\I.X'V'l1 'VICJ 1 otl\11'U 1~1~ ~'~ bb 'U1'V11\Itlnu~ b~m\>l~tJl.l~'U 
?ftl1'Ufl1~runtJiil1n6!le:J'WI?1 bb1{ ~\I l"l'U~b 'Vlfl1 'U 1~ ~?11~?l'Ub'Vll"l'V1VI1~ ml.Jfl1~~e:J?I1~'Vl'VI1~ 1~\>l~~VIiJn(i\liJ ru'\111-Q 

'\1 ~ 

~\11~il1 btJ'Ufl1~ ~\ld 
h<9l ~~~\11 'W{'de:J~~~ bfl~e:J\Ifle:Jl.l~1 b\>le:J{bb~~1~ vl1VIU1ffi 'Ufl1~n1VI'U~~'VI5fl1~b .rr11 otl\11'Ubfl~e:J\I 

fle:Jl.l~1 b\>le:J{bb~~1CJ bb~ :::tle:J\In'U m~'U mnlil1 n.n1 CJ'U e:J n 
' ' 

... 
/ ]!:).]!:) ~ e:J\1 ~ 1?1 ~ \1.. . 



- l9 -

l!J.l!J ~B~~~~~6lfB'V'l~bn1 Trend Micro Server ~bfi~B~1 ~'U~n11 (Server) bb(l~bfi~B~~ fl~1 CJ 
(Client) ~~vl1VIoU1~ b th.J6lfB'V'l~ bb 11 Antiv irus ~ fl~'U 1 1-r?l~b orr1~n 1 'U1~'U'U bfi~B~1CJ bb(l~?l1~11flm1'i\l?IB'U 1~ 
-.hi11 1-r?I'IJiJ~ 1~borr1~1vl1fl11~b~CJV11CJnu1~'U'Ubfi~B~1CJfiB~~1 bl'lB1'1lm nB~DqJ'I11m1nmV1'Y-l 1 VICJ 

l!:l.rn bb~~orrB~m~B'U.tl CJ b-r?lfiB~~1bl'lB1~1'UVI1~1~'U'UB'UV111bill'l 'IJB~ nm'I.J' ru'IJ1n11flB~Vl'Y-l 1 VI CJ ~ 
~ v 

http://m itd.rtarf.locaVmitd/ B~1~~m~B~ ?tJ1b?I~B 11m~~bb'U~'l11iBm1DB~tl'Ubb(l~n11fh~~.i1CJ~'i\l~ bn~ 
'i\l1 n6lfB'V'l~ bb 11 ~~ m111 1 ~b ~1VIoU1~1~Pim·n bb(l ~?11m1t~tll]u~ m1il B~n'U bb(l~ bbnl 'lltl qJVI11 'Ub dB~~'U 1~ 
~1'UVI1~ http://mid6000.rtarf.locaVkm-sc/ 

rn . .i1 CJ'i\l1n 1 vl1 VI~ Vl~m~uu 1 vl.Yh 

~~ b U'U.i1CJ~1 CJbb 1 ~~vl1fl11~ b~CJVI1 CJ1 ~ bbtl 1~'\.J'U b VI fll 'U l(l ~?111?1'1..! b VII"! ~~ l"l'U ~ b Vlfll 'U l(l ~ 
~ 

?t11?t'U b Vll"lVIVI11 n1~ n11~B?I11VIVI11 1~ ~fl1 1~~1flru bb(l ~1~if~1~1~ b tl'U B ~1~ ~~~'i() ~ hJ1 ~ bn ~.nCJ v 

tl n~ru~ ~ ~ n~ 11 ~ 'U bb 'U1VI1~tll] 'I.J'~ b ~ B bl'l ~ CJ~ -ru ?lfi1'U n11ru 11 CJ 'i\l1 n 1 vl1 VI~ VI~ B1~uu 1 vJYl1-rr ~orr B~ 
l"l'U~bVIfll'U~~?I11?1'UbVII"lVI'VI11 flWn11~B?I11VI'V!111~1'11~wUfl()~rum~~fl~1d~el1'i\l'i\l~bf\~~'U ~~1~~llbtJ'Un11 ~~ 
~ v 

rn.C9) ~~~~~tlmru~11B~1vlYl1 (UPS : Uninterrupt Power Suppy) b~Bfi1'U~~n11~1CJfl1~bb?l1vlYl1 
1 ~nu1~uubfl~mbb~~1CJ 1 'Umcilbf\~m~ bb?t1 vJ.Yh-rr~orrm 1~CJ~B~~111'i\ll'l11'i\l?IB'U1~ CJ~ b 1mm1~11B~ 1 vJVl1 

mru~ bn~m~ bb?l1 vJ.Yh-rr~orrB~ 1~'\.J'U bfi~B~1CJ fiB~~1 bl'lB1~B~?I1~11fl1 ~'U~n111~ 'U1~ CJ~ b 1(11~?11~11fl 
~~bnu bb(I~~11B~orrB~" 11B~1~tl"B~i1CJ 

~ 

rn .l!J ~~~~m.Jmru 1'111'i\l~'Ufll'Ufl1UJ~bf1~b Vll'ln11ru fl1~bb?t1 'V'JYJ1-rr~orre.1~ VI~B~fll'U 1 'V'Jbf\~~'U 
' ' 

.fl1 CJ 1 'U~B~mu fl~1~uu bfi~B~1 CJ Btlmru~~n~11'i\l~£'1~~ruru1rubb ~~ b~ e:J'U~'VI'tb CJ-rn~1m1~tl" e:1~i1 CJ b ~e:J q , Ql Ql 

VI11'U bb(l ~ ~'U b orr 1~ 11~-ru b Vl\>1 ~ fl b~'U B ~ 1~Vl'U'Vld ~Vj ~ ~ ~ B ~ 1'111 'i\l ?I el'U fl1 1~'Y-l~B~'IJ B~ Btl fl1 tUB~ 1~?1J 1 b?f~ eJ 
'' ' 

bn.bn ~~~~Btl mru~'U b y.j~~'IJiJ~ti16lf~~el~fi1'Ufi~1~'U'UfiB~~1bl'l B1 b ~el 111m 'Ufl1DJb Vl\>l~flbO'U , , q q 

(ei'flfli1CJ) 1~CJ~e:J~I'l1T~?tBufi11~'Y-l~e:J~'IJme:Jtlmru bb(I~VI~"B~1-ff~1'U1~CJ?tJ1b?t~e:J 
' " ~. nCJ'i\l1flU1'Vh~ (e:JVIflnCJ) 

' 
b ~e:J~'i\l1 n~e:J~mu flm~uu bfl~e:J~1 CJ ne:J~'I.J'ru'IJ1n11ne:J~Vl'Y-l 1 VICJ eJ ~u~n ru.ff'U C9) 'llmtl1fl11~~i1 

' v ~ 

fl11~b~CJ~~Bfl11~b~CJV11CJ'i\l1mhvh~ ~~bU'Ui1 CJ~1mb 1~~vl1fl11~b~CJVI1CJ 1 ~bbri 1~uu b Vlfll 'U 1"~?111?f'Ub VII"! 

~~ nB~'I.J'ru'IJ1fl11flB~V1'Y-l 1 VICJ 1~ ~m1~~1flrubb(l~1~if~1~1~bU'UB~1~~~~'i\l~ 1~1 ~.tlCJ 1 'Utln~ru~~~n~11 v v 

bfl ~~'Ubb 'U1VI1~tln'I.J'~ b~e:lb\>1~ CJ~-r'U?ffi1'Un11tU.f1CJ'i\l1fl,J 1'Vh~ ( e:JVIfl.fl CJ) l"l'U~ bVIfll 'U l(l~?f11?f'Ub VII"!VI VI11 
d..J ' ~ 

m~m1~e:J?f11VIVI111~1'11~VI'l.!n(i~tlqJV11~~n~11~m'i\l'i\l~bn~~'U~~1~~1biJ'Um1 ~~.a 
~.(9) b~11~1'~i1CJeJ'Ubn~'i\l1nJ1vh~ 1~CJ~~I'l1~'i\l1n'Y-lmmrumml"l'llm m~e:JI'liJCJ~iVIm \>1(\e:J~nm 

' ' ~. l!:l b~mn~J1-rr~ V1~mn~f1~~'i\l1nJ1 bb(l~i1bb 'Ul 1.W~-hJ1vh~-rr~b~~~'Ub~e:JCJ 1 m(i~u~nru 
VloU1el1fl111-mJ ~ bfi~B~flel~~1 bl'lB1 bb~~1 CJ bb(l ~Btl fl1tUbfi~B~ bb~~1 CJ~~VI~~ 

' ~.rn flel~bVItl~11el~orrm.J" (Back up) ~~VI~~ 1tlbn'U 111'U~tl(le:J~.i1CJ 
~.~ ~1btJ'Un11~m~uuJ1 bb(l~1vlYl11'U~e:J~fld'Ufl~tJ~~1~~1vJ (Breake r) bfi~B~tl1'umml"l 

' 
b ~e:1il e:1~ n'Ubfl~e:J~ mufl~ b~CJVI1 CJ bb(l ~ile:1~ n'Ui1 CJ'i\l1 n 1 vJVl1 

' 
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